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management are issued on an as-needed basis. QA controls are exercised throughout the development and

management process using the iterative feedback mechanisms described in Sections 4.7.4.5 and 4.7.4.6.

474 Reviews

Reviews are conducted by the DMC staff. The types and frequencies of these reviews are discussed n the
following subsections. After each type of review is completed, the results of the review, together with any
recommendations by the DMC staff, are provided to the DOM.

4.7.4.1 System Requirements Reviews

With respect to the CASTNET Data Management System Application, reviews are conducted monthly
during the DMC staff meetings to both ensure that the application is functioning correctly and to develop
items for future enhancement. The database and the MLM are reviewed annually to ensure proper

operation and to evaluate whether or not updates to those components are required.

4.7.4.2 Preliminary Design Review

Preliminary design reviews are only conducted when major components are added to the CASTNET Data
Management System Application, the CASTNET database structure is changed significantly, or an
mmproved version of the MLM code base is released. This review is handled by the DMC staff.

4.74.3 Critical Design Review

Once the preliminary design review is completed, a critical design review is conducted to ensure that
changes do not have cascading repercussions for other systems. For example, when database structures are
modified, they are evaluated to determine the potential impacts on the CASTNET Data Management
System Application, and any critical flaws are reviewed and evaluated to minimize change to other

systems.

4.7.4.4 Code Reviews

The DMC staff performs all code reviews with the exception of the MLM code. MLM core code is
generally reviewed under a peer review process. The incorporation of the MLM core code into the MLM
front end software is checked against previous MLM runs to ensure consistency among the new and old

versions. The DOM is notified of any inconsistencies.
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4.74.5 Development Testing and Evaluation Review

Development testing and evaluation review are iterative processes closely coupled with the operational

testing and review phase. The primary difference is that development testing and review reside primarily

with the programmers responsible for software development, while operational testing and review reside

with some, or even all, of the end users in a “beta” testing phase. The steps used in this process are as

follows:

[

Low-level programmer testing and review (Level A): A programmer performs a QA check
immediately following software modifications. The purpose of this Level A review system is
to ensure, at a low level, that code modifications produce the desired software behavior and
do not adversely impact the behaviors of other subroutines or code modules. Immediately
following modifications, the programmer performs a full compile of the software code, and
exercises the software features that are immediately affected by the modifications. Level A
problems are remedied immediately.
Mid-level technician/programmer testing and review (Level B): A programmer or technician
performs systems tasks to:
1. Exercise routine software features to ensure that the software functions as
anticipated;
2. Quantitatively check the software output. These checks may be automated to some
degree. These checks are established to exercise functions and features; and
3. Establish one or more sets of standard test data to quantitatively assess the output

results.

Level B problems are remedied before proceeding to Level C review. Level C review is part
of the operational testing and review cycle.

4.7.4.6 Operational Testing and Evaluation Review

The operational testing and evaluation review is performed as follows:

High-level end user testing and review (Level C): As a representative of software end users,
a scientist or engineer reviews the software. The purpose of this review is to evaluate
software ergonomiics, exercise software features to ensure the absence of software bugs, and
verify the reasonableness of output results.

Tracking changes: When Level C reviews are complete, no further changes will be made,
and the software version will be declared. After closure, or periodically during a software
maintenance period, any further changes will be queued until the next round of
modifications. Closely related changes (e.g., in the same subroutine or module) will be
grouped to enhance the efficiency of the software modification process. As software
modifications progress, the results of each step will be recorded.

Software modification process: For each category of change order, the following steps of the
software modification process are completed:
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Verify or reproduce errors or undesired behaviors;
“Trap” errors/behaviors by locating the lines of code that must be modified;

Generate a plan for modifications; and

bl R e

Implement modifications. The revised software is then passed for Level A QA

review.

The overall process for development and operational testing and review is shown in Figure 2.

PAECM\PACASTNET2:QAPP 4.00Ap - 6 Data Ops'1-SMP-Feb05.doc MACTEC Engineering and Consulting. Inc.




Software Management Plan
Revision 2

Date: October 2006

Page 14 of 19

Figure 2. Software QA Test and Review Process
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4.8 Testing

The testing of software follows the procedures outlined in Section 4.7.

4.8.1 Software Test Plan

Formal software test plans are not developed for CASTNET since the programming for this project is
considered to be a Type II system. The DMC staff determines the types of tests necessary to perform on
the software before it is deemed usable by non-DMC staff. Testing always includes evaluation runs against
the test database.

4.8.2 Software Test Description

Section 4.7 describes the software test process.

4,83 Software Test Procedures

The majority of the software test procedures are described in Section 4.7 since testing and QA for software
prepared for CASTNET are inextricably entwined. See Figure 2 for the overall software test procedure

flow.

4.8.4 Conducting the Software Test

Sections 4.7 and 4.8 detail the general procedures used to test software. In addition to the procedures
outlined in those sections, the DMC staff also tests new, updated, or modified software against a test

database that replicates the structure of the production database. The software must perform correctly
against the test database prior to release for general use against the production database.

4.8.5 Software Test Reports

The DMC staff prepares all software test reports. Because the CASTNET system is a Type Il system,
software test reports are normally in the form of informal memoranda or e-mails.

5.0 SOFTWARE DEVELOPMENT PROCEDURES

5.1 Software Standards and Procedures

Software standards are established based on current EPA standards for developing software applications
and MACTEC IT group standards. In general, software developed for the CASTNET program must
conform to normal Microsoft® Windows® programming conventions.

5.1.1 Software Tools
Software tools used to develop computer software code for CASTNET are COTS software that conform to

Microsoft® Windows® standards.
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5.1.2 Commercial and Reusable Software
Whenever possible, commercial software development products are used to develop software. Components
used i software development, as well as individual code snippets, are reusable to the largest extent

possible.

5.1.3 Data Rights and Documentation

Data rights and documentation are maintained by the DOM or his designee. Data rights are granted to
software users and developers on an access requirement basis. Individuals and subcontractors are only
granted access rights on an as-needed basis. Documentation of data rights resides with DOM or his

designee.

5.1.3.1 Certification

All software certification is maintained by the DOM or his designee or by subcontractors (when preparing
software). The only exception to this is software registration and licensing information. Software
registration and licensing information is maintained by the MACTEC IT group.

5.1.4 Software Test Tools

Software test tools are not used by CASTNET for software testing, with the exception of sample data sets.
The software testing procedure is outlined in Sections 4.7 and 4.8.

5.1.5 Software Design

Software design for CASTNET is an iterative process that actively involves the users of the CASTNET
Data Management System Application software. Software design changes to the database structure or to
the MLM code are done solely by the DOM or his designee, the only members of the DMC staff with
rights to make these modifications.

5.1.5.1 Seftware Design Methodology

As indicated in the preceding section, the design methodology is an iterative process that involves active
user feedback on the ergonomics and function of the software. A preliminary design is developed by the
DOM or his designee that indicates the functional performance requirements of the software, along with
specific ergonomic requirements (if applicable). A beta version of the software is then prepared using the
test data set. The beta version is reviewed by the DMC staff not involved in the sofiware development
effort. Once that review is complete and any changes or modifications are made and accepted, the software
is then tested by a subset of the users to ensure that the performance and ergonomics are satisfactory.
Changes made based on this feedback process are implemented, tested, and then returned to those users for

final approval. Once final approval is provided, the software is placed into use.
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5.1.5.2 Programming Language

The programming languages used are generally object-oriented, event-driven COTS software packages

. ® . . TN
such as Microsoft” Visual Basic .

5.1.5.3 Interface Methodology

The interface design is based on standard Microsoft® Windows® conventions coupled with an ergonomic

review by a subset of users to make sure that the interface is intuitive and easy to use.

5.1.5.4 Network Methodology

No specific network methodology is required for CASTNET since the network topology for all
applications is handled by MACTEC’s IT group. Prior to implementing any new software, the DOM or his
designee confirms that the software operates correctly across MACTEC’s network.

5.1.6 Software Design and Coding Standards

Software design and coding standards are consistent with standard Microsoft® Windows™ coding standards

and design critena.

5.1.7 Firmware

Program code for firmware is not developed for CASTNET by the DMC staff.

5.2 Software Configuration Management

MACTEC uses a version control system for software configuration management.

5.2.1 Configuration Identification

MACTEC’s DMC staff has implemented a version control system for all programs developed for
CASTNET. The system is based on a decimal system. Major changes to programs result in a change to the
number to the left of the decimal place (e.g., a major change would be from version 2.1 to 3.0). Changes
that result in added capability or functionality, but do not represent a major program change, result in
numeric changes to the right of the decimal place. For example, a change in capability to the application
could result in a change from 3.0 to 3.1. Changes made to correct bugs or other minor glitches without a
resulting functionality change (other than correcting the mistake) result in changes to the right of the
decimal place, either as a second decimal (e.g., a change from 3.0.0 to 3.0.1) or at the hundreds decimal

place (e.g., version 2.30 to version 2.31).

5.2.1.1 Documentation Baselines

Computer program code documentation is an important part of producing a high quality, replicable
product. As a consequence, MACTEC develops documentation for computer programmed systems (such
as the CASTNET Data Management System Application), as well as extensive comments within the

program code itself. Documentation within the program code ensures that future researchers and
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programmers can understand the code. Extensive documentation of the CASTNET Data Management
System Application was created during its initial development. Additional program code continues to be
documented as it is developed. Documentation of the CASTNET Data Management System Application
also includes the database tables. The database tables and the data contained in them are also documented
within the SQL Server . 7.0 database iiself. Finally, significant program code changes were made to the
MLM during 2000 and 2001. These program code changes were documented both on hard copy and
within the code itself (via program code comiments).

5.2.1.2 Methods and Approach te Standards Implementation

As indicated in Section 5.2.1, MACTEC utilizes a decimal based version control system as its major
configuration management approach. Methods for checking out versions of the software and the approach
to developing software standards implementation are controlled by the DMC staff.

5.2.2 Configuration Control

Since there is not a concurrent software development process (e.g., multiple programmers working on the
same software), configuration control is exercised on the programming side by providing the most current
version of the software to the programmer working on the system. The DMC provides the centralized
check-in/check-out point for the most current version. On the user side, the DMC provides users with the
most current version of the software for access to the database. Only the DOM or his designee runs the
MLM or modifies the program code, so check-in/check-out is controlled by the DOM or his designee.

5.2.2.1 Configuration Control Flow Diagram
Not applicable.

5.2.2.2 Forms

No forms are currently used in the configuration management system.

5.2.2.3 Storage and Release of Master Copies

The DOM or his designee stores and releases all master copies of the Data Management System
Application, the database, and the MLM.

5.2.3 Conxfiguration Reviews

The DMC staff performs all configuration reviews prior to releasing updated versions of software,
programs, or databases to users.
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7.0 ATTACHMENTS

This SMP does not contain attachments.
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