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CHAPTER 1 - | RM MANAGEMENT CONTROLS/ REVI EW AND APPROVAL

1. PURPGSE. This policy establishes the principles and
requi renents that govern the managenent controls over EPA's
| RM Program This policy al so defines the general

del egations of authority which reflect the decentralized
managenent structure of the IRM program The franmework of
this policy draws fromthe basic managenent functions of

pl anni ng, budgeting, acquisition, data managenent and

eval uation to present a conprehensive managenent overvi ew of
EPA' s | RM Program

2. SCOPE AND APPLICABILITY. This policy applies to all EPA
organi zations and their enployees. It also applies to the
facilities and personnel of agents (including State

agenci es, contractors and grantees) of EPA who are invol ved
in IRMactivities.

3. BACKGROUND

a. As noted in Section 5-c of this chapter, the Ofice of

| nformati on Resources Managenent (O RM has been del egat ed
primary responsibility for managing EPA's | RM Program
However, the decentralized nature of this programrequires
t he invol venment and cooperation of all organizational units
on an Agencyw de basi s.

b. The delegations of authority in EPA's | RM Program
reflect the decentralized managenent structure of the
Agency.

c. Managenent controls involved with EPA's | RM Program
reflect a conbination of internal Agency organizational
requi renents as well as those inposed on all Federal
agenci es by Congress and oversi ght agenci es.

4. AUTHORITIES. (See Appendix B for further detail.)

a. OMB Circulars A-130, A-11, A-76, A-127, A-123, OWB
Bull etins 86-12 and 86-19.

b. Federal Information Processing Standards Publications
(FI PS PUBS).

c. Federal Information Resources Managenment Regul ations
( FI RVRS) .
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d. The Brooks Act (P.L. 89-306).

e. The Paperwork Reduction Act of 1980 (P.L. 96-511).

f. GSA Bulletins.

5. DELEGATI ONS OF AUTHORITY.

a. As noted in the introduction of this manual, the EPA
Adm ni strator has designated the Assistant Adm nistrator for
Policy, Planning and Eval uation (OPPE) as the Seni or
Oficial responsible for directing and overseei ng EPA' s
activities adm ni stered under the Paperwork Reduction Act of
1980.

b. Wiile the Assistant Adm nistrator for OPPE has del egated
much of the authority under the Act, he retained authority
for managi ng and devel oping policy for EPA's IRM Programin
regul atory situations, reviewng all Agency rules and

regul ations and other data collection instrunents to ensure
that the Agency does not inpose an unnecessary paperwork
burden on the public. The Assistant Adm nistrator for OPPE
al so retains authority for managi ng the cl earance process
for data collection instrunents. The vehicle for this
activity is the Information Coll ection Request (ICR

cl earance process. OPPE is also responsible for collecting,
preparing and submtting the Agency's Information Collection
Budget (1CB) to OMB. The Assistant Adm nistrator for OPPE
has del egated authority to manage other functions related to
EPA's IRM Programto the Assistant Adm nistrator for

Adm ni stration and Resources Managenent (QARM who in turn
has redel egated the authority in this area to the D rector,
O RM

c. The Director, ORM has primary functiona
responsibility for IRM policy devel opnent and over al
managenent of the Agency's IRM Program This includes the
pl anni ng, devel opnent and operation of information systens
and services in support of the Agency's adm nistrative,
programmati c and research functions. It also includes

adm ni stering Agency prograns for |ibrary systens and
services, records managenent, information security and

i npl enentation of the requirenents of the Privacy Act.
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d. EPA' s Del egations Manual (Delegation 1-10) on automatic
data processing (ADP), a copy of which is found in Exhibit
| -A of this chapter, cites the authorities which were
originally delegated to the Assistant Adm nistrator for

Adm ni stration and Resources Managenent (OQARM and which
have been subsequently redelegated to the Director, O RM
This includes the authority to approve requisitions for ADP
equi pnent, tel ecomuni cations, studies and services,
including the authority to determ ne and approve:

(1) The ADP technical content of solicitation packages.

(2) The evaluation criteria to be used for eval uation of
ADP conponents of proposals.

(3) Preaward procedures for ADP conponents of proposals,

i ncl udi ng nom nations for menbership on the eval uation
panel , contractor denonstrations and benchmarks and facility
reviews as required.

(4) Postaward procedures for ADP conponents of procurenents
i ncl udi ng acceptance testing and site inspection.

ADP supplies (i.e., diskettes, tape, paper, cables) are
considered as normal office supplies. They are exenpt The
authority to approve requisitions for ADP equi pnent,
conput er services and tel ecommuni cati ons was redel egated by
the Director, ORM to the Director, OARMRTP. A further
del egati on has been nade to the Director, NDPD

e. Subject to certain conditions, the authority to approve
acqui sitions for mcroconputer equi pnent, software and
support services that conformto Agency standards has been
del egated by the Director, ORM to:

(1) Assistant Admnistrators
(2) Associate Admnistrators
(3) Inspector Ceneral

(4) GCeneral Counse

(5 Regional Adm nistrators
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As noted in this delegation, which is found in
Exhibit |-B of this chapter, the officials specified above
may further redelegate their authority in this area to their
Seni or Informati on Resources Managenent O ficials (SI RMOs),
provi ded that formal notification is provided to the
Director, ORM

6. CONTROLS RELATED TO BASI C MANAGEMENT FUNCTI ONS. The
foll ow ng sections descri be managenent controls for | RM
pl anni ng, budgeting, acquisition, data managenent and
eval uation of IRMactivities and requirenents.

a. | RM Pl anni ng.

(1) Mssion-based Planning. EPA is highly dependent on its
i nformation.resources to carry out program and

adm nistrative functions in a tinely, efficient and
account abl e manner. Because of the expensive and capital

i ntensive nature of information and information technol ogy,
it is Federal policy that all managers plan effectively for
t he acqui sition and managenent of information and

i nformati on technol ogy through the annual preparation of

m ssi on-based | RM pl ans. (Reference Chapter 2 of this
manual ). I n EPA, all national program nmanagers and Regi onal
offices submt their plans to the Director, ORM who is
responsi ble for reporting the contents of the plans to the
.Adm ni strator and ot her seni or EPA managenent

officials. Mssion-based |RM plans are tied to the budget
process and are used to support investnent decisions made
during the budget preparation process.

(2) Planning Requirenents for Acquiring and Managi ng
Personal Conputers (PCs). The basic purpose of the PC Pl an
is to ensure that appropriate provisions are made to provide
ef fecti ve managenent and support of this technology. Al
Headquarters and Regi onal offices nmust submit a PC Plan and
qualify for a delegation of PC approval authority in order




to acquire personal conputer hardware or software.

Del egations wll be nade to those offices that have (1)
designated a SIRMO to exercise the del egati on on behal f of
the Assistant or Regional Adm nistrator, (2) received ORM
approval for their PC Plan and (3) designated and arranged
appropriate training for a PC Site Coordi nator(s) to manage
PC orderi ng,
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processi ng and user support and devel op security provisions
for safeguarding these resources. Plans nust be approved by
the SIRMO in order to receive consideration by O RM

Del egated officials, including PC Site Coordinators, wll
review PC procurenment requests in |ight of approved plans
and may then submt approved procurenent requests to PCVD
for placenent/issuance of PC orders under the contract.

(3) Information Collection. The principles governing the
information collection planning process are described in
greater detail in Chapter 9 of this manual. Froma
managenent control perspective, I is inportant that Agency
managers determ ne, before the information collection is
initiated, that data are not already available el sewhere in
the program Agency or external sources. It is also
necessary in the planning stage to design statistically
valid sanpling and collecting efforts and to determ ne that
the cost of collecting the data does not exceed the val ue of
the data to the program and EPA m ssion acconplishnent.

(4) OWB Bulletin for Federal Information Systens and
Technol ogy Planning - OWB issues a bulletin on an annual
basis which requires all Federal agencies to submt their
strategic plans for information systens and technol ogy.
This plan contains the follow ng kinds of information: a
description of the agency's programpriorities and a

di scussion of how information technology is being used to
nmeet those priorities; a list of the agency's nmajor
information systens; and a description of significant
information technology initiatives.

(5 OVMB Bulletin for Managenent Revi ew Managenent




| nprovenent Pl anning - The Ofice of the Conptroller is
responsi bl e for coordinating and reporting EPA' s managenent
i nprovenent plan to OMB. O RMcontributes to the Agency's
pl an by reporting mlestones for initiatives which wll

i nprove the overall managenent of the Agency from an | RM
per specti ve.
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b. Budgeti ng.

(1) Section 43 of OVMB Grcular A-11, "Preparation and

Subm ssion of Budget Estimates" - In EPA this reporting
requirenent is referred to as "Short-Term ADP Pl anni ng. "
This report identifies and docunents the Agency's
information technol ogy activities, the cost of those
activities and the programinitiatives that the technol ogy
supports. O RMIis responsible for coordinating the
collection and reporting of this information for the Agency.

(2) Tineshare Budget - OQARMRTP with the assistance of
ORM and in consultation with Agency conponents, prepares
ar.d submts the Agency tineshare budget. Tineshare
requests are represented as a programelenent (PE) in the
Agency's budget which is submtted to OVB. Once the budget
is approved by Congress, ORMadmnisters the tinmeshare
budget throughout the Agency in accordance with the needs
and requests of Agency conponents and OARM RTP gui dance.

(3) Environnmental Mbonitoring Budget Special Analysis -

The purpose of this periodic analysis is to evaluate the

i nvestments supporting the Agency's environnmental nonitoring
strategies. Al major programoffices are required to
provide their individual nonitoring analysis with their
budget subm ssions. OPPE is responsible for assessing these
reviews. he fin product evaluates the resource requirenments
and priorities for nonitoring activities across the Agency.




4) Information Collection Budget - During the third quarter
of each fiscal year, OVB issues a bulletin which requires

t hat agencies submt their projected reporting burden on the
public for the forthcomng fiscal year. OPPE is responsible
for coordinating and reporting the information collection
budget for EPA
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C. Pr ocur enent / Acqui si ti on.

(1) Acquisitions are evaluated to neet GSA and ot her
applicable regulations. Policies on EPA's IRM acquisitions
are enforceable by ORM the Grants Adm nistration Division
(GAD) and the Procurenent and Contracts Managenent Divi sion
(PCVD) .

(2) From a managenent control perspective, PCVD inserts
| anguage into contracts to ensure that the contractors
adhere to certain standards. Sone of these standards are
mandat ed by the Federal |nformation Resources Managenent
Regul ati ons (FIRVRs), Federal Standards and the Federal

I nformati on Processing Standards (FIPS). O her standards
are devel oped by O RM and NDPD. They are responsible for
determ ni ng what standards apply to a particul ar

procur enent .

(3) ORMprovides ADP support services through centrally
managed and adm ni stered contracts; programoffices may
submt procurenent requests for such services to ORM O RM
provi des gui dance on effective utilization of these
contracts and prepares the required delivery orders which
are issued by PCMD.



d. Data Managenent. |In the operation of any of EPA's
automated systens there are a nunber of controls which are
i nposed in order to maintain efficiency and effectiveness.
The followng is a brief Iist of principal controls that
devel opnent, operation and mai nt enance of their systens:

(1) Data Standards - Organi zations responsible for system
managenent are responsible for conformng with established
Agency data standards. O RMis responsible for establishing
the data standards for the Agency and ensuring that those

st andards neet the Agency objective of pronoting data
sharing. .Chapter 5 of the EPA Policy Manual provides
further information on this subject.

(2) Systens Docunentation - It is Agency policy that
adequat e docunent ati on nust be devel oped for all PA
automated systens. This is inportant to ensure managenent
control and continuity of service. Wthout adequate
docunentation, full utilization of of a system cannot be
realized.
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(3) Acceptance Testing - Prior to inplenenting a system
appropri ate acceptance testing nmust be conducted. Such
activity serves to determne the reliability of functions as
well as identify problens, both in the docunentation and in
the actual operation of the system Acceptance testing nust
i ncl ude proper docunentation of test results.

(4) Systens Security - As stated in Chapter 8 of this
manual , "It is EPA policy to protect adequately sensitive
information and sensitive applications frominproper use,
alteration or disclosure, whether accidental or deliberate.
I nfformation and applications will be protected to the extent
required by applicable |aw and regul ati ons in accordance
with the degree of their sensitivity in order to ensure the
cost-effectiveness of the security program™

(5) User Support and Training- To ensure optimally
efficient operation of Agency information systens, it is
critical that EPA managers provide their staff adequate user
support and training.




e. | RMEvaluations. The follow ng evaluations and revi ews
are conducted to help the Agency assess the adequacy of its
i nformati on systens and resources:

(1) Special Studies and Managenent Reviews - A variety of
speci al studies and reviews are conducted by O RM al one or
in concert with Agency programoffices. The scope of such
reviews may vary depending on the subject matter and the
goal s and objectives established for the review or study.

(2) ADP Reviews - These reviews are conducted by |IRM as
wel | as program managers. Al ADP review activity nust be
coordinated with the O fice of the Inspector General which
has the |l ead responsibility to performindependent reviews
of EPA's activities. An ADP review is an evaluation of an
informati on system ADP equi pnent, operations or an ADP
organi zation, to determne if the intended or expected
functions are being acconplished. The general purpose of
such a reviewis to inprove managenent of information
resources by ensuring that ADP systens and services are
bei ng managed in conpliance wth standards,
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operating procedures and policies. (Specific guidance on
conducting this type of reviewis found in the Agency's
Directives System - EPA 2115 Cuide for ADP Review).

(3) Contract Performance Reviews - ORM in concert with
PCVD, conducts regular (three tinmes per year) reviews of
contractor performance through neetings with delivery order
project officers and the contractor under the ADP support
contracts managed by ORM These neetings provide a forum
to share information about experiences during delivery order
performance that relate to key performance and contract

adm ni stration issues.

(4) R sk Analyses - OWMB Circular A-130 requires that al
automated installations undergo a periodic risk analysis to
ensure that appropriate, cost-effective safeguards are in



place. This risk analysis will be conducted on new
installations, on existing installations undergoi ng
significant change and on existing installations at |east
every 5 years.

(5) GSA Triennial Review - This reviewis a governnent-w de
t hree-year planning and reporting cycle set forth to neet
the requirenents established by the Paperwork Reduction Act
of 1980. Agencies are required to performreviews of their

i nformati on resources nmanagenent activities and prepare
synopses and updates of these reviews to GSA on a yearly
basis for a three-year duration. The objective of the
Triennial Review Programis to ensure that agencies are
carrying out their information nmanagenent activities in an
efficient, effective and econom cal manner. QORMIis
responsi ble for managing the review process with input from
t he program of fices.

f. | RM Reporting Requirenents.

(1) External - The following is a list of external
reporting requirenents related to EPA s | RM program

(a) OMB Bulletin for Federal Information Systens and
Technol ogy Pl anni ng

(b) OWVB Bulletin for Managenent Revi ew Managenent
| mprovenent Pl anni ng
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Section 43 of OMB Circul ar A-11

GAO Systens | nventory

ADP Equi prent Data Systens to GSA

I nformation Col | ecti on Budget

I nformation Security Program Data o GSA
Privacy Act Annual Report to OVB

NN AN AN AN
>oQ D Q0
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(2) Internal - The followng is a list of internal reporting
requirenents relating to EPA's | RM program

(a) M ssion-Based Pl ans
(b) PC Pl ans



(c) Information System Inventory Updates
(d) Tinmeshare Budget
(e) Special |IRM Budget Analysis (Addendum
(f) Environnental Monitoring Budget Special Analysis
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GENERAL, ADM NI STRATI VE AND M SCELLANEOUS
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1. AUTHORITY. To approve requisitions for ADP equi pnent,
t el ecomuni cati ons, studies, and services, including the
authority to determ ne and approve:

a. The ADP technical content of solicitation packages

b. The evaluation criteria to be used for evaluation of ADP
conponent s of proposals

c. Preaward procedures for ADP conponents of proposals,
i ncl udi ng nmenbership on the eval uati on panel, contractor
denonstrations and benchmarks, and facility reviews as
required

d. Postaward procedures for ADP conponents of procurenents
i ncl udi ng acceptance testing and site inspection.

2. TO WHOM DELEGATED. The Assistant Adm ni strator for
Adm ni stration and Resources Managenent.

3. REDELEGATI ON AUTHORITY. These authorities are

redel egated to the Director, Ofice of Information Resources
Managenment. The authority to approve requisitions for ADP
equi pnent, conputer services, and tel econmunications is
further redelegated to the Director, Ofice of

Adm ni stration and Resources Managenent, RTP. All of the
above authorities may be redel egated further.
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EXH BIT I-B

M CROCOVPUTER REQUI SI TI ONS
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1. AUTHORI TY

To approve requisitions for m croconputer equipnent,
sof tware and support services.

2. TO VWHOM DELEGATED

a) Assistant Adm nistrators
b) Associate Adm nistrators
c) Inspector Ceneral

d) General Counsel

e) Regional Adm nistrators

3. REDELEGATI ON AUTHORI TY

a) The officials specified above may further redel egate
this authority to a Senior Information Resources Managenent
O ficial designated by themto have full responsibility for
i nformati on resources managenent matters within their
purview, provided that formal notification of this

desi gnation and redel egation is provided to the Director,
O fice of Informati on Resources Managenent.

b) The Senior Information Resources Managenent O ficials
desi gnated by the above nanmed officials may redel egate this
authority to the heads of major EPA field installations,
provided that there is prior notification to and approval by
the Director, Ofice of Information Resources Managenent.

4. LI M TATI ONS

a) The authorities del egated and redel egated herein may be
exerci sed only upon approval of the organization's Personal
Comput er Acqui sition and Managenent Plan by the Director,
O fice of Informati on Resources Managenent, and only in a
manner that confornms to the provisions of the approved Pl an.
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b)

d)

f)

M croconput er equi prrent and software are to be obtained
fromcontracts established by the Ofice of Information
Resour ces Managenent unless the required itens are not
avai l able fromthose contracts or the ordering organi za-
tion first docunents that it is in the interest of the
Agency to obtain these products from anot her source, and
such docunent ati on has been revi ewed and approved by the
Senior Information Resources Managenent O ficial or, in
the event that further redel egati on has been made, by
the field installation head.

I ndi vi dual requisitions for m croconputer equi pnent and
software that are to be obtained from sources other than
the contracts established by the Ofice of Information
Resour ces Managenent may not exceed $50, 000 wit hout
prior approval by the Director, Ofice of Information
Resour ces Managenent .

Requi sitions for m croconputer equi pnent and software

that do not conformto Agency standards may not exceed
the followng dollar limts in any single fiscal year

Wi t hout prior approval by the Director, Ofice of

| nf or mati on Resour ces Managenent:

(1) $50,000 by each Assistant Admi nistrator, Associate
Adm ni strator, the CGeneral Counsel, the |Inspector
CGeneral, Regional Adm nistrator or their designated
Senior Information Resources Managenent O ficial .

(2) $10,000 for each major field site that has been
redel egated authority to approve m croconputer
requi sitions pursuant to paragraph b) of Section 3.
above.

Requi sitions that require synopsis in the Conmerce
Business Daily (i.e., sole source requisitions for
speci fi ed make and nodel equi pment costing $10, 000 or
nore, for open market purchases costing $25,000 or nore,
and purchases from GSA Schedul e contracts costing

$50, 000 and nore) require approval by the Director,

O fice of Informati on Resources Managenent prior to
publication of the synopsis.

Requi sitions for |ocal area network equi pnment or
sof tware must have prior approval fromthe Director,
Nat i onal Data Processing Division.



9)
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Requi si ti ons approved pursuant to the authorities

del egated and redel egated herein may not exceed the
limts of the ADP procurenent authority delegated to the
Envi ronmental Protection Agency by the General Services

Adm ni strati on.

Edward J. Hanl ey
Director, Ofice of Information

Resour ces Managenent



