| RM PCLI CY MANUAL

CHAPTER 7 - TELECOVMUNI CATI ONS

1. PURPGSE. This policy establishes the principles that
govern the electronic transfer of information between and
anong Agency sites and organi zati onal conponents, and al so
bet ween and anong the Agency and the | arger environnental
protection comunity (e.g., State and | ocal governnent,
grantees, and contractors). It also defines the roles and
responsibilities of organizations involved with the

pl anni ng, design, devel opnent, delivery, operation, and
mai nt enance of Agency tel ecommuni cations services.

2. SCOPE AND APPLI CABILITY. Agency tel econmuni cati ons

i ncludes all voice, video, and data comrunications (e.qg.,
comuni cation via tel ephone, electronic mail and bulletin
board services, voice processing, video/audio conference,
satellite, radio frequency, and facsimle equi pnent),
including directory, locator, and operator services. This
policy affects all enployees of the Agency and the | arger
EPA community, e.g., its contractors, grantees, and
participants in cooperative agreenments. The EPA-State data
exchange is also inportantly a part of the Agency

t el ecommuni cati ons plan and program

3. BACKGROUND. The EPA is an information-intensive

organi zation, both in terns of production and consunption.
Agency tel ecomruni cations provide the infrastructure through
whi ch Agency business is conducted. The stringent

ti meframes associated with much of this business demand

mai nt enance of an efficient, effective, and reliable

t el ecomuni cati ons environnent. The design, devel opnent,
and mai nt enance of such an environnent requires conpatible
equi pnent, procedures, and cl ose coordi nati on between the
central service organization and its clients.

4. AUTHORI TI ES.

a. Publ i c Law 89-306, Brooks Act of 1965.
b. Public Law 98-369, Conpetition in Contracting Act
of 1984.

C. Public Law 96-511, Paperwork Reduction Act of
1980, as anended.
d. Public Law 100-235, Conputer Security Act of 1987.
e. Public Law 93-579, Privacy Act of 1974.
f. Federal I RM Regul ation (FIRWVR), Part 210-21.6, Use

of Governnent Tel ephone Systens
g. FIRVR Part 201-39, Acquisition of Federal
I nformati on Processi ng Resources by Contracting.



r.

S.

FI RVR Part 201-20.305.1, Regul atory Del egati ons.

FI RVR Part 201-20. 305.2, Special Agency

Del egat i ons.

FI RMR Part 201-20. 306, Delegation of Authority for

Tel ecomruni cati ons Resources.

FI RVR Part 201-21.601, Authorized Use of Long

Di stance Tel econmuni cati ons Servi ces.

FI RVR Part 201-21.603, Listening-in to or

Recor di ng Tel ephone Conversati ons.

FI RVR Part 201-24.102, Consolidated Local

Tel ecomruni cati ons Servi ces.

FI RVR Part 201-24.203, Tel ecommuni cati ons

Assi st ance Prograns and Servi ces.

FI RVR Bul | eti ns:

(1) C 3, Federal ADP and Tel ecomruni cati ons
St andar ds | ndex.

(2) C9, Nonmandatory GSA Services and Assi stance
Pr ogr ans.

(3) G 10, Tel ecomrunications Accessibility for
Hearing and Speech | npaired Individuals.

(4) C 15, Mandatory Local Tel ecommuni cations
Servi ces.

(5 G 16, Enmergency Tel econmuni cati ons.

(6) GC 18, Federal Tel econmunications System
(FTS2000) .

(7) GC 19, Information System Security (I NFOSEC).

(8) C- 20, National Security and Energency
Prepar edness (NSEP) Tel ecommuni cati ons.

Code of Federal Regulations (CFR) Title 5, Part

735 and Title 41, Part 201.

Manual of Regul ations and Procedures for Federal

Radi o Frequency Managenent, Nati onal

Tel ecomruni cations and I nformati on Adm nistration

(NTIA), U S. Departnment of Conmerce.

OMB Circular A-130, Managenent of Federal

| nf or mati on Resour ces.

Federal Information Processing Standards.

5. PQALICY.

a.

The Agency's telecomuni cations network is
pl anned, acquired, and managed as a corporate
resour ce.

Al'l Agency tel econmuni cations activities and
operations shall be in conformance with prevailing
Federal |aw and regul ations, and with pertinent
General Services Adm nistration (GSA) and Nati onal
Tel ecomuni cations and I nformati on Adm nistration
(NTI'A) policies and procedures for Federal



agenci es.

Since consistency and conpatibility are essenti al
to reliable, accurate comrunications wthin EPA
and its larger community, any project or program

i nvol vi ng connection to the Agency network system
or use of teleconmunications, including provisions
for the nmai ntenance of current systens, is subject
to Agency policy and review and approval by
central Agency network systens managenent.

Agency access to the Internet is provided by the
central Agency network systens managenent.

| ndi vi dual Headquarters or Regional Ofices,

| aboratories or field sites shall not procure
comerci al subscription services for use within
any EPA facility or install anal og nodens within
any EPA facility for the purpose of Internet
access w thout approval of the central Agency
net wor k systenms nmanagenent .

Al'l requirenents for use of radio frequencies,

i ncl udi ng purchase of radio equipnent that emts
radi o frequenci es and i nauguration of change in
the use of any frequency and radio call signs wll
be submtted to the central Agency network systens
managenent for review and coordination with the
Nat i onal Tel econmuni cati ons and I nformation

Adm ni stration's Frequency Assi gnnent Sub-
Comm tt ee.

Si nce tel ecommunications is a rapidly-changing

t echnol ogy, operational standards and procedures
are devel oped and nodi fied, as appropriate, by the
central Agency network systens nmanagenent to
assure the integrity and currency of the Agency

t el ecommuni cati ons capability.

I n accordance with the Agency's systens life cycle
managenent policy, all Agency application

devel opnent efforts, including those supported by
contractors shall include an eval uation for

overall system architecture needs, including

t el ecomruni cations inplications. This evaluation
shall be made avail able for central Agency network
systens managenent review prior to application
devel opment. The initial description of system
network and capacity and security needs shall be
included in the System Managenent Plan. Al
application devel opnent col |l aboratively undertaken



by EPA within the |arger EPA comunity (e.g.,
grantees, nultinational organizations, State
agencies) shall be simlarly revi ewed.

In planning for any relocation or facility

nmodi fication, tel ecomruni cations requirenents
shal | be specifically addressed, and appropriate
f undi ng obt ai ned.

Provision of all Agency tel ecommunications

servi ces, including planning, acquisition,
install ati on, managenent, and operations, shall be
acconpl i shed through the Tel econmuni cati ons
Servi ce Request (TSR) system and approval
procedures established in Agency operational

di rectives.

Direct connection froma non- EPA Local Area
Network (LAN) (e.g., State LAN) to the EPA network
is specifically prohibited, owing to potenti al
instability this would introduce.

Tel ecomuni cati on services provided to EPA

enpl oyees, contractors, and grantees are to be
used for official business only. Oficial

busi ness may include personal energency calls and
calls determ ned by a supervisor to be necessary
in the interest of the governnent.

Al'l long distance tel ephone charges to EPA are
subj ect to supervisory review. \Were possible,
enpl oyees will be asked to review records of calls
pl aced fromtheir assigned |ines or extensions, to
verify that calls were placed for official

busi ness.

Maki ng unaut hori zed calls at governnent expense,
even if the caller intends to reinburse the
governnment, is prohibited by Federal |aw (31

U S C 1348(b)). Enpl oyees who pl ace unaut hori zed
calls at Governnment expense will be required to
pay for the cost of the calls and will be subject
to disciplinary action according to the EPA Order
No. 3120. 1A, "Conduct and Discipline." Repeated
abuse may result in suspension or dismssal.

Call detail reports as maintained by EPA are
subject to the requirenents of the Privacy Act.
All EPA | ocations and progranms operating a system
to generate call detail reports nust conply with



the provisions of the Privacy Act, including
publ i cation, disclosure, and record security
provi si ons.

Li stening to and recordi ng tel ephone conversations
wi t hout specific legal authorization is

prohi bited. No unannounced tel ephone recording
devi ces of any kind shall be installed or used in
EPA wi t hout formal approval fromthe General

Servi ces Adm ni stration.

6. RESPONSIBILITIES.

a.

The O fice of Information Resources Managenent is
responsi bl e for providing central Agency network
systens managenent services incl uding:

(1) telecomunications design, acquisition,
pl anni ng, installation, managenent and
oper ati on;

(2) devel oping and promnul gating policy,
procedures, standards and gui dance governi ng
t he operation of the Agency's
t el ecommuni cati ons network and services (this
i ncl udes devel opnent and acqui sition of
Agency applications requiring
t el ecomruni cati ons support and gui dance on
the security of tel ecommunications systens);

(3) providing technical assistance and gui dance
for the Agency in inplenmenting the
requi renents of Federal and Agency
t el ecommuni cations | aw, regul ati on and

policy;

(4) providing the Designated Agency
Representative to act for the Agency in
transactions with the CGeneral Services
Adm ni stration (GSA) to obtain FTS2000
servi ces;

(5) maintaining the Agency central personnel
| ocat or database suitable for electronic
distribution and for directory publication;

(6) <coordinating with the General Services
Adm ni stration all Agency requests for
installing devices to listen-in to or record
t el ephone conversations; and



(7) review ng and approvi ng Agency
t el ecomruni cati on system and service
procurenents and changes that require GSA
approval under the FIRWR

The O fice of Acquisition Managenent is
responsi ble for reviewing all contracts to ensure
conpliance with acquisition-rel ated Federal and
Agency tel ecommuni cations |aw, regul ations, and
policy, such as the Brooks Act and the FIRWR

The Assistant Adm nistrators, Associ ate

Adm nistrators, Staff Ofices within the Ofice of
the Adm ni strator, the General Counsel, the

| nspector General, and Regional Adm nistrators are
responsi bl e for ensuring that:

(1) systens and applications designed and
devel oped for their respective Ofices conply
wi th applicabl e Federal teleconmunications
| aw, regul ations, and Agency policy;

(2) any necessary funding for tel ecommunications
rel ocation or facility nodification is
obtained for their respective Support
Accounts as described (in section 5.h) above;
and

(3) Agency locator information is authenticated
and updated for each organi zati onal conponent
and location for their respective
organi zations as personnel join or |eave the
or gani zati on.

Regi onal Adm nistrators and Laboratory Directors
are responsi ble for tel ephone operations in

Regi onal O fices and | aboratories, respectively,
not ot herw se assigned to the central Agency
systens networ k nmanagenent.

The Senior Informati on Resources Managenent
Oficials (SIRM3s) are responsible for assisting
their Assistant Adm nistrators and Regi onal

Adm ni strators in:

(1) maintaining current awareness of Agency
t el ecommuni cations policy and directives for
applicability and i nplenentation in their
respective organi zati ons; and



(2) assuring that relevant Agency information on
tel ecomruni cations is appropriately
di stri but ed.

EPA Managers and supervisors are responsi ble for
maki ng sure their enpl oyees are know edgeabl e of
and adhere to the Agency's tel ecommuni cations

policy.

Each EPA enpl oyee, contractor, and grantee is
responsi ble for conplying with the Agency's
t el ecomuni cati ons policy.

7. DEFI N TI ONS.

a.

"Central Agency network system managenent" refers
specifically to the organization within the Ofice
of Information Resources Managenent responsible
for the tel ecommunications function. The
Agency's maj or system managers in program offices
are key clients and advisors to the central

net wor k managenent group

The Agency tel econmuni cations network includes the
Wde Area Network (WAN), the Metropolitan Area
Network (MAN), Local Area Networks (LANs),
connectivity to the Internet, FTS2000, and to the
St at es.

(1) "Local Area Network"™ (LAN) is a
comuni cati ons systemthat connects a nunber
of personal conputers/workstations and their
peri pheral conponents within a smal
geographi cal area, usually a single building
or a single floor in a building.

(2) "Metropolitan Area Network"” (MAN) is a
conmmuni cations systemthat connects conputers
and/ or LANs over a netropolitan area or
canpus. Typically MANs provide connectivity
for organi zational conponents in the sane
geographic area that are not co-located in a
bui | di ng.

(3) "Wde Area Network"(WAN) is a conmuni cation
system that connects conputers and/or LANs
over a very large area, e.g. nationw de.

(4) "Internet," or "the Internet,” is a
col | aboratively nmanaged network of networks



whi ch provi des access to thousands of
donestic and foreign networks for file and
message transfer and for renote |login
capability.

"EPA- St at e data exchange" refers to the sharing of
data between EPA and State environnental agencies
t hrough tel ecommuni cati ons technol ogi es.

"FTS2000" is the termapplied to the nandat ory-use
contracts for national networks/tel ecomruni cations
services and X 400 nessage transfer to Federal
agenci es, nmanaged by the General Services

Adm ni stration (GSA).

"Tel ecommuni cations facilities" neans equi pnent
used for such nodes of transm ssion as tel ephone,
data, facsimle, video, radio, audio, and such
corollary itens as swtches, wire, cable, access
arrangenments, and communi cations security
facilities.

"Tel ecomruni cati ons resources” nmeans
t el ecomruni cati ons equi pnment, facilities, software
and servi ces.

"Tel econmuni cati ons services" neans the

transm ssion, em ssion, or reception of signals,
signs, witing, imges, sounds, or intelligence of
any nature, by wire, cable, satellite, fiber
optics, laser, radio, or any other electronic,

el ectromagnetic, or acoustically coupl ed neans.
The termincludes the tel ecommunications
facilities necessary to provide such services.

"Tel ecommuni cati ons Service Request"” (EPA Form
5020-1) is the single Agency form approved for

requesting telecomunications technical

assi stance and/or services, and for docunenting
approval s required by Agency tel ecomruni cations
di rectives.

"Locator" is the centralized Agency dat abase
containing all enployee nanes, mailing address,
and tel ephone nunbers. It is made available in
el ectronic formand published in hard copy.

" Protocol" refers to a specific set of rules,
procedures, standards, or conventions applying to
format and timng of data transm ssion between two



devices. A standard procedure that two data
devi ces nust accept and use to be able to
under st and each ot her.

"Wreless" refers communi cati on techni ques that
utilize nmethods of transm ssion other than

el ectrical signals through wires. These nethods
usually rely on sone form of atnospheric wave
propagati on, such as radi o frequency, mcrowave or
i nfrared.

8. PROCEDURES, STANDARDS AND GUI DANCE

a.

Nat i onal Data Processing Division Operational
Directives contain procedural information relating
to the operation of and obtaining services from
the central Agency network systens managenent.

The Federal Infornmation Processing Standards
(FIPS) address a variety of topics dealing with
t el ecomruni cati ons, including standards and
conmput er network protocols.



The Federal Information Resources Managenent
Regul ation (FIRVR) and FIRVR Bulletins al so
address a variety of telecomunications issues,
i ncludi ng the acquisition, managenent and use of
this FIP resource.



