
IRM POLICY MANUAL                     
            

CHAPTER 7 - TELECOMMUNICATIONS

1.  PURPOSE.  This policy establishes the principles that
govern the electronic transfer of information between and
among Agency sites and organizational components, and also
between and among the Agency and the larger environmental
protection community (e.g., State and local government,
grantees, and contractors). It also defines the roles and
responsibilities of organizations involved with the
planning, design, development, delivery, operation, and
maintenance of Agency telecommunications services.

2.  SCOPE AND APPLICABILITY.   Agency telecommunications
includes all voice, video, and data communications (e.g.,
communication via telephone, electronic mail and bulletin
board services, voice processing, video/audio conference,
satellite, radio frequency, and facsimile equipment),
including directory, locator, and operator services.  This
policy affects all employees of the Agency and the larger
EPA community, e.g., its contractors, grantees, and
participants in cooperative agreements.  The EPA-State data
exchange is also importantly a part of the Agency
telecommunications plan and program.

3.  BACKGROUND.  The EPA is an information-intensive
organization, both in terms of production and consumption. 
Agency telecommunications provide the infrastructure through
which Agency business is conducted.  The stringent
timeframes associated with much of this business demand
maintenance of an efficient, effective, and  reliable
telecommunications environment.  The design, development,
and maintenance of such an environment requires compatible
equipment, procedures, and close coordination between the
central service organization and its clients.

4.  AUTHORITIES.

a. Public Law 89-306, Brooks Act of 1965.
b. Public Law 98-369, Competition in Contracting Act

of 1984.
c. Public Law 96-511, Paperwork Reduction Act of

1980, as amended.
d. Public Law 100-235, Computer Security Act of 1987.
e. Public Law 93-579, Privacy Act of 1974.
f. Federal IRM Regulation (FIRMR), Part 210-21.6, Use

of Government Telephone Systems 
g. FIRMR Part 201-39,  Acquisition of Federal         

           Information Processing Resources by Contracting. 



h. FIRMR Part 201-20.305.1, Regulatory Delegations.
i. FIRMR Part 201-20.305.2, Special Agency

Delegations.
j. FIRMR Part 201-20.306, Delegation of Authority for

Telecommunications Resources.
k. FIRMR Part 201-21.601, Authorized Use of Long

Distance Telecommunications Services.
l. FIRMR Part 201-21.603, Listening-in to or

Recording Telephone Conversations.
m. FIRMR Part 201-24.102, Consolidated Local

Telecommunications Services.
n. FIRMR Part 201-24.203, Telecommunications

Assistance Programs and Services.
o. FIRMR Bulletins:

(1) C-3, Federal ADP and Telecommunications
Standards Index.

(2) C-9, Nonmandatory GSA Services and Assistance
Programs.

(3) C-10, Telecommunications Accessibility for
Hearing and Speech Impaired Individuals.

(4) C-15, Mandatory Local Telecommunications
Services.

(5) C-16, Emergency Telecommunications.
(6) C-18, Federal Telecommunications System

(FTS2000).
(7) C-19, Information System Security (INFOSEC).
(8) C-20, National Security and Emergency

Preparedness (NSEP) Telecommunications.
p. Code of Federal Regulations (CFR) Title 5, Part

735 and Title 41, Part 201.
q. Manual of Regulations and Procedures for Federal

Radio Frequency Management, National
Telecommunications and Information Administration
(NTIA), U.S. Department of Commerce.

 r. OMB Circular A-130, Management of Federal
Information Resources. 

s. Federal Information Processing Standards. 

5.  POLICY.

a. The Agency's telecommunications network is
planned, acquired, and managed as a corporate
resource.

b. All Agency telecommunications activities and
operations shall be in conformance with prevailing
Federal law and regulations, and with pertinent
General Services Administration (GSA) and National
Telecommunications and Information Administration
(NTIA) policies and procedures for Federal



agencies.

c. Since consistency and compatibility are essential
to reliable, accurate communications within EPA
and its larger community, any project or program
involving connection to the Agency network system
or use of telecommunications, including provisions
for the maintenance of current systems, is subject
to Agency policy and review and approval by
central Agency network systems management.

d. Agency access to the Internet is provided by the
central Agency network systems management. 
Individual Headquarters or Regional Offices,
laboratories or field sites shall not procure
commercial subscription services for use within
any EPA facility or install analog modems within
any EPA facility for the purpose of Internet
access without approval of the central Agency
network systems management.

e. All requirements for use of radio frequencies,
including purchase of radio equipment that emits
radio frequencies and inauguration of change in
the use of any frequency and radio call signs will
be submitted to the central Agency network systems
management for review and coordination with the
National Telecommunications and Information
Administration's Frequency Assignment Sub-
Committee.

f. Since telecommunications is a rapidly-changing
technology, operational standards and procedures
are developed and modified, as appropriate, by the
central Agency network systems management to
assure the integrity and currency of the Agency
telecommunications capability.

g. In accordance with the Agency's systems life cycle
management policy, all Agency application
development efforts, including those supported by
contractors shall include an evaluation for
overall system architecture needs, including
telecommunications implications.  This evaluation
shall be made available for central Agency network
systems management review prior to application
development.  The initial description of system
network and capacity and security needs shall be
included in the System Management Plan.  All
application development collaboratively undertaken



by EPA within the larger EPA community (e.g.,
grantees, multinational  organizations, State
agencies) shall be similarly reviewed.

h. In planning for any relocation or facility
modification, telecommunications requirements
shall be specifically addressed, and appropriate
funding obtained.

i. Provision of all Agency telecommunications
services, including planning, acquisition,
installation, management, and operations, shall be
accomplished through the Telecommunications
Service Request (TSR) system and approval
procedures established in Agency operational
directives.

j. Direct connection from a non-EPA Local Area
Network (LAN) (e.g., State LAN) to the EPA network
is specifically prohibited, owing to potential
instability this would introduce.

k. Telecommunication services provided to EPA
employees, contractors, and grantees are to be
used for official business only.  Official
business may include personal emergency calls and
calls determined by a supervisor to be necessary
in the interest of the government.

l. All long distance telephone charges to EPA are
subject to supervisory review.  Where possible,
employees will be asked to review records of calls
placed from their assigned lines or extensions, to
verify that calls were placed for official
business.

m. Making unauthorized calls at government expense,
even if the caller intends to reimburse the
government, is prohibited by Federal law (31
U.S.C. 1348(b)).  Employees who place unauthorized
calls at Government expense will be required to
pay for the cost of the calls and will be subject
to disciplinary action according to the EPA Order
No. 3120.1A, "Conduct and Discipline."  Repeated
abuse may result in suspension or dismissal.

n. Call detail reports as maintained by EPA are
subject to the requirements of the Privacy Act. 
All EPA locations and programs operating a system
to generate call detail reports must comply with



the provisions of the Privacy Act, including
publication, disclosure, and record security
provisions.

 o. Listening to and recording telephone conversations
without specific legal authorization is
prohibited.  No unannounced telephone recording
devices of any kind shall be installed or used in
EPA without formal approval from the General
Services Administration.

6.  RESPONSIBILITIES.

a. The Office of Information Resources Management is
responsible for providing central Agency network
systems management services including:

(1) telecommunications design, acquisition,
planning, installation, management and
operation;

(2) developing and promulgating policy,
procedures, standards and guidance governing
the operation of the Agency's
telecommunications network and services (this
includes development and acquisition of
Agency applications requiring
telecommunications support and guidance on
the security of telecommunications systems);

(3) providing technical assistance and guidance
for the Agency in implementing the
requirements of Federal and Agency
telecommunications law, regulation and
policy;

(4) providing the Designated Agency
Representative to act for the Agency in
transactions with the General Services
Administration (GSA) to obtain FTS2000
services;

(5) maintaining the Agency central personnel
locator database suitable for electronic
distribution and for directory publication;

(6) coordinating with the General Services
Administration all Agency requests for
installing devices to listen-in to or record
telephone conversations; and



(7) reviewing and approving Agency
telecommunication system and service
procurements and changes that require GSA
approval under the FIRMR.

b. The Office of Acquisition Management is
responsible for reviewing all contracts to ensure
compliance with acquisition-related Federal and
Agency telecommunications law, regulations, and
policy, such as the Brooks Act and the FIRMR.

c. The Assistant Administrators, Associate
Administrators, Staff Offices within the Office of
the Administrator, the General Counsel, the
Inspector General, and Regional Administrators are
responsible for ensuring that:

(1) systems and applications designed and
developed for their respective Offices comply
with applicable Federal telecommunications
law, regulations, and Agency policy;

(2) any necessary funding for telecommunications
relocation or facility modification is
obtained for their respective Support
Accounts as described (in section 5.h) above;
and

(3) Agency locator information is authenticated
and updated for each organizational component
and location for their respective
organizations as personnel join or leave the
organization.

d. Regional Administrators and Laboratory Directors
are responsible for telephone operations in
Regional Offices and laboratories, respectively,
not otherwise assigned to the central Agency
systems network management.

e. The Senior Information Resources Management
Officials (SIRMOs) are responsible for assisting
their Assistant Administrators and Regional
Administrators in:

(1) maintaining current awareness of Agency
telecommunications policy and directives for
applicability and implementation in their
respective organizations; and 



(2) assuring that relevant Agency information on
telecommunications is appropriately
distributed.

f. EPA Managers and supervisors are responsible for
making sure their employees are knowledgeable of
and adhere to the Agency's telecommunications
policy.

g. Each EPA employee, contractor, and grantee is
responsible for complying with the Agency's
telecommunications policy.

7.  DEFINITIONS. 

a. "Central Agency network system management" refers
specifically to the organization within the Office
of Information Resources Management responsible
for the telecommunications  function.  The
Agency's major system managers in program offices
are key clients and advisors to the central
network management group.

b. The Agency telecommunications network includes the
Wide Area Network (WAN), the Metropolitan Area
Network (MAN), Local Area Networks (LANs),
connectivity to the Internet, FTS2000, and to the
States. 

(1) "Local Area Network" (LAN) is a
communications system that connects a number
of personal computers/workstations and their
peripheral components within a small
geographical area, usually a single building
or a single floor in a building. 

(2) "Metropolitan Area Network" (MAN) is a
communications system that connects computers
and/or LANs over a metropolitan area or
campus. Typically MANs provide connectivity
for organizational components in the same
geographic area that are not co-located in a
building. 

(3) "Wide Area Network"(WAN) is a communication
system that connects computers and/or LANs
over a very large area, e.g. nationwide. 

(4) "Internet," or "the Internet," is a
collaboratively managed network of networks



which provides access to thousands of
domestic and foreign networks for file and
message transfer and for remote login
capability.

c. "EPA-State data exchange" refers to the sharing of
data between EPA and State environmental agencies
through telecommunications technologies.    

d. "FTS2000" is the term applied to the mandatory-use
contracts for national networks/telecommunications
services and X.400 message transfer to Federal
agencies, managed by the General Services
Administration (GSA). 

e. "Telecommunications facilities" means equipment
used for such modes of transmission as telephone,
data, facsimile, video, radio, audio, and such
corollary items as switches, wire, cable, access
arrangements, and communications security
facilities.

f. "Telecommunications resources" means
telecommunications equipment, facilities, software
and services.

g. "Telecommunications services" means the
transmission, emission, or reception of signals,
signs, writing, images, sounds, or intelligence of
any nature, by wire, cable, satellite, fiber
optics, laser, radio, or any other electronic,
electromagnetic, or acoustically coupled means. 
The term includes the telecommunications
facilities necessary to provide such services.

h. "Telecommunications Service Request" (EPA Form
5020-1) is the single Agency form approved for
requesting  telecommunications technical
assistance and/or services, and for documenting
approvals required by Agency telecommunications
directives.

i. "Locator" is the centralized Agency database
containing all employee names, mailing address,
and telephone numbers.  It is made available in
electronic form and published in hard copy.

j. " Protocol" refers to a specific set of rules,
procedures, standards, or conventions applying to
format and timing of data transmission between two



devices.  A standard procedure that two data
devices must accept and use to be able to
understand each other.

k. "Wireless" refers communication techniques that
utilize methods of transmission other than
electrical signals through wires.  These methods
usually rely on some form of atmospheric wave
propagation, such as radio frequency, microwave or
infrared.

8.  PROCEDURES, STANDARDS AND GUIDANCE.

a. National Data Processing Division Operational
Directives contain procedural information relating
to the operation of and obtaining services from
the central Agency network systems management.

b. The Federal Information Processing Standards
(FIPS) address a variety of topics dealing with
telecommunications, including standards and
computer network protocols. 



c. The Federal Information Resources Management
Regulation (FIRMR) and FIRMR Bulletins also
address a variety of telecommunications issues,
including the acquisition, management and use of
this FIP resource.    


