CHAPTER 17 - SYSTEM LI FE CYCLE MANAGEMENT

1

PURPOSE. This policy establishes the life cycle

requi renents of EPA's automated information application
systens. Roles and responsibilities for inplenenting these
requi renents are al so delineated. (Cbservance of these
requirenents will ensure full value is obtained from Agency
investnents in data and i nformation systens.

SCOPE AND APPLICABILITY. Al automated information
application systens that are devel oped, produced or

mai ntai ned by or for the EPA are subject to this policy.
Formal review requirenents vary according to system category
(see Exhibit 17-A). This policy applies to all EPA

organi zational units and their enployees. It also applies
to agents of the EPA who support the initiation, analysis,
desi gn, devel opnent, operation and retirenent of Agency

i nformati on systens.

BACKGROUND.

a. The Agency depends on information to acconplish its
m ssion. EPA s data and information systens are anong
its nost valuable assets and are critical to the
Agency's ability to provide the public with access to
envi ronnental information.

b. Devel opnent of information systenms is difficult, and
of ten conpl ex and expensive. Agency systemlife cycle
managenent requirenents are designed to neet applicable
Federal requirenments, ensure managenent involvenent at
key deci sion points, obtain and sustain corporate
comm tnent for information systens, and coordi nate
information systens-related activities.

C. System |life cycle managenent pronotes invol venent by
users, program nmanagers and i nformation resource
managers in system devel opnment and enhancenent efforts.
It establishes a process by which Agency nanagers are
directly accountabl e for nmaking key deci si ons about how
resources are expended for system devel opnent and
enhancenent efforts.

d. EPA relies frequently upon contractors and ot her agents
for assistance in building and operating its
information systens. Systemlife cycle managenent
establ i shes practices and periodic review requirenents
that mtigate the uncertainties involved in using



extranural support.

e. EPA is commtted to managing its information systens in
a cost effective manner and ensuring its systens neet
m ssi on needs. Using guidance provided by oversight
agencies including the Ofice of Managenent and Budget
(OVMB), the General Services Admnistration (GSA), and
t he General Accounting Ofice (GAO, the Agency
conducts periodic reviews to assess how well its
systens are neeting these key objectives.

AUTHORI TI ES.

a. 44 U. S. C. Chapter 35, Paperwork Reduction Act of 1986.
b. EPA Hardware and Software Standards.

C. Federal Records Act of 1950, as anended (44 U.S. C.
Chapt er 3101- 3107, Records Managenent by Feder al
Agenci es).

d. OMB Circular No. A-11, Exhibit 43, Data on Acquisition,
OQperation, and Use of Information Technol ogy Systens,
May 28, 1986

e. OMB Circular No. A-130, Managenent of Federal
| nf ormati on Resources, June 25, 1993.

f. FI RMR 201-2, Designated Senior Oficials.

g. FI RMR Subchapter B, Managenent and Use of Information
and Records, Part 201-6, Predom nant Considerations.

h. FI RVR Subchapter C, Managenent and Use of FIP
Resources, 201-17, Predom nant Consi derati ons.

i FI RMR 201-22, Review and Eval uati on.
PQLI CY.

a. Al information systens shall support the m ssion of
the Agency. Plans for information systens shall be
i ncluded in Agency and organi zati onal budget and
pl anni ng processes as appropriate (see Chapter 2 on
M ssi on- Based Pl anni ng).

b. Systemlife cycle managenent at EPA is based on a set
of generic stages in a typical system devel opnent or
enhancenment project. EPA does not require use of a



specific systemlife cycle nethodol ogy, as this would
be unduly restrictive when uniformy applied across the
wi de range of EPA's varied information systens

devel opment and enhancenent projects.

The generic information systemlife cycle at EPA
consi sts of eight major stages:

(1) Initiation - a request for the devel opnment of a
systemto neet a need for information or to solve
a problemfor the individual making the request.

(2) Requirenents analysis - determnation of what is
required to automate the function(s) identified by
t he organi zati on.

(3) Design - the stage that specifies the automated
and manual functions and procedures, the conputer
prograns, and data storage techni ques that neet
the requirenents identified and the security and
control techniques that assure the integrity of
the system

(4) Programm ng - coding of the program nodul es that
i npl enent the design.

(5) Testing and quality assurance - ensuring that the
systemworks as intended and that it neets
appl i cabl e organi zati on standards of perfornance,
reliability, integrity and security.

(6) Installation and Operation - incorporation and
continuing use of the new system by the
or gani zati on.

(7) WMai ntenance/ enhancenent - Resol ving probl ens not
detected during testing, inproving the performance
of the product and nodifying the systemto neet
changi ng requirenents. (Full-scal e enhancenents
require full life cycle analysis.)

(8 Retirenment - the stage which ends use of the
system

New systens devel opnment and enhancenent/repl acenent
projects nust go through these eight maj or stages noted
above. Systens may cycl e through various stages
multiple times. Developers of EPA information systens
shall consult with the intended user community

t hroughout the systens' |life cycle to ensure the system



IS neeting m ssion needs.

The way a specific nmethodology is applied to the
generic life cycle nust be docunented (see section 5.e

(2)d).

Appropriate | evel s of managenent shall review and
approve or di sapprove system devel opnent or
enhancenent \ repl acenent projects. These reviews by
managenent shall occur, at a mnimum at the end of
each stage of the generic life cycle as inplenented for
t he chosen net hodol ogy. These managenent deci sions
shal | be docunented by neans of signatures on fornma
deci si on papers. For new system devel opnment or
enhancenment projects, the first two deci sion papers
have special characteristics.

(1) The System Charter decision paper, which is
devel oped during the initiation stage of a new
system devel opnent or enhancenent project, shal
docunent :

a) the informati on managenent and m ssion
need(s) to be net;

b) t he i ntended user comunity;
c) t he sponsoring organization(s);
d) the projected tinme frame for the project;

e) the likely system category, based on expected
scope and cost (see Exhibit 17-A);

f) a prelimnary estimate of the range of
potential life cycle costs;

g) t he appropriate managenent |evels for review
and approval of decision papers; and

h) t he manager of the system

(2) The System Managenent Pl an (SMP) deci sion paper
shal | be produced at the conclusion of the
anal ysis stage and shall be updated as the project
progresses. Exhibit 17-A sets forth required
Agency managenent review levels for SMPs. The SWP
shal | subsunme the System Charter and shall include



(3)

at a m ni mum

a)

b)

f)

9)

h)
1)

i)

k)

the system s purpose, m ssion need, and
goal s;

the system's scope, including the system s
fundi ng organi zation(s), intended primry and
secondary user community and any known or

i ntended interactions wth other systens;

assunptions and constraints influencing the
syst em

the life cycle nmethodology to be used in
managi ng the systemis life cycle and its key
deci si on points;

the appropriate | evels of nanagenent review
and approval ;

the projected date to begin operation and an
estimate of total systemlife frominitiation
to retirenent;

an estimate of total life cycle costs, broken
out by stages;

an acquisition strategy and alternatives;

a cost-benefit analysis including an analysis
of technical alternatives;

a description of the systems architectural
context, technical requirenents, anticipated
security issues, platformand network
capacity needs; and

the system's data architecture, in
conpliance with Agency and Federal data
st andar ds.

Foll owi ng are the m ni num contents required for
formal decision papers other than those produced
for the Charter and the System Managenent Pl an:

a)

b)

the current status of the system

an estimate of the cost of the next stage(s)
for which approval is sought in the decision
paper and an assessnent of projected vs.



actual costs to date;

c) a description of the work to be acconplished
in the next stage(s) of the system
devel opnent or enhancenent project;

d) identification of any programmatic policy or
procedural decisions needed to address
constraints influencing the success of the
next stage(s); and

e) an anal ysis of appropriate alternatives.

(4) System Managenent Plans shall link appropriately
wi th Agency and Organi zational |IRM Strategic and
Mul ti-Year I|nplenentation Plans.

(5 No nore than 15% of the estimated cost of the next
stage or $250, 000, whichever is |ess, may be
expended prior to approval of the formal decision
paper .

(6) The SWMP shall be updated to reflect actual and
pl anned changes as new system deci si on papers are
approved and a baseline version of the SWMP shal
be retained for reference.

(7) Throughout the life cycle of the system
managenent of the system shall be conducted in
accordance wth the SMP, as updated.

EPA personnel shall devel op all decision papers to
ensure governnment control over system decisions. EPA
staff may use any and all avail able source material,

i ncludi ng contractor-generated material, in the

devel opnent of formal decision papers.

The EPA Executive Steering Commttee for Information
Resour ces Managenent (IRM and all ot her EPA nanagers
involved in review ng system deci si on papers shal
provi de decisions within 30 days of receipt of the
deci si on paper.

Al'l systens shall be categorized in one of the
follow ng four types:

(1) Major Agency Systens,



(2) WMajor AAshi p/ Regi onal Systens,
(3) Significant Program O fice Systens, and
(4) Local Ofice or Individual Use Systens.

Each category reflects a conbination of factors such as
the system's cost and organi zati onal scope. See
Exhibit 17-A for the specific threshol ds which
determ ne a systenis category.

The I evel of detail for decision papers shall be
appropriate to the category of the system The
approvi ng managers nay establish nore extensive

deci sion point requirenents for individual systens than
required by this policy.

Al information systens shall conply with appropriate
Federal and Agency | RM policies, standards, and
procedures throughout their life cycles. Recognizing
that | egacy systens nmay not conformconpletely with
current Agency architectures and standards, system
enhancenent projects shall nove into conformance with
these architectures and standards, as appropriate, as
proj ects proceed.

To maxim ze the return on the Agency's investnent in
its information systens, sufficient docunentation is
needed at each stage of the life cycle to support

ef fecti ve managenent of Agency resources and to
facilitate the interchange of information anong
managers, devel opers, progranmers, operators and users.
The followi ng are key docunents (in addition to the
system charter, system managenent plan, and deci sion
papers) produced at different stages of the systemlife
cycl e:

(1) needs statenent and initiation request

(2) feasibility study

(3) risk analysis

(4) cost/benefit analysis

(5) functional requirenents anal ysis

(6) functional security and internal control
requi renents anal ysis

(7) data requirenments analysis

(8) data nmanagenent plan

(9) quality assurance plan



(10) system subsystem program and dat abase
speci fications

(11) validation, verification and testing plan and
speci fications

(12) system acceptance pl an

(13) schedul es for each phase and records of schedul e
changes

(14) user nmanual

(15) operations/ maintenance manual

(16) installation conversion plan

(17) test analysis and security evaluation report

(18) software mai ntenance pl an

(19) post inplenentation review plan

(20) evaluation and assessnent of information system

obsol escence

(21) change control nenos or forns

(22) system security plan

(23) disaster recovery plan

6. RESPONSI BI LI TI ES.

a.

The Designated Senior Oficial (DSO for IRMis
responsi bl e for establishing policies and procedures to
i npl enment all Federal |RM mandates including, but not
limted to, the Paperwork Reduction Act of 1980 and its
amendnents (P.L. 96-511), Federal Information
Processing Standards (FIPS), Federal |IRM Regul ations
(FIRMR), OVB Circular No. A-130 (Managenent of Feder al

| nformati on Resources), OVMB Circular No. A-11 (Data on
Acqui sition, Operation, and Use of Information
Technol ogy Systens) and ot her Federal regul ations.

EPA' s Executive Steering Commttee for IRMis
responsi bl e for review and approval / di sapproval of
Syst em Managenent Pl ans for systens which neet any of
the followng criteria:

(1) Mssion critical for multiple AAships;

(2) Mssion critical for multiple Regions;

(3) Agency core financial system

(4) Estimated costs exceed $25 million over the life
of the system

(5) Estimated costs exceed $5 mllion in one year.



The Assistant Adm nistrators, Associate Adm nistrators,
Regi onal Adm ni strators, Laboratory Directors,
Headquarters Staff Directors, General Counsel, and the
| nspector General are responsible for:

(1) Ensuring conpliance with systemlife cycle
managenent policies, procedures and standards.

(2) WManaging the systemlife cycle, process and
products within their organi zations in conpliance
wi th Agency and Federal policy.

(3) Review ng and approving/di sapprovi ng System
Managenment Plans for systens sponsored by their
or gani zati on which neet any of the follow ng
criteria:

a) M ssion critical for their AA/ship or a joint
m ssion critical project with another AAship
or Regi on;

b) Agency core financial system

c) Estimated to exceed $10 nmillion throughout
the lifecycle or $1 mllion in annual costs.

The Senior IRM Oficials (SIRM3s) for the
organi zation(s) funding the project(s) are responsible
for:

(1) Review ng and approving/di sapprovi ng System
Managenment Plans for systens sponsored by their
AAshi p or Regi on;

(2) Coordinating all reviews and approval s outside the
Ofice Drectorship, such as the Executive
Steering Committee for IRM Assistant or Regional
Adm ni strator, and Director of the Ofice of
| nf ormati on Resources Managenent (O RM.

The Director, ORMis responsible for:

(1) Review ng and approving/di sapprovi ng System
Managenment Pl ans for projects neeting any of the
followng the criteria before they go to the
Executive Steering Commttee for |RM



(a) Mssion critical for one or nore AAships or
Regi ons;

(b) Agency core financial system

(c) Estimated to exceed $25 million over the
life of the systemor $5 mllion in annual
costs.

(2) Conducting, at his/her discretion, additional
systeml|ife cycle managenent reviews to conpl enent
the reviews required to be conducted periodically
by system sponsors.

The Director, National Data Processing Division is
responsi bl e for providing technical consultation to
reviewers of System Managenent Pl ans concerning the
description of the system s architectural context,
techni cal requirenents, anticipated security issues,
pl at f orm and network capacity needs to ensure
conformance with the Agency's technol ogy architecture.

System Sponsors are responsi ble for:

(1) Reviewi ng and approvi ng/ di sapprovi ng system
deci si on papers.

(2) Conducting periodic systemlife cycle managenent
reviews to evaluate costs and efficiency of
operation, and ensure the systemis continuing to
meet m ssion needs.

System Managers are responsi ble for

(1) WManaging the systemis life cycle process and
products within their progran(s) in conpliance
w th Agency and Federal policy.

(2) Preparing System Managenent Pl ans and ot her
deci si on papers.

(3) Obtaining review and approval of all decision
papers.

The O fice of Acquisition Managenent and the O fice of
Grants and Debarnent are responsible for ensuring that



7.

this policy is incorporated, as appropriate, in
Requests for Proposals, contracts, interagency
agreenments, cooperative agreenents, and grants.

Each EPA enpl oyee engaged in systemlife cycle
managenent activities is responsible for conformng to
this policy, and rel ated procedures and standards.

DEFI NI TI ONS.

a.

"Agents of EPA" refers to anyone who is directed to use
EPA resources.

"Applications systent refers to an infornmation system
conposed of one or nore units of software supported by
aut omat ed data processi ng equi pnrent (ADPE) and
automati ng the work nmethods and procedures to coll ect,
store, process and dissemnate information to support
speci fi c agency m ssions.

"Application systens |life cycle managenent” is the
process of adm nistering an application systemover its
entire life cycle, fromthe tinme span between the
establishment of a need for a systemto the end of its
operational use. The life cycle is divided into

di screte phases with formal m | estones established as
poi nts of managenent controls.

"Appropriate | evel of managenent” is the first |evel of
managenent whose scope of responsibility includes the
Agency maj or user and fundi ng organi zation(s). For
exanple, if a systemis used or funded by multiple
AAshi ps and/ or Regi ons, those AAs and RAs sponsori ng
the project and the Executive Steering Conmttee for



| RM are the appropriate |evel of managenent. If its
use and funding is restricted to one organi zation, that
organi zation's manager is the appropriate |evel of
managenent .

"Deci si on papers" describe systemactivities which
requi re managenent approval. The conplexity and
formality of the decision papers should be appropriate
to the system s category.

"Decision points" refer to specific points in a
systenis life cycle. The generic decision points in a
life cycle are at the junctures between each of the six
stages identified in the generic life cycle.

"Deci sion Threshold" refers to the |level of system
review and approval authority required for system

deci sions as determ ned by the category of information
system

"Cui dance" refers to a recommended approach that
pronotes conpliance with policies and procedures. It
i ncludes hints, exanples, and | essons-| earned.

"Information" refers to any comruni cation or reception
of know edge (e.g., facts, data or opinions) in any
medi um or form including textual, nunerical, graphic,
cartographic, narrative or audiovisual forns.

"Information Application Systeni refers to the
organi zed col | ection, processing, naintenance,
transm ssion, and dissem nation of information in
accordance with defined procedures. Moddels are
included in this definition.

"Informati on resources nmanagenent activities" refers to
pl anni ng, budgeting, organi zing, directing, training,
and adm nistrative control associated w th governnent
informati on resources. The term enconpasses both
information itself and the rel ated resources, such as
personnel, equi pnent, funds, and information

t echnol ogy.

"Informati on system category” refers to the manner in
whi ch systens are classified according to a conbination
of factors including the systems type, cost, and
organi zati onal scope in terns of use and funding. Al
systens are categorized in one of the follow ng four
cat egori es:



(1) Major Agency Systens;

(2) WMajor AAshi p/ Regi onal Systens;

(3) Significant Program O fice Systens;

(4) Local Ofice or Individual Use Systens.

See Exhibit 17-A for the specific thresholds which
determ ne a system s category.

"Major information system refers to a systemthat
requi res special continuing managenent attention
because of its inportance to an agency mssion; its
hi gh devel opnent, operating or maintenance costs; or
its significant inpact on the adm nistrati on of agency
prograns, finances, property, or other resources.

"Mssion critical" refers to a system whose operation
is essential to the organi zation's m ssion.

"Procedures” refer to instructions on how to perform
work in order to neet the established standards. They
shoul d explain in detail the method to conplete a task
or job. Forns and work flows are considered

pr ocedur es.

"Standards" refer to the neasures by which

i npl ementation of policy can be determ ned. They
provi de a basis of conparison, and are objective,
cl ear, concise, technical descriptions. They are
usually determ ned externally (e.g., Federa

I nformati on Processing Standards).

"System' refers to an organi zed set of functions, data,
procedures, hardware, software, conmunications and/or
docunent ati on whi ch enabl es an organi zation to solve a
specific information managenent problem A system need
not be automated, but nost instances of life cycle
managenent apply to autonated systens.

"System Charter"” docunents the information managenent
problemto be resol ved, the scope of the problemin
terms of the user, sponsoring and funding

organi zation(s), the tine franme, the likely system
category, the appropriate |evel of managenent for
revi ew and approval, and manager of the system



"System devel opnment or enhancenent project” refers to
the creation of new systens, enhancenent of an existing
system or perfective, adaptive, corrective maintenance
of an existing system for which the estimted cost
woul d exceed $100, 000. A system devel opnent or
enhancenent project typically enconpasses all eight
stages of the generic information systemlife cycle.

"Systemlife cycle" refers to the conplete tine span of
a systemfromthe origin of the idea that leads to the
creation of the systemto the end of its useful life.
The stages of the life cycle are as defined in section
5.c. of this policy. There is obviously variance in
life cycle periods anong systens. To cal cul ate total
life cycle costs, a defined |ife cycle period needs to
be established for each system devel opnent/ nodification
project. Twelve years is cited in a nunber of
references as an average systemlife cycle period.

"Systemlife cycle costs"” refers to sumtotal of the
direct, indirect, recurring, nonrecurring, and other
related costs incurred, or estimated to be incurred, in
t he design, devel opnent, production, operation,

mai nt enance, and support of a systemover its
anticipated useful life span. Costs include but are
not limted to equi pnent, software, personnel (both
Agency and contractor), timeshare, and

t el ecommuni cati ons.

"Systemlife cycle nethodol ogy" refers to the forma
docunent ati on of the phases of an information system
beginning with the initiation through to the retirenent
phase. The net hodol ogy descri bes the precise

obj ectives for each phase and the results required for
each phase before the next one can comence. It may
provi de specialized fornms for the presentation of the
docunent ati on t hroughout each phase.

"Syst em Managenent Plan" (SMP) is the key docunent

whi ch provides the overall framework for the managenent
of the system Basic conponents of the SMP are
addressed in Section 5.f(2) of this policy.

"System sponsor"” refers to the manager of any EPA
organi zational unit which funds an information system
CGenerally, the system sponsor will be the sane as the
appropriate | evel of managenent for decision paper
approval .



PROCEDURES, STANDARDS AND GUI DANCE. The O fice of

| nf ormati on Resources Managenent will issue procedures,

st andards and gui dance for Agency systemlife cycle
managenent under separate cover. Oher relevant Federal and
Agency gui dance docunents which should be foll owed are noted
bel ow.

a. FI PS PUB 38, Cuidelines for the Docunentation of
Conmput er Prograns and Aut omat ed Data Systens,
February 15, 1976.

b. FI PS PUB 64, Cuidelines for Docunentation of Conputer
Progranms and Aut omated Data Systens for the Initiation
Phase, August 1, 1979.

C. FI PS PUB 65, Guideline for ADP Ri sk Anal ysis, August 1,
1979.

d. FIPS PUB 73, Cuidelines for Security of Conputer
Appl i cations, June 30, 1980.

e. FIPS PUB 101, Cuidelines for Life Cycle Validation,
Verification and Testing of Conputer Software, June 6,
1983.

f. FI PS PUB 102, Cuideline for Conmputer Security
Certification and Accreditation, Sept. 27, 1983.

g. FI PS PUB 105, Cuidelines for Software Docunentation
Managenent, June 6, 1974.

h. FI PS PUB 106, Cui delines on Software M ntenance, June
15, 1984.

i FI PS PUB 124, Cuideline on Functional Specifications
for Database Managenent Systens , Sept. 30, 1986.

] - OMB Circular 94, Cuidelines and D scount Rates for
Benefit-Cost Analysis of Federal Prograns, October 29,
1992.

K. OVMB Circular 109, Major Systens Acquisitions, April 5,
1976.

l. EPA I nformati on Technol ogy Architecture Road Map.



Exhi bi t

17-A

Use System

THRESHOLD CRI TERI A SYSTEM
(System category is determ ned by | MANAGEMENT
SYSTEM t he hi ghest threshold reached PLAN( SMP)
CATEGORY under either the scope OR cost MJUST BE
criteria.) REVI EVNED
BY:
Scope Cost
|\ __________________________________|__________________|
1. Mjor M ssion Critical >$25 mllion Fundi ng
Agency for Multiple t hr oughout the Og.
System AAshi ps or lifecycle or $5 || AA/ RA,
Regi ons; or million Dr. ORM
Agency Core annual |y Exec.
Fi nanci al System Steering
Comm for
| RM
2. Mjor M ssion Critical >$10 mllion Fundi ng
AAshi p or for 1 AAship or t hr oughout the Og.
Regi onal Regi onal O fice lifecycle or > SIRMJ(s) &
System $1 mllion AA/ RA
annual |y
3. Significant | Mssion Critical >$2 mllion Fundi ng
Program in Program t hr oughout the Og.
Ofice Ofice lifecycle or SI RMO( s)
System >$100, 000
annual |y
4. Local Systens Bel ow <$100, 000 SI RMO or
Ofice or Category 3 annual ly for of ficial
| ndi vi dual Thr eshol ds one project desi gnee




