Chapter 19 - | NFORVATI ON AND DATA MANAGEMENT

1. PURPOSE. The purpose of this chapter of the Environnental
Protection Agency's (EPA's) IRM Policy Manual is to:

a. Assure the utility of EPA's information and data in
nmeeting legislative and m ssion requirenents.

b. Establ i sh principles for EPA's managenent of
i nformati on and dat a.

C. | npl enent those conponents of Federal information
managenent policy relating to informati on and data
managenent as articulated in OVMB Crcul ar A-130,
Managenment of Federal |nformation Resources.

d. Assi gn organi zational responsibilities for EPA s
managenent of information and dat a.

e. Establish the EPA Informati on and Data Managenent
Programto inplenment this policy and to enabl e
integration of information and data across
envi ronnment al prograns.

2. SCOPE _AND APPLI CABILITY.

a. This policy applies to all EPA enpl oyees and their
agents involved in EPA's informati on and data
managenent activities. These activities include
managenent of information and data from pl anni ng,

t hrough creation, processing, dissem nation, use, and
storage to disposition. They also include al
activities related to sharing and integration of

i nformati on and dat a.

b. This policy explicitly applies to the inplenentation of
any informati on or data managenent rel ated requirenent
in any EPA enabling | egislation or regulation.

C. This policy explicitly applies to all information or
data managenent related activities encountered in the
preparation of proposed | egislation and regul ati ons by
EPA officials and staff.

3. AUTHORI TI ES.

a. The Paperwor k Reduction Act of 1980 (44 U.S.C Chapter
35) as anended.



4.

b.

O fice of Managenent and Budget G rcul ar A-130,
Managenment of Federal |nformation Resources.

BACKGROUND.

a.

The Environnental Protection Agency, |ike other
governnment al agencies and private organi zati ons worki ng
to protect the environnment worldw de, relies upon the
avai lability of accurate information in fulfilling its
m ssion. Sone information used by EPA is created by
the Agency itself. Oher information, equally critical
to EPA's mssion, is created by State and | ocal
governments or private industry and submtted to or
shared with EPA according to agreenents.

Ful fillment of EPA s environnmental m ssion requires the
active, coordinated efforts of partners within
government, private industry and the public. Sharing
of information and data with all organi zati ons and

i ndi vi dual s working for protection of the environnent
enhances the effectiveness of EPA and its partners in
fulfilling that m ssion. EPA information once
considered of interest to only one nedia area (such as
water or air) is now understood to be of inportance
Agencywi de. Identification and docunentation of Agency
information requirenents will help make integration and
sharing of information and data feasible, effective and
efficient.

The Paperwor k Reduction Act established a broad nmandate
for agencies to performtheir information managenent
activities in an efficient, effective, and econom cal
manner. It also assigned the Director of the Ofice of
Managenment and Budget responsibility for nmaintaining a
conprehensi ve set of information resources managenent
policies, and for pronoting the application of

i nformation technology to i nprove the use and

di ssem nation of information in the operation of
Federal programs. To fulfill these responsibilities,
OMB i ssued and maintains Crcular No. A-130, Managenent
of Federal Information Resources.

Circular A-130 requires agency heads to devel op and

i npl enment internal agency information policies that
conformto the policies set forth in the Grcular.
These G rcul ar A-130 policies address the twofold
definition of information resources managenent as
stated in the Crcular (i.e., information itself and
the resources associated wwth information). These
policies are further titled "Information Managenent" -



t he managenent of Federal information; and "Information
Systens and Information Technol ogy Managenent” - the

pl anni ng, acqui sition, operation, and managenent of
Federal information systens and technol ogy.

Further, G rcular A-130 assigns to the Departnent of
Comrerce responsibility for the devel opnent and

i ssuance of Federal Information Processing Standards
and gui del i nes necessary to ensure the efficient and

ef fecti ve managenent and use of information technol ogy.
Those standards and gui delines are published by the
National Institute of Standards and Technol ogy.

This chapter of the IRM Policy Manual addresses

i nformati on and data managenent aspects of EPA' s

i nternal managenent practices for information
information activities, information systens, and

i nformation technol ogy as specified in Grcular A-130.
It is responsive to the follow ng broad objectives:

(1) managing information as a valuable strategic
resource, as inportant as financial and personnel
resour ces;

(2) enhancing the value of data by assuring its
accuracy, integrity and availability;

(3) performng informati on and data nanagenent
activities in an integrated, efficient, effective,
and econom cal manner;

(4) maxim zing the useful ness of information and dat a,
i nproving service delivery to the public, reducing
i nformation collection burden on the public, and
| onering the cost of program adm nistration; and

(5) recognizing changes in the technical, |egal and
operational environnment EPA faces when managi ng
i nformation technol ogy.

C. This policy is intended to be read in the context of
the entire IRMPolicy Manual. It is not conprehensive
in covering the requirenents of GCrcular A-130, and it
is not intended to be considered in isolation from
other EPA IRM policies articulated in this manual .

5. POLI CY

a. EPA information and data resources w |l support Agency
m ssions and prograns as agreed upon in Agency



strategic plans. EPA shall collect or create only that
i nformati on and data necessary for the proper

per formance of agency functions and whi ch has practical
utility. Practical utility is understood to include
such qualities of information as accuracy, adequacy,
and reliability.

EPA information and data resources will be treated as
Agency resources and managed in a reasonabl e,

efficient, effective, and econom cal manner. EPA will
plan in an integrated manner for managi ng i nformation
and data throughout its life cycle. Agency information
and data managenent plans will consider the creation,
col | ection, processing, dissem nation, use, storage,
and disposition of information and data resources.

EPA information and data requirenents wll be
identified, defined, and docunented. Agency
information and data requirenents, including
appropriate security requirenents, wll be identified
and defined in the routine course of system

devel opnent, re-engineering, or enhancenent. The
information requirenents that each information system
is intended to neet will be docunent ed.

I nformati on and data coll ected and stored by EPA w ||
be identified, defined and docunented. EPA wil]|

mai ntain an inventory of the information and data in
Agency information systens.

Docunent ati on of EPA information and data requirenents
and collections will be shared. To the extent
permtted by the confidentiality requirenents of

Federal |aw, regulation, and policy, EPA will share
Agency netadata in order to inprove the conpatibility
and efficiency of Agency information systens and

i nprove access to Agency information and data resources
for all potential users, including the public.

Docunent ati on of EPA information and data requirenents
and collections will address the quality of the data.
To enable the fullest use of EPA information and data
resources, all necessary steps will be taken to ensure
that data are of known and specified quality. Quality
is understood to include such characteristics as
accuracy, adequacy, and reliability.

EPA wi Il pronote information and data exchange and
shari ng. To the extent permtted by the



confidentiality requirenents of Federal [|aw,

regul ation, and policy, the Agency wll support
efficient use and effective stewardship of information
and data resources by exchangi ng and sharing
information and data both within and outside the
Agency.

h. EPA wi || use Agency-w de standards to establish
essential information and data resources managenent
controls. The Agency w || adopt applicable
international, national and Federal I|nformation
Processi ng Standards for data where appropriate or
requi red. Wen needed, Agency-specific standards wl|
be devel oped. All preparation of |egislation and
regul ations as well as information system designs,
devel opnent s, redesigns, nodernizations,

i npl enentations, and life cycle managenent wll conply
or ensure conpliance with Agency data standards.

i EPA enpl oyees will be adequately trained to effectively
manage and use information and data resources.
Decentralization of information technol ogy has pl aced
t he managenent of information and information
technology directly in the hands of nearly all EPA
personnel. The Agency will ensure that EPA enpl oyees
who work with EPA information and data resources have
appropriate know edge of how to nmanage and use
i nformati on and dat a.

6. RESPONSI BI LI TI ES.

a. The EPA Designated Senior Oficial for IRMshall:

(1) Ensure that the Agency Strategic Plan addresses
i nformati on managenent, including information and
data sharing, and includes high-Ilevel information
requirenents.

(2) Organize and | ead the ongoi ng devel opnent of an
Agencyw de information architecture identifying
the information and data required to support
Agency m ssi ons.

(3) Lead the conpilation and ensure the availability
of an inventory of information and data in Agency
i nformati on systens.

(4) Lead the devel opnent and promul gati on of Agency-
wi de standards to establish essential managenent
controls for information and dat a.



(5)

(6)

The |

(1)

(2)

(3)

(4)

(5)

(6)

Each
shal |

(1)

(2)

| mpl enent this policy by establishing and
supporting an EPA Information and Data Managenent
Program and appoint an Information and Data
Managenent O ficer for EPA who shall be
responsi bl e for adm nistration of the Program

Ensure the coordination required for devel opnent
of training responsive to the specific needs of
the EPA Informati on and Data Managenent Program

nformati on and Data Managenent O ficer shall:

Adm ni ster the Informati on and Data Managenent
Pr ogr am

Participate in the IRM strategic planning and
budgeti ng process and work to see that sufficient
funds are allocated for information and data
managenent activities through the budget process.

Devel op and pronul gate Agencyw de standards and
managenent controls for data resources, working
with the National Institute of Standards and
Technol ogy, other Federal agencies, and non-
Federal organizations, as appropriate, in the
devel opnent of data standards.

Direct efforts to devel op those conponents of an
information architecture focusing on data.

Devel op and oversee centralized coordination of
m ssion-rel ated data standardi zation efforts
Agencyw de.

Create a repository to manage and control

essenti al Agency netadata resources and nake these
resources easily accessible within and outside the
Agency.

EPA Primary Organi zati on Head (see definition)

Ensure active and appropriate participation of the
Primary Organi zation in devel opnent of the Agency
| RM Strategic Plan.

Ensure that the Primary Organi zation Strategic
Pl an addresses informati on managenent, i ncl udi ng
informati on and data sharing, and includes high-
| evel, Primary Organization information



requirenents.

(3) Sponsor and support the ongoi ng devel opnent of a
Primary Organi zation information architecture
identifying the informati on and data required to
support Primary Organi zation m ssions.

(4) Inplenment the EPA Information and Data Managenent
Programw thin the Primary Organi zation and ensure
that information and data nanagenent activities
performed for the Primary Organization by
contractors adhere to Agency information and data
managenent policy and program requirenents.

(5) Contribute to the devel opnent of standards by
directing appropriate Primary Organi zation
managenent and staff to actively participate in
such devel opnent efforts.

(6) Share docunentation of information and data
requi renents and collections of the Primary
Organi zation wth other EPA Primary Organi zati ons.

(7) Ensure that docunentation of EPA information and
data requirenents and col |l ecti ons addresses the
quality of the data.

(8) Ensure that Primary Organi zation enpl oyees are
appropriately trained to effectively nmanage and
use information and data resources.

DEFINITIONS. All definitions are taken fromOfice of

Managenent and Budget's Circular A-130 or the National
Institute of Standards and Technol ogy's Special Publication
500- 208 (March 1993) unl ess ot herw se not ed.

a.

Data. Facts or figures fromwhich a conclusion can be
drawn. Representation of facts, concepts, or
instructions in a formalized manner suitable for
comruni cation, interpretation, or processing by humans
or by automatic neans. Any representations such as
characters or analog quantities to which neaning is, or
m ght be, assigned.

Dat a (Resources) Managenent. The responsibilities for
pl anni ng and controlling the data resources and
functions of an organi zation which relate to

col l ecting, catal oging, processing, storing,

communi cati ng, and di sposing of data consistent with
the overall goals and objectives of an enterprise.



Dat a Requi renent. A docunented need, determ ned

t hrough anal ysis, for data resources to neet an
agency's information requirenents. (Adapted from"A
Gui de for Requirenents Analysis and Anal ysis of
Alternatives,"” Information Resources Managenent
Service, U S. GCeneral Services Adm nistration, January
1990)

Data Resources. All data created manual ly or by
automat ed neans that an enterprise treats as a resource
for information used in decision maki ng and probl em

sol ving. (Adapt ed)

Designated Senior Oficial for IRM An agency officia
with broad responsibility and accountability for

i nformati on resources nmanagenent as defined by the

O fice of Managenent and Budget in G rcular A-130.
Wthin EPA, that official is the Assistant

Adm ni strator for Adm nistration and Resources
Managenent. ( EPA Del egations Manual, Chapter 1-84.

| nf ormati on Resour ces Managenent, 1200 TN 343,
11/29/93.)

I nformation. Any comruni cation or representation of
know edge such as facts, data, or opinions in any
medi um or form including textual, nunerical, graphic,
cartographic, narrative, or audiovisual forns.

I nformation Architecture. A collection of |ogical
constructs used to define and control the integration
of information systens.

Information Life Cycle. The stages through which

i nformati on passes, typically characterized as creation
or collection, processing, dissemnation, use, storage,
and di sposition.

| nformati on Managenent. The application of general
managenent principles including planning, budgeting,
directing, and controlling the processing, the
handl i ng, and the uses of an organization's

i nformation.

| nformati on Requirenent. A docunmented need, determ ned
t hrough analysis, for information resources to perform
an agency's mssion. (Adapted from"A CGuide for

Requi renents Anal ysis and Anal ysis of Alternatives,"

| nf ormati on Resources Managenent Service, U S. General
Services Adm nistration, January 1990)



k. | nformati on Resources. All information created
manual |y or by automated neans that an enterprise
treats as a resource for decision making and probl em
sol vi ng.

l. I nformati on System The organi zed col |l ection,
processi ng, mai ntenance, transm ssion, and
di ssem nation of information in accordance with defined
procedures, whether autonmated or nanual .

m Met adata. I nformation about an organi zation's
informati on and data activities. This includes the
characteristics, resources, usage, activities, systens,
and hol di ngs of dat a.

n. Primary Organi zation. A conponent of EPA managed by a
Primary Organi zation Head (nanely, the EPA Deputy
Adm ni strator, Assistant Adm nistrator, Regional
Adm ni strator, the Inspector Ceneral and the General
Counsel .) (Derived from EPA Order 1000. 24)

0. Primary Organi zati on Head. The EPA Deputy
Adm ni strator, Assistant Adm nistrators, Regional
Adm ni strators, the Inspector General and the General
Counsel . (Derived from EPA Order 1000. 24)

STANDARDS AND PROCEDURES: EPA data standards and procedures
i npl enmenting this policy will be issued under separate
cover.




