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CHAPTER 20 - HARDWARE/ SOFTWARE/ COMMUNI CATI ONS STANDARDI ZATI ON

1

PURPOSE. To establish a programto define the conputer
hardwar e, software, and comruni cati on standards for the
Agency's information technol ogy environnent.

SCOPE AND APPLI CABILITY. This policy applies to all EPA
organi zational units and their enployees. It also applies
to contractors and other agents of the EPA who are
performng work for the Agency insofar as any hardware,
software, or comunications involved will be delivered to
the Agency at any point in time. Al applications,

dat abases, and/or electronic files that will be delivered to
the Agency at any point in tinme nust conformto these

st andar ds.

BACKGROUND.

a. The O fice of Managenent and Budget (OMB)requires that
each Federal agency establish internal policies and
procedures for the efficient managenent of information
technol ogy and, nore broadly, its information
resour ces.

b. The Agency's ability to acconplish its m ssion
obj ectives depends upon a strong, supportable
information technology infrastructure. A stable,
integrated, cost-effective information technol ogy
architecture is needed to satisfy environnental and
adm nistrative information requirenents and to
facilitate dynam ¢ comruni cati on anong Agency
organi zations. The information technol ogy
infrastructure is the foundation for environnmental
and adm ni strative information and interoffice
communi cati on

C. EPA spends mllions of dollars annually on information
t echnol ogy acqui sitions and in devel opi ng m ssion
critical environnental and adm nistrative information
systens. As the devel opnent of these systens begins to
occur on a nore distributed basis, and as users assune
nmore responsibility for managing their own systens and
i nformati on assets, the need for organi zations to
acquire cost-effective, software, and conmuni cations
resources that support connectivity, pronote
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interoperability, inprove processing capability, and is
supportable is very inportant.

d. St andards hel p ensure that Agency organi zations produce
applications and information assets that are consistent
and conpatible with the Agency's information technol ogy
infrastructure and in turn help pronote nore
cost-effective business practices. Standards help
contain costs in a nunber of ways (e.g., there are
fewer applications for users to |earn; the Agency has
fewer interfaces to support; and overall Agency
acquisition costs are reduced). Common platforns and
application devel opnent tools pronote information
sharing within as well as outside of the Agency. A
consistent architecture helps to resolve issues such as
dat a/t echnol ogy integration, application portability,
and data communi cati on.

e. A standardi zati on program (i.e., an agreed-upon set of
procedures for proposing, evaluating, endorsing,
comuni cating, and enforcing standards) is an essenti al
conponent of efficient managenent of automated data
processing (ADP) resources. It is the mechanismfor
defining common hardware platforns, software tools, and
communi cations for application devel opnent and data
sharing in the Agency's information technol ogy
envi ronnent .

f. EPA' s Hardware, Software, and Communi cati ons
St andar di zati on Programis defined in accordance with
Federal Acquisition Regul ation which assigns
responsibility to individual agencies to determ ne the
applicability of a particular standard to a particular
requirenent. One of the primary objectives of the
Har dwar e, Software, and Conmuni cati ons Standardi zation
Programis to ensure those products and specifications
whi ch have been endorsed as official Agency standards
are responsive to the Agency's functional and support
needs. Another key objective is to establish a
framewor k for procurenent of specific commercially
avai | abl e hardware, software, and conmuni cati ons
products which have been endorsed as official Agency
st andar ds.

g. Recogni zi ng the inportance of bal anci ng technol ogi cal,
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econom ¢, and managenent concerns, this policy

establi shes a process through which Agency hardware,
sof tware and comuni cation standards are proposed,

t hor oughly defined, evaluated for potential costs,
reviewed by the Agency's Information Resources
Managenment (I RM) and representatives of the user
community, and formally endorsed by seni or managenent.
In view of the dynam c nature of the technol ogy

mar ket pl ace, the process provides for changes to be
made to the set of hardware, software and conmuni cation
standards, as needed.

Agency standards, along with life cycle managenent and
dat a managenent policies and principles collectively
forma set of rules that help govern the nanagenent of
t he Agency's corporate information. Agency-w de
contracts are established to provide Agency users with
standard hardware, software, and communi cati ons
products. These contracts provide access to the itens
officially designated as Agency standards and ot her
products as appropriate.

AUTHORI TI ES.

enop

o

a.

| nf ormati on Technol ogy Managenent Reform Act of 1996.
Competition in Contracting Act of 1984 (P.L. 98-369).
Paperwor k Reduction Act of 1995.

OMB Circular A-130, Managenent of Federal

| nf or mati on Resour ces.

OMB Circular A-11, Exhibit 43, Data on

Acqui sition, Operation and Use of Information

Technol ogy Syst ens.

OMB Circular A-76, Performance of Conmerci al
Activities.

Executive Order 12845, requiring agencies to
purchase Energy Efficient Conputer Equi pnent.

Federal Acquisition Regul ations (FAR).

EPA Acqui sition Regul ati on ( EPAAR)

POLI CY.

Standards wil|l be established for hardware, software,
and comuni cations technol ogy used on the Agency's
conputing platforns and nati onal conputing services
(e.g., wide area tel ecommunications network (VWAN),
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personal conputers, Local Area Networks (LAN), servers,
gat eways, nai nfranes, and superconputers).

b. Agency standards are established in the context of
bal anci ng technol ogi cal advances against the stability
of operations.

C. Thi s process involves a conprehensive anal ysis of
functional requirenents, technical assessnent, costs,
and review and approval by the IRM and user comunity
to establish and maintain a set of hardware, software,
and comruni cation technol ogy resources as Agency
standards. The standards are intended to provide a
stabl e base for satisfying EPA's m ssion-based | RM
needs and to ensure efficient managenent of its ADP
resour ces.

d. Al'l EPA organi zations, and their EPA enpl oyees, EPA
contractors, and other EPA agents are required to use
Agency standard products, specifications, and
communi cations resources in the follow ng circunstances:

1) devel opment or enhancenent of Agency m ssion
critical systens;

2) devel opnment or enhancenent of Agency systens which
have i nterorganzational involvenent (i.e., nore
t han one AAship or Region);

3) devel opnent of applications and/or use systens
whi ch are intended to be connected to the Agency's
conputing network (an all owabl e exception is non-
Agency users enpl oyi ng conputers which use Agency
st andard conmmuni cati ons protocol s);

4) devel opment or enhancenent of systens (hardware,
sof tware, and conmuni cations) that involve
partnership with other Federal, State or |oca
governments where the hardware, software, and/or
comrmunci ati ons net hodol ogy will eventually becone
an Agency resource; and

5) support for Agency projects which have high
resource | evels.

e. Products and specifications endorsed as Agency standards
must neet the following criteria:

1) t he product(s) or specifications nust conformwth
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the Agency's information technol ogy infrastructure
as well as Federal standards and regqgul ati ons;

2) the need for the standards nmust be identified
and approved by Agency managenent; the product(s)
must neet a functional requirenent for the Agency
or neet the functional needs of a | arge nunber of
users; and

3) the product(s) nmust have been tested for stability
and integration in the Agency conputing environnent.

f. The products endorsed as standard hardware w |l feature,
to the maxi mum extent possible, energy efficient
features as required by the Agency's Energy Star
Conput er Program

g. The EPA Hardware, Software, and Communi cati ons Standards
w Il be revised as necessary through the established
process to reflect changi ng Agency functional needs,
and changes in comrercial marketpl ace of ferings.

h. Agency-w de contracts are a primary nechani smthrough
whi ch the user community may obtai n products which have
been endorsed as standard hardware, software and
comruni cati on products.

Syst em Managenent Pl ans for devel opnent and/ or
enhancenent projects nust include an explanati on of how
the systemw ||l conply with Agency-endorsed standards.

6. RESPONSI BI LI TI ES.

a. The Chief Information Oficer (CIO is responsible for:

1) devel opi ng policies, standards and procedures to
i npl enent all Federal |RM nmandates including, but
not limted to, the Paperwork Reduction Act, FIPS,
and FAR, and

2) authorizing a specific product or specification to
be added to the official Agency standards for those
itenms that have received substantive Agency-w de
| RM managenent approval .
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b. The EPA Executive Steering Conmittee for IRMis
responsi ble for:

1)

2)

3)

4)

provi di ng seni or managenent direction and

| eadership for the Agency's |IRM Program and, in
t hat capacity, for supporting the Agency's
technol ogy architecture, of which the set of

Har dwar e, Software, and Conmuni cati ons standards
is an integral conponent;

commi ssioning the IRMInfrastructure Strategic
Proj ects Subcommttee to provide direction for
managi ng t he Agency's Hardwar e/ Sof t war e/
Communi cat i on Standardi zati on Program This

i nvol ves revi ewi ng exi sting standards, determ ning
when standards are obsol ete, when there is a need
for a new standard, and coordinating with the | RM
community the review and approval process;

meki ng final decisions on any itens referred to by
the Subcomm ttee; and

revi ewi ng and approvi ng/ di sapproving System
Managenment Plans for major systens (these plans
nmust include an explanation of how the systemw ||
conply with the Agency's Har dwar e/ Sof t war e/
Communi cat i ons St andar ds).

C. The O fice of Information Resources Managenent is
responsi ble for:

1)

2)

managi ng the Agency's information technol ogy
i nfrastructure;

working with the Infrastructure Strategic Projects
Subconmm ttee of the Executive Steering Conmttee
for IRMin conducting studies to determ ne whet her
product (s) or technol ogy specifications need to be
adopted as Agency standards (this includes
performance testing); preparing proposal papers

i ncl udi ng econom ¢ anal yses, anal yzing comrents
fromthe client community and preparing final
proposal papers for approval by the Subcommittee
or Conmttee at | arge.
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3) publ i shi ng the Agency Har dwar e/ Sof t war e/
Communi cations Standards Directory and updating
it to reflect new standards; and

4) provi di ng techni cal support for those products
whi ch have been endorsed as Agency standards.

d. Senior IRMOficials (SIRM>s), PC Site Coordi nators
and LAN System Admi nistrators are responsible for
ensuring the procurenments of Agency hardware, software,
and communi cations are in conformance wth Agency
st andar ds.

e. SIRM>s have additional |ead responsibility for:

(1) submtting new proposals fromtheir organization's
user community to the Director, ORM and

(2) coordinating within their respective organi zations
the reviews of proposed standards.

f. EPA managers and enpl oyees are responsi ble for
conplying with this policy when they procure
i nformation technol ogy resources for the Agency.

7. STANDARDS. The EPA Hardware, Software, and Conmuni cati ons

Standards Directory is issued under separate cover. It
contains the full set of hardware, software and
communi cati ons standards endorsed by the Agency. It is

avail able electronically on the Agency's Internal Wb server
on Internet.



