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APPENDI X A - G.OSSARY

1. Adm ni strative Records - The records which reflect routine,
transitory, internal housekeeping activities relating to
subj ects and functions conmon to all offices.

2. Agency Records Managenent O ficer - The title of the
designated staff official whose responsibility is to plan,
devel op and coordi nate the agency records managenent
progr am

3. Application Security - The set of controls that nmakes an
information systemperform in an accurate and reliable
manner, only those functions it was designed to perform
The set of controls includes the follow ng: programm ng,
access, source docunent, input data, processing, storage,
output and audit trail.

4. Application Software - Software specifically produced for
the functional use of a conputer system e.g., payroll,
inventory control, environnmental nonitoring and scientific
nodel i ng.

5. Artificial Intelligence, Expert, or Know edge-based Systens
- A class of Systens that enpl oys decision rules devel oped
t hrough human experience and from human know edge to sol ve
probl ens that require a high degree of human experti se.

6. Automatic Data Processing - The production, conversion,
reduction, destruction, storage, transfer or comrunication
of data by electronic digital conputers and rel ated
peri pheral devices. The term"electronic data processing"
(EDP) and "automatic data processing"” (ADP) are frequently
used i nterchangeably with no significant distinction.

Aut omati ¢ data processing nmay be perforned by a stand al one
unit or by several connected units.

7. Aut omatic Data Processing Equi pnment - El ectronic conponents
and equi pnent regardl ess of use, size, capacity or price
that are designed to be applied to the solution or
processing of a variety of problens or applications.

8. Central Processing Unit (CPU) - That part of a conputer that
interprets and executes programinstruction and communi cat es
with the input, output and storage devices. It consists of
the control unit and the arithnetic/logic unit.
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Classified Records - Records which are restricted to
processi ng or use by cleared individuals and require speci al
protection, e.g., "top secret," "secret" or "confidential."

Commercially Available Software - Software that is avail able
t hrough | ease or purchase in the comercial market froma
concern representing itself to have ownership or marketing
rights in the software. Software that is furnished as part
of the ADP system but that is separately priced is included.

Confidential Business Information - This type of information
i ncludes trade secrets, proprietary and commercial /fi nanci al
information. Business information is entitled to
confidential treatnment if: (l) business asserts a
confidential claim (2) business shows it has taken its on
measures to protect the information, (3) the information is
not publicly available or (4) disclosure is not required by
statute and the disclosure would either cause conpetitive
harmor inpair the Agency's ability to obtain. necessary
information in the future.

Core Systens Standards - The EPA termfor a set of
standards for end-user interface, software engineering, data
i nt erchange and docunentation for general purpose conputer
software to perform functions which are cormmon to many
different offices (e.g., project tracking or correspondence
control). Core systens are targeted for the personal
conputer (PC) and office automation conputer systens.

Current Records - Records or files presently in the physical
custody of organi zational units, the nmai ntenance of which is
required in the conduct of current work.

Data - Collection of unorganized facts that have not yet
been processed into information.

Data Base - Collection of integrated data that can be used
for a variety of applications.

Dat a Base Managenent - A systematic approach to storing,
updating and retrieval of information stored as data itens,
usually in the formof records in a file.

Dat a Base Managenent System (DBMS) - The software product
that provides a data structure containing unrel ated data
stored so as to optim ze accessibility, control redundancy
and offer nultiple views of the data to nmultiple application
progr amns.

Dat a Communi cations - Conputer-to-conputer
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conput er-to-devi ce and devi ce-to-conputer conmuni cations and
ot her communi cations such as a record, tel e-processing and
telenetry.

Data Elenent - A unit of information used to describe data,
data characteristics and attributes, e.g., eyes - blue or
BL.

Data Standards - Standards used generally, but not
exclusively, for automated systens to ensure that one type
of data is defined the sane way in all systens.

Designated Senior Oficial - The individual appointed by the
head of an agency who has responsibility for directing the
agency's activities adm ni stered under the Paperwork
Reduction Act of 1980.

Distributed Processing - Involves the use of conputers or

intelligent termnals at a nunber of sites that share the

control, storage and/or conputing functions of the central
conputing system thus giving the end-user data processing
capabilities. The various stations, or network nodes, are
connected by tel ecommuni cations |ines.

Distributed Network - This termrefers to a network
architecture in which nodes, or communi cations processors,
are connected directly or indirectly to each other and share
t he comruni cati ons processing functions.

Docunentation - Information to support the effective design,
managenent, operation, maintenance and transferability of
ADP resources, and to facilitate the interchange of
informati on. Docunentation includes anal ysis, technical
docunents and specifications which are produced in the
software life cycle (e.g., project request, feasibility
study, benefit/cost analysis, functional requirenents, data
requi renents, systeni subsystem specifications, test plan,
users' manual , operations nmanual, test reports and

mai nt enance procedures).

Electronic Digital Inmage Storage and Retrieval Systens The
technol ogy that converts and stores images and i nformation
indigital form

Electronic Mail - A generic termdescribing the use of
digital conputer and other technologies (e.g., facsimle) in
t he generation and transm ssion or distribution of nmessages.

End-Users - The ultimate custoners or recipients of conputer
servi ces.
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Essential Elenments of Infornmation (EEIS) - This termis
nodel ed after the Departnent of Defense and Nationa
Aeronautics and Space Adm nistration Data |tem Descriptions
(DIDs). The EEls represent the set of information for a
given system s life cycle products (e.g., software
managenent plan, software design docunent) that are required
for a specific systens devel opnment project or for an

exi sting systemis operation. EElIs are required for the
successful managenent of a project.

Federal Records Centers - The depositories established by
the National Archives and Records Adm nistration for the
housi ng of non-current, inactive or permanent records
pendi ng ultimte disposition in accordance with the Agency
Record Retention and Control Schedul es.

Filing Equi pnment - Any equi pnment used to provide storage for
information, e.g., lateral, vertical, nechanized and ADP.

Filing Supplies - Itenms such as folders,
gui des, cross-reference sheets and charge-out cards.

Fourth Generation (4EL) Progranm ng Language - The term
refers to nodern programm ng | anguages (e.g., | NFQ FOCUS)
designed for end-users or to increase programmer
productivity, which, have a nunber of tools such as English
| anguage syntax, dictionaries, screen builders and reference
to data by nanme. These | anguages tend to be dependent on
specific conputer architectures and are not usually
transportable. They usually inply a proprietary database
managenent system (DBMS) or data managenent system (DVS).

Geographic Infornmation System (dS) - A conputer-based
system t hat conbi nes geographi c and/ or cartographic anal ysis
capabilities with a conputer data base systemthat can
support data entry, data nmanagenent, data mani pul ati on and
data display capabilities.

Har dware - Physi cal equi pment such as the conputer and its
rel ated peripheral devices, tape drives, disk drives,
printers, etc.

Hi ghly Sensitive Information - Information whose |oss wold
seriously affect the agency's ability to function, threaten
t he national security or jeopardize human life and wel fare.
Specifically, information of this type includes National
Security Information, information critical to the
performance of a primary agency mssion, information that is
life critical and financial information related to check

i ssuance, funds transfer and simlar asset
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accounting/control functions.

Host Conputer - Central conputer to which conputers or other
i nput/ out put devices are connected in a distributed data
processi ng environnent.

Information - Any conmuni cation or reception of know edge
such as facts, data or opinions, including nunerical,
graphic or narrative fornms, whether oral or maintained in
any nmedium including conputerized data bases, paper,

m crof orm or magnetic tape.

Information Collection Budget (1CB) - An annual subm ssion
to the Ofice of Managenent and Budget (QOvB) of burden on
the public related to information that Federal agencies
propose to collect from non-Federal sources during a fiscal
year. ("Burden" includes, but is not limted to, the
estimated tine required to read instructions and generat e,
review, report and keep records on information in response
to Federal requests or requirenments.) The ICBis simlar to
EPA's fiscal budget except that it deals in burden hours
rather than dollars and is not submtted to Congress.

I nf ormati on Managenent - The processes necessary for the
creation, use and di sposal of information regardless of the
medi a on which it is recorded.

Information Processing - To cop, exchange, read, conbine
mat hnetically or logically, record, store, transmt or wite
informati on fromone nediumor format to another.

| nf ormati on Resources Managenent (IRM - The pl anni ng,
budgeti ng, organi zing, directing, training and controls
associated wth information. The term enconpasses both
information itself and rel ated resources such as personnel,
equi pnment, funds and technol ogy.

| RM Steering Commttee - At EPA this group is chaired by the
Director, Ofice of Informati on Resources Managenent (O RM
and has nenbers representing EPA national and Regi onal
progranms, the EPA research community and the States. The
Commttee is responsible for advising O RM concerning | RM
policies, resources and priorities and assisting ORMin
communi cating and i nplenenting these policies and priorities
within EPA. The Commttee assists ORMin conducting
periodic reviews of the Agency's information resources and
the policies and prograns for managi ng these resources and

i n designing inprovenents where needed.

Information Security - This term enconpasses three different
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types of security: applications security, installation
security and personnel security. In total, information
security involves the precautions taken to protect the
confidentiality, integrity and availability of information.

Information System - The organi zed col | ection, processing,
transm ssion and di ssem nation of information in accordance
wi th defined procedures, whether automated or manual .

Information Systens Inventory (1SI) - A collection of
descriptive data regarding the Agency's automated and manual
informati on systens. The data base for EPA's ISl resides on
an | BM PC/ AT and provides for the retrieval of over 500
manual and automated information systens and applications
whi ch have been identified by adm nistrative and program

of fices.

Information Technol ogy - The hardware and software used in
connection wth governnment information, regardless of the
t echnol ogy i nvol ved, whether conputers, tel ecomunications,
m crographi cs or others.

Installation - The physical |ocation of one or nore

i nformati on systens, whether automated or manual. An
automated installation consists of one or nore conputer or
of fice automati on systens, including related peripheral and
storage units, central processing units, telecomrunications
and operating and support system software. Autonated
installations may range in size fromlarge centralized
conputer centers to stand-al one personal conputers.

Installation Security - The use of | ocks, badges and siml ar
measures to control access to the installation and the
measures required for the protection of the structure
housing the installation fromaccident, fire and

envi ronnental hazards. |In addition to the above physical
security measures, installation security also involves
ensuring continuity of operations through disaster planning.

Life Cycle - The conplete tinme span of a systemfromthe
origin of the idea that |leads to the creation of the system
to the end of its useful life.

Life Cycle Costs - The sumtotal of all the direct,
indirect, recurring, nonrecurring and other related costs
incurred or predicted to be incurred in the formul ati on of
requi renents and feasibility studies, and in the design,
devel opnent, production, operation, maintenance and support
of an information systemthroughout its useful life.
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Mai nframe - This termconnotes a | arge conputer

Mai nt enance of Records - This termrefers to the grouping,
filing, storing and safeguardi ng of business records.

Maj or Information System - An information systemthat
requires special continuing managenent attention because of
its inportance to an agency m ssion; its high devel opnent,
operating or mai ntenance costs; or its significant inpact on
adm ni stration of agency prograns, finances, property or
other resources. 1In this context, high devel opnent,
operating or mai ntenance cost neans either (1) the cost of
initial devel opnment from conception through inplenentation
exceeds one mllion dollars or (2) the cost of operating and
mai ntai ning the systemin any fiscal year exceeds 500

t housand dol | ars.

Managenent I nformation System (MS) - A conputer-based or
manual i nformation system having applications in support of
managenent activities.

M croconputer - One of a large variety of general purpose
conput ers manufactured utilizing one or nore

nm cr oprocessors. M croconput ers can range from conputers
with relatively small amounts of nenory to conmputers with

| arge anobunts of random access nenory and several peripheral
devices. Typically, an end-user m croconputer is of desktop size
and requires no special environmental site preparation.
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Mcrofilm- Hi gh resolution filmcontaining an inage or
i mages greatly reduced in size fromthe original that is
recorded on the film

M crofiche - A sheet of filmcontaining multiple mcroi mges
in agrid pattern. It usually contains a heading or title
whi ch can be read w thout nagnification.

M croform - Any form containing m croi nages.

M crographics - The science and technol ogy of docunent and
information mcrofilmng and associ ated m crof orm systens
including mcrofilm mcrofiche and m croi nages.

M ni conputer - A conputer somewhere in size between a

m croconputer and a mainfrane. These units are
characterized by higher performance than m croconputers,
richer instruction sets, higher price and a proliferation of
hi gh-1 evel | anguages, operating systens and networking

met hodol ogi es.
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M ssi on- based Pl anning - The process of planning for an
agency's investnents in and nmanagenent of information
resources and technology that are required to achieve the
agency's mssions and priorities. At EPA all nationa
program managers and Regi onal offices are responsible for
devel opi ng m ssi on-based plans for their respective

organi zations. M ssion-based plans are tied to the budget
process and are used to support investnent decisions mde
during the budget preparation process. These plans are
strategic or long range in scope but are updated annually to
reflect progress in inplenentation, program changes, changes
that affect information requirenments and advancenents in

t echnol ogy.

National Security Information - Information that is
classified as "Top Secret,"” "Secret" or "Confidential" under
Executive Order 12356 or predecessor orders.

Net work - Conputer system using data conmuni cations
equi pnent to connect two or nobre conputers.

Non- procedural Language - See definition for Fourth
Generation (4CG.) Language.

Oficial Record File - Used in the context of records
managenent, this termrefers to docunentation including al
background material resulting fromspecific transactions,
operations or processes which are accunul ated and nmai nt ai ned
in files equipnent. They may include any nedia such as
film mcrofilm cards, papers and magnetic tapes and di sks.

Qperating System - Software that controls and supports the
execution o conputer prograns and contributes to optim
use of the conmputing system An operating system may
provi de services such as resource allocation, scheduling,

i nput/output control, error recovery and data managenent.
Al t hough operating systens are predom nantly software,
partial or conplete firmvare inplenentations are possible.

Per manent Records - Records of continuing val ue which are
considered to be so inportant or unique in docunenting the
hi story of the Agency or for informational content that they
shoul d be preserved "forever" as part of the National
Archives of the United States.

Personal Conputer - M croconputer used by individuals for
vari ous personal uses in the honme or office.

Procedural or H gh Order Lanquage - See definition for Third
CGeneration Language (3Q).
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Program - Step-by-step set of instructions that directs the
conputer to performcertain operations.

Program Records - Records created, received and mai ntai ned
by an agency in the conduct of the m ssion functions for
which it is responsible. The termis used in contrast with
adm nistrative or facilitative records.

Proprietary - Any item wusually commercial software or a
speci ali zed data base, for which the Governnent or public
does not have unlimted rights.

Privacy - The right of an individual to control the

col l ection, storage and di ssem nation of information about
hi msel f/ herself to avoid the potential for substantial harm
enbarassnent, inconveni ence or unfairness.

Records - In records managenent parlance, this termrefers
to recorded information of continuing admnistrative,
fiscal, legal, historical or informational value, including

publ i shed materials, papers, maps, photographs, mcrofilm
audi ovi sual , machi ne-readabl e materi als (ADP tapes/di sks) or
ot her docunentary material, regardl ess of physical formor
characteristics, made or received by the agency that

evi dences organi zation, functions, policies, decisions,
procedures, operations or other activities of the

Gover nnent .

Records Control Schedules - This termrefers to the list of
schedul ed revi ews of agency records to determne their
di sposi tion.

Records Managenent - This term descri bes the managenent of
the nedia on which information is recorded and the control
of all the agency's program and adm ni strative records.

Records Managenent O ficer - The title of the designated
staff officials whose responsibilities are to assist the
operati ng Agency Records Managenent O ficer by carrying out
the policies of the records managenent programin their
respective organi zational units.

Ri sk Analysis - A neans of neasuring and assessing the
relative vulnerabilities and threats to a collection of
sensitive data and the people, systens and installations

i nvol ved in storing and processing that data. |Its purpose
is to determ ne how security nmeasures can be effectively
applied to mnimze potential |loss. R sk analyses may vary
froman informal, quantitative review of a m croconputer
installation to a formal review of a major conputer center.
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Sem -active Records - This termrefers to records worthy of
preservation, that have | ong term permanent value and wl|
be retired from expensive office space and equi pnment to the
area Federal Records Center for storing, servicing and
ultimate disposition in accordance with Agency Records
Control Schedul es.

Senior Information Managenent Official (SIRMD - At EPA this
term has been used to designate those individuals who are
responsi bl e for directing and managi ng i nformati on resources
pl anni ng and budgeting and for assuring that the information
systens and information technol ogy acquisitions within their
organi zations conply with Federal and EPA policies and
regul ati ons.

Sensitive Application Systens - Systens that process
sensitive information and require protection because or the
| oss or harm which could result fromthe inproper operation
or deliberate manipul ation of the application itself.

Aut omat ed deci si on-maki ng application systens are highly
sensitive if the wong decision could cause serious |o0ss.

Sensitive Information - Information that requires protection
due to the risk and magnitude of |loss or harmthat could
result frominadvertent or deliberate disclosure, alteration
or destruction of the information.

Service Level Agreenent - A Service Level Agreenent is a
docunented contract between the National Data Processing
Division (NDPD) and any client organization which describes
the services which will be provided by NDPD to the client.
There are two types of Service Level Agreenents. One is a
generic docunented service description which applies to al
with an individual client organization. The latter is
devel oped primarily where the | evel of service requested is
beyond the normal service |levels contained in the generic
service agreenent. Service Level Agreenents generally
contain a description of availability, capacity, workload,
performance, reliability and cost.

Software - Conputer prograns, procedures, rules and
associ at ed docunentation pertaining to the operation of a
conput er system

Sof tware Engineering - This termrefers to the discipline of
appl ying software tools, techniques and net hodol ogies to
pronote software quality and productivity.

Software Life Cycle - The period of tinme begi nning when a
software product is conceived and endi ng when the product no
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| onger performs the function. for which it was designed. The
software life cycle is typically broken into phases such as
requi renents, design, programm ng and testing, installation
and operation and mai nt enance.

Sof t ware Mai nt enance - The performance of those activities
required to keep a software system operational and
responsive after it is accepted and placed into operation.
It is the set of activities which result in changes to the
originally accepted (baseline) product. These changes
consist of nodifications required to: (1) insert, delete,
extend and enhance the baseline system (perfornance

mai nt enance); (2) adapt the systemto changes in the
processi ng environnent (adaptive maintenance); and (3) fix
errors (corrective maintenance).

Software Tools - This termrefers to packaged, often
comerci al conputer progran(s) used to hel p devel op, test,
anal yze or nmai ntain conputer prograns, data and information
systens. Exanples include statistical software such as SAS,
SPSS, sort systens, etc.

System - The organi zed set of procedures used to coll ect,
process and array informati on whet her automated or nanual .

Tel ecomuni cations - The transm ssion and/or reception of
information by tel ephone, tel ephone |ines, tel egraph, radio
or other methods of communi cation over a distance. The
information may be in the formof voice, pictures, text
and/ or encoded dat a.

Tel ecommuni cations Network - An interconnected set of

| ocations or devices |inked by communications facilities,
i ncludi ng tel ephone |ines and m crowave and satellite
connecti ons.

Tenporary Records - Records created incidental to
performance of the m ssion of the agency and considered to
be of short term val ue.

Testing - This termrefers to the exam nation of the
behavi or of a program by executing the program on sanple
data sets.

Third Generation (3G) Progranm ng Language - A programm ng
| anguage that usually includes features such as nested
expressi ons and paraneter passing, that can run on a variety
of different conputer systens and are independent of nmachi ne
architecture (e.g., COBOL, BASIC, FORTRAN, PL/1). It is a
probl emoriented | anguage that facilitates the expression of
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a procedure as an explicit algorithm |In contrast to fourth
generation progranmm ng | anguage, third generation
progranmm ng | anguage is normally independent of a data base
managenent systemand is transportabl e between different
conput er architectures.

Threshold - A point, usually expressed in dollars, above
whi ch specific actions are required. For instance, a sole-
source procurenent of data processing equi pnent having an
estimated val ue bel ow t he $250, 000 threshol d does not
requi re a del egation of procurenent authority fromthe
Ceneral Services Admnistration, while a procurenent above
that threshold does require a del egation.

Ti neshare - This procedure allows many users to access and
use simultaneously the resources of a central conputer
through renote termnals. Access privileges are usually
purchased by (or charged back to) the user, based on a
formula of various unit prices. The chargeback forml a may
i ncl ude charges for use of the conputer's central processing
unit, adding or altering data on a conputer storage di sk,
conput er tape handling and storage and the anmount of tinme a
user has interacted with the conputer (connect tine). O her
itens may be included in the chargeback formul a which are

i nherent in delivering the conputer services to the user.

Triennial Review - This review is a government-w de

t hree-year planning and reporting cycle set forth to neet
the requirenents established by the Paperwork Reduction Act
of 1980. Agencies are required to performreviews of their
i nformati on resources nmanagenent activities and prepare
synopses and updates of these reviews to GSA on a yearly
basis for a three-year duration. The objective of the
Triennial Review Programis to ensure that agencies are
carrying out their information nmanagenent activities in an
efficient manner. In EPA ORMIis responsible for nmanagi ng
the review process with input fromthe program offices.

Vital Records - Records essential to the continued operation
of the Agency and to the preservation of the legal rights
and interests of enployees and individual citizens, in
wartinme and di saster.

Voi ce Communi cations - The transm ssion and sw tching of
voice traffic by public and private facilities. The
public-switched network is an exanple of a public facility;
private branch exchanges (PBX) and private voice |ines
exenplify private facilities.

Word Processing - Conputer-based systemfor inputting,




editing, storing and printing of docunents.



