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This Document Provides Instruction For:
Requesting Credentials to the EPA Sanitary Survey App for Marine and Fresh Waters

* Request Access Credentials (Username and Password) [jump to section]

Accessing the Survey123 Application
* Option A. Instructions for downloading the Survey123 app on your smart phone or tablet
[jlump to section]

* Option B. Instructions for downloading the Survey123 app to your computer or web
browser [jump to section]

Steps for Downloading and Using the Sanitary Surveys in Survey123

1. Instructions for downloading the sanitary surveys in the app [jJump to section]
2. Tips on completing the survey [jump to section]
3. Instructions for submitting and saving sanitary surveys [jump to section]

Viewing and Exporting Your Sanitary Survey Data

e Option A. Retrieving data using the Data Export Tool [jump to section]
* Option B. Retrieving data using the Survey123 Website [jump to section]
* Option C. Retrieving data using EPA’s ESRI GeoPlatform [jump to section]

Send any questions, comments, or suggestions to EPA SanitarySurveyApp@epa.gov.



mailto:EPA_SanitarySurveyApp@epa.gov

ReQuUESTING CREDENTIALS TO THE EPA SANITARY SURVEY APP

Request Access Credentials (Username and Password)

Before you can access the EPA Sanitary Survey App for Marine and Fresh Waters you will need to
request a username and password from EPA. Go to https:/r9data.response.epa.gov/request/ to
request your credentials using the GeoPlatform User Account Request Form (Figure 1). All fields on
the form will need to be completed and click the box “I'm not a robot”. For the Response/Project,
select Freshwater and Marine Sanitary Survey.

At time of account creation, your account will be set to a General User which only has permission to
submit, view, edit and download your own data.

GeoPlatform User Account Request Form

Use the form below to request an EPA GeoPlatform account and/or to request
access to GeoPlatform groups for a specific emergency response or project.
First Name *

Last Name *

Email *

This email will be associated with your GeoPlatform account.

Organization *

Response / Project * -

You will be assigned to this response / project.

™

reCAPTCHA
Privacy - Terms

I'm not a robot

Figure 1. Sanitary Surveys GeoPlatform User Account Request Form

After the GeoPlatform User Account Request Form is submitted, you will receive a username and
temporary password within 48 hours. Your access credentials will allow you to access the surveys
using Survey123 on your smartphone, tablet and computer as well as download your data from EPA’s
Geo- Platform (see detailed instructions on the following pages).

» External users (i.e., non-EPA), when you sign into the ArcGIS Online (see Step A.2a), you
will be prompted to change your password. External users will also be required to
complete multifactor authentication (MFA) for their accounts. There are two ways to
authenticate your account - using Login.gov or a desired authenticator for mobile
devices. Instructions to complete the MFA process can be found in Appendix A [jJump to
section].

» EPA user accounts will be linked to their LAN User ID after requesting access to the App.
All EPA staff are automatically granted a full GeoPlatform organizational account the
first time they access it. Staff can request access to the surveys by emailing
EPA_SanitarySurveyApp@epa.gov and will be automatically added to the group. Follow
the instructions in Step A.2b to login into ArcGIS Online.

EPA Sanitary Survey App for
Marine and Fresh Waters Instructions
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AccEssING THE SURVEY12 3 APPLICATION

This section contains instructions for accessing the EPA Sanitary

Survey App for Marine and Fresh Waters using the Survey 123 If there ils':g'xit;';: Internet
app on a mobile device (e.g., phone, tablet) and a web browser. D :

The Survey123 app and the EPA Sanitary Survey App should be e e
downloaded_before going into the field. By downloading the sur- Igad e surveys SEEIE E
veys in advance, you will be able to access and complete them D M IEE O Ul it
without the need for WiFi or an Internet connection. SEIILET SV,

Option A: Instructions for Downloading the Survey123 App on Your Smart Phone or
Tablet

Step A.1: Download Survey123 Application to Use the EPA Sanitary Surveys for Marine and Fresh
Waters

Download and install the Survey123 application (Figure 2) onto Survey123
your mobile device from the Google Play Store or Apple app store. for ArcGIS
ESRI
@

Figure 2. Icon for Survey123

Step A.2a. Sign in to Survey123 for External Users < Sign in to ArcGIS Online

(1) Enter the username and temporary password ArcGIS Survey123 wants to access your
provided to sign into ArcGIS Online (Figure 3). Note ArcGIS Online account information (2)
that the extension “EPAEXT” in the username is not
case sensitive.

Sign in with @esri

ArcGIS login ~

‘ @ Username ‘

‘ @B Password ‘

Forgot username? or Forgot

password?
Your ArcGIS organization's URL
0 0 G o

Privacy

Figure 3. Login Screen for ArcGIS Online

EPA Sanitary Survey App for
Marine and Fresh Waters Instructions
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Accessing the Survey123 Application

(2) Once you have logged in for the first time, you will be prompted
to change your password (Figure 4). Enter the old password and
then a new password and re-enter new password in Confirm
password following the password tips provided.

Password Tip
e Password must not match username
e Cannot be same as old password
* Must be at least 13 characters long

* Contain at least 1 letter(s) (A-Z, a-z)
e Contain at least 1 number(s) (0-9)
* Must be different from the last 12

passwords

Sign in to ArcGIS Online 9}

Change your @esri
password

Old password

New password

Confirm password

Change Password

Figure 4. Password change screen

(3) You will then be prompted to enter a security question (Figure
5). Once you’ve completed this step you will see the My Survey
123 home screen and you can begin downloading the surveys
by following the steps for downloading and using the sanitary
surveys.

Note

If you are unable to access the surveys, please
contact

EPA Sanitary Survey App for
Marine and Fresh Waters Instructions

Sign in to ArcGIS Online

Security Question and @esri
Answer

A security question has not been
set for your account. Setting a
security quastion and answer allows
you to resst your password if
needed. Choose a question from
the drop down menu below and
enter your answer in the input box

provided.

Security Question:

LLd

‘Seiecr one

Answer:

(0]¢

Figure 5. Security question screen
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L Accessing the Survey123 Application
A.2b. Sign in to Survey123 for EPA Users

1) Select Your ArcGIS organization’s URL (Figure 6).
2) Type in “EPA” (not case sensitive) as the organization and select Continue (Figure 7).

3) You will then be redirected to a second screen (Figure 8). Select EPA Enterprise again.

(1)
(2)
3)
(4) Select the Login.gov when prompted to “Select a Login Method” (Figure 9).
(5) You will then be redirected to the Login.gov screen to select LOGIN.

(6) Agree to the privacy policy.

(7)

7) Enter your email address and Login.gov password or select “Sign in with government employee ID
(Figure 10).”

(8) Check the box to accept the Login.gov Rules of Use and Continue.

(9) Choose Present PIV/CAC card or click the link “choose another authentication method: (a) Text, (b)
Automated phone call, or (¢) Government employee ID and continue (Figure 11).

(10) Enter One-time code, select “Remember Browser” and Submit (Figure 12).

Sign in to ArcGIS Online < Sign in to ArcGIS Online &
ArcGIS Survey123 wants to access your ArcGIS ArcGIS Survey123 wants to access ‘r'O_l:IF ArcGIS
Online account information (7) Online account information (7)
Sign in with ¢ esri Sign in with esri

I AreGIS login ArcGIS login -

Your ArcGIS organization's URL

8 Username
@ DI.II.IIhI.-Id | iEPA M
! as5Wo |

. mﬂFIS..—]."C(_".‘.ﬁ.K‘.Gm

Fc:z'gn: username? o Fougcn password?

Cantinue
m ‘ Your ArcGIS organization's URL = ’ -
=
0O 6 c O

0 O S O

Privacy

|| Rermember this URL

Privacy

Figure 6. EPA user login in Figure 7. Enter “EPA”

EPA Sanitary Survey App for
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Sign in to ArcGIS Online @

ArcGIS Survey123 wants to access your ArcGIS

Online account infarmation (7)

desri

Sign into U.S, EPA with

EPA Enterprise

ArcGIS login W

Privacy

Figure 8. Select EPA Enterprise

< Signin to ArcGIS Online

Login.gov to allow you to
sign in to your account
safely and securely.

Email address

Password
available?

O Show password

Figure 10. Login.gov Sign In

Cancel

€= An official website of the United States governmen
Here's how you know v

Present the PIV/CAC that you
associated with your account.

Present PIV/CAC card

Don’t have your PIV or CAC

Choose another authentication method

Figure 11. Choose Authentication
Method

Accessing the Survey123 Application

Sign in to ArcGIS Online &}

EPA GATEWAY

Select a Login Method

@ FAQ
@ Help
© Rules of Behavior
@& Privacy & Security Notice

Figure 9. Enteryour LAN username and
password or log in with your PIV card

DrocinGov ~yEPA &5 e

‘— oLocincov ~vEPA ¢
—
ey Enter your one-time code
EPA Production is using Present your PIV/CAC

We sent a one-time code to (***)
**%.9772. This code will expire in 10
minutes.

One-time code

[0 Remember this browser

I & Send another code ‘

Figure 12. Enter One-Time Code

*Please note that the green arrows refer to the steps described in section A.2b.

B
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Accessing the Survey123 Application
Option B: Instructions for downloading the Survey123 app to your Computer or Web

Browser

Step B.1. To access go to: https://epa.maps.arcgis.com/home/index.html. Then click on the Sign In
button on the top right corner (Figure 13).

Home Map Scene Groups Q Sign In

ALERT! For GPO account holders who select ArcGIS login instead of EPA Enterprise to sign in: Multi-Factor Authentication (MFA) will be
required by October 1, 2022. Guidance for the simple pro« of enabling two-factor authentication can be found in this document.
More information will be provided to EPA GPO Admins (intranet only) to assist users with this transition. After October 1, 2022, accounts
without MFA will be disabled. All EPA Enterprise logins already enforce MFA and are unaffected by this change. For questions about this
process, please email geoservices@epa.gov.

Figure 13. GeoPlatform main screen

Sign in to U.S. EPA with esri

Step B.2. To sign in, external users will need to
follow Step A.2a, while EPA users will need to
follow Step A.2b. These steps are on pages

3 -5 (Figure 14).

Al (S
ArchlS login

Figure 14. Sign in window
Step B.3: Select Groups on the main menu (Figure 15).

—
Home Map Scene | Groups l O\ Sign In

Figure 15. GeoPlatform main menu after logging in

EPA Sanitary Survey App for
Marine and Fresh Waters Instructions
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Accessing the Survey123 Application
Step B.4. Select the Group Freshwater and Marine Sanitary Surveys - General Users (Figure 16).
In the Recently added content (Figure 17) you can view some of the surveys. Select View All Group
Content at the top of the icons (shown in Figure 17) or at the bottom of the page to see all of the
surveys.

Freshwater and Marine Sanitary Survey - General Users il Delete group

Owner: sfante01_EPA
i Created: Jun 29, 2020 Lastupdated: Feb 16,2022 Viewable by: [ Organization

A group of general users for entering and viewing their own survey data

Figure 16. Freshwater and Marine Sanitary Surveys -- General User-Group

You will find four types of files in this folder for each of the sanitary surveys: a Web Map, a Form,
and two Feature Layers. You can hover over the icon to see the name of the file type. Web Maps and
Feature layers are part of each survey form and the Form pulls data from each of these files.

Freshwater Annual Survey G... Freshwater Annual Survey_G...

. Freshwater Annual Survey G...
Feature Layer = Web Map

Freshwater Annual Survey G...
9 Feature Layer *

Created: Jyl 24, 2020 : s Jul 24, 2020 Created: Jul Y4, 2020 Createq: Jul 24, 2020
il 24, 2020 Jpdated: Jul 24, 2020 Updated: Jul 7, 2020 Updatey: Jul 24, 2020

View count: 5§20

Updated: J

View count:\l1&

fresederri.\ 8 + 89 & +ic frese.derri... + & fresederf... 8 + 89
Feature Layer for Form Feature Layer for Web Map
User Permissions Accessing Data

Figure 17. Sanitary survey files types on the EPA GeoPlatform

EPA Sanitary Survey App for
Marine and Fresh Waters Instructions
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Accessing the Survey123 Application

Step B.5. Select only the Form (i.e., with the swimmer pictogram or Note
paper icon “in Figure 17) by clicking on the name of the survey
form (e.g., Marine Sanitary Survey). Once the form opens, you can After clicking on the sur-
choose to either open the survey in the browser or in the Survey123 vey form, the name list-
app. Click on Open in Survey123 drop-down menu, and then select ed here will not be yours
Open in browser or Open in Survey123 app (Figure 18). If you select but rather the name of
the Open in Survey123 app, you will be redirected to a download the developer.
page.

Home Map Scene Notebook Groups Content Organization Q | [P

Openin Survey123
Survey123 Form for Marine Routine Survey

Open in browser

Form by Popelka.Sarah_EPAEXT

Open in Survey123 apt
ltem created: Jul 21,2020  ftem updated: Apr 16,2023  View count: 158 N R

Remove from Favorites

Description

. . ) Details
An in-depth description of the item is not available.

Size: 1.294 MB
1D: 26084a5c9bf041a397ae6f227¢30d218

Layers

Marine Routine Survey_General Users E u

Figure 18. Opening Survey123 from your browser

Step B.6. Click Download to download the Survey123
app. You will be redirected again to the ArcGIS Survey123 - @

Resource Page to download the appropriate ArcGIS
Survey123 app for your processing system (Figure 19).

Step B.7. Once you’'ve downloaded the Survey123 app ArcGIS Survey123
on your computer, follow the steps for downloading and
using the sanitary surveys on pages 3 - 5. External users & o

will need to follow Step A.2a, while EPA users will need to
follow Step A.2b to sign in.

Already have the app installed?

Figure 19. Download foryour
processing system

EPA Sanitary Survey App for
Marine and Fresh Waters Instructions
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Downloading and Using the Sanitary Survey

S1EPS FOR DOWNLOADING AND USING THE SANITARY SURVEY

1. Instructions for Downloading the Survey in the App

Step 1: Download EPA Sanitary Surveys in Survey123 My Surveys

As a first-time user of the App, once you log into the Survey 123
app with your credentials, you should see an image like Figure 20

that says, “Looks like you don’t have any surveys on your device.” ﬂ@ Pt

Select Download Surveys. Then go to Step 2a. If you had previously ; .
downloaded surveys or if a new version of the survey is released, ' “~

you will need to update your surveys to the latest versions (see F}‘ \h > EH hy

Step 2b). %A‘\j% ] .
=z S o

Step 2a: Downloading Surveys for First Time

; . . Looksdike you daoa't have any suive
Select the sanitary survey(s) you wish to download to your device: g2 your dex : 3
 Marine Routine Survey S Bownlosd Sorrey
* Marine Annual Survey

Figure 20. Download surveysin
* Freshwater Routine Survey Survey123

* Freshwater Annual Survey

There may be a slight delay in seeing the surveys because they are
loading. Downloads occur one at a time by selecting each download
icon <> next to each survey. After downloading the surveys for the
first time, go to Tips on Completing the Survey (page 12) or Instruc-

tions for Submitting and Saving Sanitary Survey Data (page 14).

Step 2b: Downloading Newer Versions of Surveys

Periodically, EPA will make updates to the surveys and you will
need to download the latest versions of the surveys before you
can begin using them. When downloaded, newer versions of the
surveys will appear on your My Surveys page and will replace o

previously downloaded surveys on your device. iy~ Cfiine Maps

You may see on your My Surveys screen, notification that there
are updates available. There may be instances where you may
need to delete an old survey before downloading a newer
version. Follow these instructions when downloading newer
versions.

Delete old surveys first: There isn’t a batch process to delete all @
old surveys at once, so each old survey will have to be deleted
individually. To delete old surveys, open each survey by clicking @
on the survey icon; and then click on the triple horizontal bars on S
the upper right-hand corner (Figure 21); and then click Delete
Survey. Make sure you do it for each survey. @

Figure 21. How to delete surveys

EPA Sanitary Survey App for
Marine and Fresh Waters Instructions
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Downloading and Using the Sanitary Survey

After deleting all old surveys, you can proceed with downloading the newer versions. Figure 22 is the
notification you will see on your My Surveys screen when updates available.

e Updates available: 4 2

Figure 22. Updates available notification

(@)
To download the latest versions, begin by selecting the Person icon in Figure 22 or your initials
E (this is the icon to the right of &) icon on the top right of the page).

Click ,* Download Surveys to download the survey. A list of surveys to be updated will appear. If the
survey needs to be updated, it will have a cloud icon }* next to it. Click the cloud icon next to each

survey.

From time to time, based on user feedback and enhancements, the surveys will be updated. EPA
will notify users when newer versions of the surveys have been released, so users can ensure they
are using the latest versions. These instructions can be used to download newer versions of the
surveys.

Return to My Surveys by selecting the back arrow.
Step 4: Opening the Survey

Select the survey you plan to complete by clicking on the survey icon (e.g., the marine annual survey
has this icon).

Marine Routine Survey_General Users =

Intro: Basic Location
Information

Fill in what you can. Required fields have a red asterisk.

Beach Name *

If available, enter the beach name as labeled on the sampling
location map (below).

Click the Collect button at the bottom of the screen to open
the survey to begin entering your sanitary survey data. D

Beach ID is a unique identifier assigned by EPA to beaches
receiving BEACH Act grants. To search for Beach ID, go to the

Beacon 2.0 website and e [ ey
Collect >

Sampling Station ID

Sampling Station ID is a unique identifier assigned by state/tribal
pregram in WQX as menitoring location identifiers, including

Give Survey123 permission tp access you r'Iocatlon or camera S s L
data to allow for full application functionality.

Step 5: Begin Collecting Data WQX Organizational ID

The Water Quality Exchange (WQX) Organization ID is required
for all organizations submitting data through the WQX Web. This

To begin entering data, use the navigation arrow buttons at 1B e ey e SIDAE] oy sl mm e
the bottom of the screen (Figure 23) to navigate through the s T e WO R

sur- vey pages.
Navigation arrow button SR (WIS

1of6 >

Figure 23. Freshwater Routine Sanitary
Survey - Page 1
EPA Sanitary Survey App for
Marine and Fresh Waters Instructions
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Downloading and Using the Sanitary Survey

2. Tips on Completing the Survey

Survey Features

While several questions at the beginning of the survey are required (as indicated by a red asterisk,
*) most of the survey questions are optional. As you enter the data, you will see the following
features: embedded questions when entering certain responses; questions with repeats that allow
you to enter data for up to 10 entries; sections that collapse to hide information and reduce length
of survey; and sections for taking (multiple) photos. See the screenshots to learn more about these
features.

Embedded questions that appear when you select Yes for certain responses in certain
sections of the surveys. Below is an example of how Part 3: Bather Load expands to
show embedded questions after selecting “Yes.”

Marine Routine Survey_General Users Marine Routine Survey_General Users ~'\ —
Part 3: People (Number of Part 3: People (Number of
Beach Users) Beach Users)
Are there bathers or recreators (swimmers, Are there bathers or recreators (swimmers,
boaters, waders, etc.) present at the beach or boaters, waders, etc.) present at the beach or
water body? water body?
Yes ® Yes
No No
Total People in Water
Total People Out of Water
Total People At Beach
Autopopulated from previous two entries.
50f6 < 50f6 >
< ° 2 B i

Questions with repeats allow you to enter data for up to 10 entries. In the example below,
press “+” to add more entries

Click here to add more
entries

Press the "» " button below to add
information for another activity.

Limited to 10 per survey.

@ 1 0f 1 -

EPA Sanitary Survey App for
Marine and Fresh Waters Instructions
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Downloading and Using the Sanitary Survey

Sections that collapse to hide information and reduce length of survey. In the example
below, pressing the arrow on the top left will collapse the bacteria samples section

and “+” to expand the section.

Part 2: Water Quality || - Bacteria Samples

Press the "+" button below to add
additional records.

Are water samples being collected for
analysis?

® Yes Mo Sample Point

Bacteria
In this section you can list bacteria Sample Number
samples collected at the waterbody or
beach and potential pollution sources, if

applicable can be recorded in Part 4, Date and Time of Sample
Potential Follution Scurcesl. Mulfr:p!e . B Thursday, Sept... (D 1:18 PM
Coll samples can be recorded in this section.
ollapse or hat el
Expar?d 0 Number of records is limited to 10, Sample Point GeoLocation
Use the map with your device to select a location for
- Bacteria Samples the water quality sampling. The coordinates will be
calculated from this point,

e £ 38°53'N 77°6'W £ 83 m
Expand Dungy

Sections for taking or uploading (multiple) photos. In the example below, press “+”
to add more photos.

~ Water Quality Images

Press the "+" button below to add
additional images.
Click here to upload

Add Images to Document Water Quality photos from a file on

Use your device's camera to take a photo, or upload

an existing photo. your device
Click here to launch o
the camera on your
device Describe Image

Add explanatory notes about this image.

Click here to add
more entries

=

(I 1of1 +-

13 EPA Sanitary Survey App for
Marine and Fresh Waters Instructions
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Downloading and Using the Sanitary Survey
3. Instructions for Submitting and Saving Sanitary Survey Data

Submitting the Survey

Step 1. Once you've completed the Part 4: Potential Pollution

survey, use the check button f¥& at

the end of the survey to validgthe Sources
submission (Figure 24). Once the app In this section, identify visible sources of
checks that all the required fields are pollutants up to 500 feet from the beach
filled in, the survey will be considered or waterbody boundary and, if possible,
complete and ready to be submitted to quanity the sources. Use arrow to expand
the EPA GeoPlatform. and collapse sections.

- Discharge Sources

If you don’t click the check button, Press the "+" button below to add

your work will not be saved. Eotitoms
Discharge Source Type

pollution sources?

Wetland

water Routine

What is the discharge source type for the potential

Qutfall/Pipe (e.g., stormwater, sewer,

dra;'nl

eneral Usars

Validate submission
“Check” Button icon

Figure 24. Freshwater Routine Sanitary Survey

- Page 6

Step 2. The Survey Completed window (Figure 25) will appear with
three choices - Send now; Continue this survey; or Save this sur-
vey in the Outbox.

* Send now: This will upload your data to the EPA GeoPlat-
form if you have WiFi or Internet access. Once your data
is on the GeoPlatform you can view and download.

* Save this survey in the Outbox: This will save your survey
to the Outbox folder on the main screen for the survey
below the Collect button. Select this option if your
device is offline or you have no WiFi or Internet access.

» Once you have reconnected to WiFi or the Internet,

return to the saved survey in the Outbox to submit
your survey to the EPA GeoPlatform.

Survey Completed
Your device is online.

What would you like to do?

= Send now
- Continue this survey

| Save this survey in the Outbox

Figure 25. Survey completed screen

All surveys sent to the EPA GeoPlatform are saved to a Sent
folder on the main screen for the survey below the Collect button
(Figure 29). These surveys can be edited and resubmitted or
data can be copied to a new survey (Figure 26). An edited and
resubmitted survey will replace the previously submitted data.
Surveys submitted can also be viewed in the Inbox (Figure 29).
Select Inbox and then Refresh to load the surveys you have
submitted.

@

Sent Survey
This survey has already been sent.

What would you like to do?

Edit and resend survey

Copy the sent data to a new survey

EPA Sanitary Survey App for
Marine and Fresh Waters Instructions
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Downloading and Using the Sanitary Survey

Closing and Returning to your survey at a later time

vater Routine e
By clicking the close button in the top = ot S
left-hand corner (Figure 27), you will Part 4: Potential Pollution
be prompted to Save the Survey in the Close button S
Drafts (Figure 28). The draft survey Qe
will be saved in a Draft folder on the In this section, identify visible sources of
main screen for that survey below the pollutants up to 500 feet from the beach
Collect button (Figure 29). To edit or or waterbody boundary and, if possible,
complete the draft survey, reopen the quanity the sources. Use arrow to expand
same survey form again, select the and collapse sections.
Drafts folder and find the draft survey :
you want to complete. Begin adding ~ Discharge Sources
additional information to complete the Press the "+" button below to add
survey. additional records.
Discharge Source Type
What is the discharge source type for the potential
® Tip pollution sources?
Cirnfiin Close Unable to comPIete Wetland
a survey? That's OK Qutfall/Pipe (e.g., stormwater, sewer,
What would you like to do?

-- save your surveys as
a draft and come back

drain|

m Close this survey and lase

changes later Figure 27. Freshwater Routine Sanitary Survey
- Page 6
— Continue this survey
|| Save this survey in Drafts
Figure 28. Saving the survey as a draft Frashwater R Survey_General

Survey123 Form for
Freshwater Routine
Survey

Owner: frese. derrick EFAEXT
Created: 7/16/20 11:42 AM
Madified: 7/22/20 953 PM

Survey Homepage

Based on your selection in the previous steps, the intro
page for your survey may look like Figure 29.

* The Collect button will start a new survey

* The Inbox and Drafts buttons store surveys that
have been started but not yet submitted.

* The Sent button stores all surveys that have
been sent. Here you can edit and resubmit or
copy surveys as discussed on page 13 and 14.

@ Collect >
@ Inbox >
The little notification numbers will update to match
the number of surveys you have submitted and ~—J»- Drafis »
drafts that you have saved \
@ Sent >

Figure 29. Freshwater Routine Survey intro page
EPA Sanitary Survey App for
Marine and Fresh Waters Instructions
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Retrieving your Sanitary Survey Data

VIEWING AND EXPORTING YOUR SANITARY SURVEY DATA

It is best to view and download your data from a computer rather than your smart phone. There are
three platforms which may be used to view and download your data (Option A using the Data Export
Tool [jump to section], Option B using the Survey123 website [jump to section], and Option C using
the EPA ESRI GeoPlatform [jump to section]). These three options are discussed in this section. The
best way to view your data is with the Data Export Tool.

Tip

The is the best way to view your data

and photos. Use your computer not your smartphone to
view and download data.

Option A: Retrieving Data Using the Data Export Tool

The Data Export Tool produces a customized report containing all the data collected for one or more
surveys. Of the three options for downloading data, the Export Tool is by far the most straight-
forward method. The advantage to using this tool is that it combines all data including photos into a
single downloadable file.

Step A.1: Access the Data Export Tool
* Open a web browser and navigate to the main page of the Export Tool (Figure 30)

» https://geopub.epa.gov/sanitary-survey-data-export/welcome

i | EPA Office of Water - Data Export

EPA's Sanitary Survey App Data Export Tool

¥/ The EPA Sanitary Survey App for Marine and Fresh Waters is a mobile app used to conduct routine and annual sanitary
surveys for both freshwater and marine waters. The App can be used by anyone to collect information on potential
sources of fecal pollution and potential harmful algal bloom (HAB) events in local surface waters. It facilitates the M
identification of impaired recreational waters for remediation and for making same-day decisions on swim advisories. B‘-é =

5
This data export tool produces a customized report containing all the data collected with each survey in the App. f

Click to begin

Figure 30. Data Export Tool Main Page

e Click on the Click to begin button on the main page. This will open another page.

EPA Sanitary Survey App for
Marine and Fresh Waters Instructions
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Step A.2: Sign into the Export Tool

Login using the same credentials (username and password)

used to access the sanitary survey app (Figure 31). After signing

in you will be prompted a second time to click on the Click to

begin button.

Step A.3: Select Survey to Download Data

Click on the title or app icon of any of the surveys shown in

Figure 32 to download your data for that specific survey. You

can only download data from one type of survey (marine or

freshwater, annual or routine) at a time.

Retrieving your Sanitary Survey Data

Sign into U.S. EPA Eesri
ArcGIS login ~
o Username
& Password
[JKeep me signed in
Eorgot username? or Forgot password?

Figure 31. Data Export Login

=
©,) EPA Office of Water - Data Export

=

o

N

EPA’s Sanitary Survey App Data Export Tool

K
&‘

!};V_

v

4

e A i s

Figure 32. Select Survey to Download Data

Step C.4: Download Data

After you select your survey, Figure 33 will display showing a table with the individual surveys
organized by Survey ID, Beach/Waterbody Name, and Survey data and a map with the locations

surveyed.

B
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. O

Marine Routine Survey

CANADA
Beach/Waterbody

5 1 Survey ID 4 Nane Survey Date
M vancatver
e ik
N e s TEST Beach 2/16/21
e
UNITED ANaor
ST Oo Test Gulf Con 4/3/22

TEST_Salt River

VI558328 (Columbus 2/12/21
Landing) Beach
V1896490 ;E:;‘D\f{s"h 2114721
i by V1896490 ;Ei;\Dj‘rSCh 214/21
2 .élogclga ‘ 2 1-60f6 3 nclude photo attachments: E=.

4 ems per page: 25 - 5 File format: [INCENE G|S 96

o

Earthstar Geographics | E-sri, FAD, NOAA, USGS Powered by E-sri

Figure 33. List of surveys to be downloaded

(1) Survey ID, Beach/Waterbody Name and Survey Date can be sorted by clicking on the
field name in the header row of the survey. Click on the box next to one or more
surveys you want to download. You can select all survey for downloading by clicking
on the box in the header. To deselect all surveys, click the box again.

(2) Additional surveys can be viewed by paging through the document using the forward
and back arrows.

(3) The default setting is to include photos with text and numeric survey data with each
download unless Include photo attachments is toggled off.

(4) By default, only 25 surveys are displayed per page, but you can display up to 100
surveys per page by selecting the down arrow next to Items per page to change the
default.

(5) After you select which surveys to download, click the CSV button below the table to
download your survey data or view/use in Excel or another database application. Click
the GIS button to download survey maps to view/use in ArcGIS or import into other
applications.

(6) Click the green arrow to download the data. Note that the arrow is green when
surveys are selected, otherwise it’s gray. A zip file of your data will be created for
downloading. Change the filename and click Save to a location on your device.

(7) Click e

Figure 34 shows a sample of the downloaded data. Each survey is a separate row in the table.

to exit the Data Export tool.

objectid globalid MRS_Beach MRS_Beach MRS_Statiol MRS_WQX_ MRS_Survey MRS_Survey MRS_Sampl MRS_Sampl MRS_QAPP_ MRS_QAPP_MRS_Wx_Cc¢ MRS_Wx_N:
Q 10 6763e1be-2be3- Test EPA 2021-02-1.64°45'52.2 17°46'53.0 Yes Send
1 11 f108be42-7ae1-4 TEST_Salt FVI558328 USEPA 2021-02-1.64°45'22.2 17°46'29.8 Yes QAPF will be emailed to EPA
2 12 39dbbed1-603e-« TEST_Dorsc VI8296490 USEPA 2021-02-1:64°53'06.3 17°42'12.5 Yes QAPP will be emailed to EPA
3 13 373c52¢6-c58b- TEST_Dorsc VI826420 USEPA 2021-02-1:64°53'06.3 17°42'12.5 Yes QAPF will be emailed to EPA
4 14 b6d34dbe 5200 TEST Beach EPA 2021-02-1¢75°0510.4 38°20'27.3 Yes QAPP will be emaild to EPA

Figure 34. Sample of downloaded data
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Option B: Retrieving Data Using Survey123 Website

The Survey123 website is tied to the GeoPlatform. They share users, groups, data, etc. The
Survey123 website provides another option to view and export survey data collected with the EPA
Sanitary Sur- vey App for Marine and Fresh Waters.

Step B.1: Sign into the Survey123 website

* Open aweb browser and navigate to the EPA’s ESRI GeoPlatform
» https://surveyl123.arcgis.com/

* Log in with your username and password

Step B.2: View your data

Click on the My Surveys tab on the top of the page to view surveys you have access to view
submitted data for in the Survey123 website (Figure 35). Surveys with data will appear with a
record(s) number on the survey icon.

ArcGIS Survey123  ~ My surveys Help -
My SUFVEyS ‘: ~+ New survey )‘ _General User
All surveys ~ Countd =
Freshwater Annual Survey... Freshwater Routine Surve.. Marine Annual Survey_Ge... Marine Routine Survey_G...
by frese derrick_ EPAEXT by Popelka.Sarah_EPAEXT by fulton lisa_EPAEXT by Popelka.Sarah_EPAEXT

il E alll

Figure 35. My Surveys in Survey123 for ArcGIS

To quickly access your data,
click this Data icon.

Once you click on the survey icon for which you submitted data (Figure 35), you can view your data
several ways:

* The Overview tab provides high level information about the status of this survey such as
summary information on the total number of surveys submitted, number of submitters,
and the first and last date of data submission (Figure 36).

* The Analyze tab provides functionality to analyze the answers to individual survey ques-
tions. This feature is currently disabled.

* The Data tab provides a map and table view of the data you have submitted. You can
filter the data, generate reports, etc... and export your data in several formats (Figures 37
and 38).
&

EPA Sanitary Survey App for
Marine and Fresh Waters Instructions



https://survey123.arcgis.com/

Retrieving your Sanitary Survey Data

Marine Routine Survey_General Users

Y I Overview ) | Analyze BEIE]

Survey123 Form for Marine Routine Survey

Owner: Popelka.Sarah_EPAEXT, created: Jul 21, 2020, updated: Apr 16, 2023

() ()

Total records Total participants First submitted On Last submitted On @

Surveys count: 6 (total: 6) 2/12/21 - 5/30/23

Figure 36. Overview tab Survey123 ArcGIS

View your data in the Data tab

Tip
Select Data (Figure 37). Note: If your survey data does not display i vou're havi bi
as shown in the table below the map in Figure 37 you may need you're having prob enz)s =
refresh your view (CTRL F5 [PC] or Command R [Mac]). In the data viewing your data click CTRL

tab you can view your data in two ways: F5 (PC) or Command R (Mac)
to reload data screen.

(1) View your data in the table at the bottom of the window (Figure
37). You may need to adjust the table size by pulling the table
tab up. Here you can toggle between data tables.

1. View sections of the survey

Freshwater Routine Syfey_General Users
= C @ 2n221.53023 Y Filer Report  Export Open in Map Viewsr Formview 816
Toronto
25 by o a =
oeeie Bascon
-~ Chicago Provigence
Gevetane
Skt
ek e — Philadelphia
—— Cincinnat
stLows Wesigpaton
Lt i
Nichmond
Lot vogas N o
Okahorma u Ralaigh
oy Memphis e fiate
S S e 4300 Eur HERE Garmin P40 NOAA LSGS E7A | B, HERE, Gemin FAO NOAA, U3GS E7a LSS T
Frashwater Routine Surve. RP B : Vater Q Disc Algae. HABs and Animai L. X
Waterbody Type  Beach/Waterbody  Beach 1D Sampling wigx Survay Date & Start Date & Time  End Date & Time  Date and Time Survayor Hame Surveyor Affifation  Sample Point Sample Point
Hame Statien{s)/ID Organizational 10 Time Range Longitude Latitude
ke)

iver or stream Tast_River Apr 20, 2022, 9:36 S opa 77907'84.6°W 38%46'50.2'N
amM

ake (including Great  Test_Blue Cypress Apr 6, 2021, 4:20 PM Samantna ronenene  USEPA B0%46'23.1°W 27°43'58.4'N
Lake

Test_Odd water Mar 23, 2021, 11:06

Figure 37. View the data in a table in Survey123 ArcGIS

Fortensiie USERS 77°49/43.6°W0 38°03'52.2'N

Your survey data
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Retrieving your Sanitary Survey Data

(2) View your data by clicking your sampling location point
on the map (Figure 38). This will open a new window
display to the right of the map where you can scroll
through your data and photos as they appear in the
sanitary survey app.

Tip

Click data points on your map to view
data and photos in the side pane

2.View data inside display window

Freshwater Routine Survey_General Users

A

Freshwater Routine Survey_General
Users

1_EPA

Editedtime:  May 12,2021, 1:19:38 PM

<center>General

Information</center>
Waterbody Type

x = Lake (including Great Lake)

9

Freshwater Routin, .. X SARF Barrier X Bacteria Samples X Water Quality Ima... % List of Activities Se... X Beach Users Images * Discharge Sources  * Algae, HABs and

Date and Time
Range

Survey Date & Start Date & Time  End Date & Time Surveyor Name

Time

Beach ID Sampling

Station(s)/ID

wQXx
Organizational 10

Beach/Waterbody
Name

vaterbody Type
Beach/Waterbody Name

Test_Blue Cypress Lake

Survey Date & Time

Qé. 2021, 4:20:00 PM 4

Lake (including Great  Test_Blue Cypress Apr 6, 2021, 4:20 PM Samantha Fontenelle  {

Figure 38. View the data and photos in the side window in Survey123 ArcGIS

Step B.3 Exporting Your Data

To download survey data, on the Data tab, select Export in the toolbar above the map (Figure 39).
Choose your preferred format for the export file. After some processing time, the file will download
to your local workstation. Note: You can filter the results before exporting them. If you do this, the
exported file will only contain the filtered data.

To download your photos, select your sampling location point on the map (Figure 39). Scroll through
this window to view photos. Right click on photos and select Save Image As to save photos.

Export button to export data

Freshwater Routine Suguey*General Users

= C ) 212/21-5/30/23 7 Filter Report ‘Opan in Map Viewer Formview
Chicago "I
~ i - o
+ onibasiRe = > /780X
= - Sios g Attachments
Francls:
Los Agaeles Adaris taig
Dallas Ocean
North R
SN Houstan
ocecn & ~ i
Monts wismi
tonterrey FRS_Water_Quality....
Havana
Guadalajara Artachments:
Mexico City Attachments
Pore-au-Prin o
an Esri. Germin, FAO, NOAA, USGS, EPA | Esri, Germin, FAO, NOAA, USGS, EPA @ﬁﬁ ﬂ
Freshwater Routin... % SARF Barrie: x Bacteria Samples % Water Quality Ima... ¥ List of Activities Se. Beach Users Images Discharge Sources % Algae, HABsand ... X |~ s
Waterbody Type Beach/Waterbody  Beach ID Sampling Wox Survey Date & Start Date & Time  EndDate &Time  Date and Time Surveyor Name
Name Station{s)ID Organizational I Time Range
FRS Water Qualty |
e
Right click, Save

As to save
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Option C: Retrieving Data Using EPA’s ESRI GeoPlatform

Step A.1: Sign into EPA’s ESRI GeoPlatform
* Open aweb browser and navigate to the EPA’s ESRI GeoPlatform

» https://epa.maps.arcgis.com/home/index.html

* Log in with your username and password

Step A.2: Find your data

e After logging in, click on the Groups on the main menu (Figure 15).
* Select “Freshwater and Marine Sanitary Surveys - General User” (Figure 16).
In the “Freshwater and Marine Sanitary Surveys - General User”, you will see Web Maps, Forms

and Feature Layer files (see Step 3.4) for each survey. The data you submitted is stored in the Fea-
ture Layer called “Access Your Data” for each respective survey (Figure 40).

Step A.3: Access your data

Click on the Feature Layer called “Access Your Data” for the survey for
which data was collected (Figure 40).

1

|
|
|
|
|
|

This will open the Access Your Data screen (Figure 41). From here, you

can choose to view and/or export your data. E oo BandisSine

0 Feature Layer ~

. Fi 40.A i
Step A.4. View your data igure 40. Access data icon

Once you open Access Your Data (Figure 41), you can view your data several ways:
* Using the Data tab to view data in tabular format (Figure 42). This is the best option for
viewing your data and photos.
* Using the Visualization tab to view data spatially (Figure 43).
* Using the Map Viewer to view data in tabular and map forms (Figure 44).

EPA Sanitary Survey App for
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Marine Routine Survey_General Users

A brief summary of the item is not available

8, Feature layer by Popelka.Sarah_EPAEXT | Open in Scene Viewer ‘

ltem created: Apr 16,2023 Item updated: May 2, 2023 View count: 19 | Orrsin ArctlS Deskiop » ‘

o | Expois Dt ‘

Export to Shapefile

Description Export to CSV file

An in-depth description of the item is not available. Export to KML
Details Export to Excel

Layers Source: Feature Servi| Export to FGDB

Created from: Maring
7 = layer Export to GeoJSON
4. Marine Routine Survey

3 "
' Pointlayer Datiupdatadiigr 18 Expart to Feature Collection
Schema updated: Ap
) Size: 0 KB Export to GeoPackage
.. MRS_Bacteria_Samples > ID: 8335€536f00643€ ] mmrmermsrmmmrmr
"' Pointlayer

Figure 41. View data submitted to the GeoPlatform

Tip

The data tab is the best option for viewing your data
and photos on the GeoPlatform

View your data using the Data tab

Figure 42 shows data for surveys conducted using the Data tab. Use the scroll bars at the bottom of
the table to navigate through the various sections of the survey (from left to right). You may also
use the drop-down menu to view specific sections of the survey.

Freshwater Routine Survey_General Users Overview Visualization

Layer: |Freshwater_Routine_Survey a Dr‘opdown Menu Fields
Double-click a value in the table to change it. Data updated: May 26, 2023, 1:28 PM

Freshwater_Routine_Survey (Features: 6, Selected: 0)

& GloballD Waterbody Type = Beach/Waterbo... Beach ID Sampling Statio... WQX Organizat... Survey Date & T... StartDate & Time E
B8eab6908-8a58- Lake (including Test 2 2/12/2021, 6:45 &
4190-9363- Great Lake) AM
6eceddbaPeabf
c5871d5¢-9f01- Lake (including Test_Blue Cypress 4/6/2021,4:20 PM
4552-81c9- Great Lake) Lake
7fdcbb729d76
5e%fcb75-2f34- River or stream Test_Odd water 3/23/2021, 11:06
- 47d0-b993- : AM

Figure 42. Data display from the data tab
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Marine and Fresh Waters Instructions

23




Retrieving your Sanitary Survey Data

View your data using the Visualization tab

Figure 43 shows the data displayed spatially using the Visualization tab. When viewing data using
Visualization, you may need to adjust the map (i.e., zoom in or out) to see your data point(s) on the
map. Click on a data point to view the data collected.

Freshwater Routine Survey_General Users Overview Visualization
Layer: Freshwater_Routine_Survey = Save As New Layer
Change the layer's default style, filter, London cemmany
pop-ups and labels. + | vancouver Paris Q
B aAaRBe 9|~ U bitan
Toronto
. HhIS New York Ista)
® Freshwater Routine Survey F,:,z:sm VLS 2 j Narth =
aa
Los Aggeles Atlantic
Ocean
Test_Odd water
4 OBJECTID 8
GloballD 5e9fcb75-
2f34-47d0-
b993-
d05cab6261
Waterbody Type River or stre:
A
Beach/Waterbody Name Test_Odd e
water
Beach ID
p—_—_|
0 500  1000mi Sampling Station(s)/ID » e
+ 1l > Esri, FAO, NOAA, USGS | Esri, FAC, NOAA, USGS  \ ==

Figure 43. Data viewed using the visualization tab

When there are many points in the same area of the map, you may need to disable or adjust the
clustering to find your data. To do so, click on the Cluster Points icon shown in Figure 44 and the
Enable Clustering menu will appear. You can also see how to scroll between multiple sam- ple
points that are clustered closely together (the red dot may represent multiple data points). To see
the clustered data points, click the small arrow on the top right corner of the data box to scroll

between surveys.

Arrow to scroll

Freshwater Routine Survey_General Users Overview Data Visualization

Layer ; Freshwater_Routine_Survey :|

Annapolis

[¥] Enable Clustering
] &
less more =
Ensble Pop-ups Test2 i
og H urg o &
GloballD 8e2b6908-
8a58-4190-
Staunton 9363-
bceddbae:
. Crarotesde . o
‘Waterbody e
Cluster Points A o
Great Lake)
Beach/Waterbody Name  Test2
~ . | BeachID Chesape.
Change the layeqll default style, filter, pop-ups and labels. Sampling Station(s)ID i
Lynchburg ‘WQX Organizational ID
BEy [ ] = ™, i B ) o . T
B @ ?F-sa'z-wl i :
Zoomto View Summary

@® Freshwater Routine Survey

Damills Ti p
Not seeing all your data points?
Check the clustering settings or, in
o I — the dialog box, click the arrow on
— -~ the right

Figure 44. Disable or adjust clustering points to find sampling location
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View your data using the Map Viewer

Retrieving your Sanitary Survey Data

Figure 45 shows data viewed using Map Viewer. Use the menu on the left-hand side to view the

data for different parts of the survey. To see and toggle between tables in the Map Viewer, select
the section of the survey you would like to see, then click the charticon E2. You can also click on
a data point on the map to view your data. To leave the map viewer, click the back button on your

browser.

1. Adjust map size by moving up the map

adjustment tool to view

Home = Freshwater Routine Survey_General Users

Reutine Survey General Use:

[FlDetails  #Add ~ | #Edit BEBasemap | ElAnalysis = 5} &P @ Directio
Vancouver o X
\ . i) :
-
® wasnigton
- Frach = ¥
FRS @ ;‘f th B
FRS SARP &
i
» @ Topog Great Plaing
S Freshwater Routing Survey General - FRS Watar Qualty >,
Nebraska
il SaitLake City
UNITED
yN e Y STATES
(:Sﬂr-lmmm‘ (I ] N
San Francisco, /
W)
o LY
Las %
VR o i
—_—
0 TS0 300 Los Angeles Prana
LR  Phoenin

rs - Freshwater Routine Survey (Features: 6, Selected: 0)

i il

Important

You may need to adjust the

map in order to view the data

which is included as a row in
the table below the map

Memphis

2 GloballD Waterbody Type

8eab6905-8a58-4f90-  Lake (including Great
9363-6ceddbadeabf  Lake)
CS871d5c-0f01-4552-  Lake (including Great
8109-71dcbb729076  Lake)

cb75-2f34-47d0-

e River or stream
b993-d05¢2b626132

Beach/Waterbody  Beach 1D
Name Station(s)/ID D

Test2
Test_Blue Cypress
Lake

Test_0dd water

WQX Organizational Survey Date & Time |Start Date & Time  End Date & Time

Date and Time
Range

2/12/2021, 5:45 AM

4/6/2021, 4:20 PM

3/23/2021, 11:06 AN

using this menu

Step A.5. Exporting your data

2. View different parts of the survey by

Figure 45. Data display in map viewer

To download your data, click Export Data. All layers and tables will be exported as one zip file, or as
individual layers/tables (Figure 46).

Freshwater Routine Survey_General Users

9 Feature layer by Popelka

temn created: Apr

Re e from F
Description
An in-depth description of the item is not available
Layers

e Freshwater_Routine_Survey
Point layer

, FRS_Bacteria_Samples_Repeat
Point laye:

FRS_SARP_Barrier_lmage_Repeat

+ ol

Tables

= FRS_Water_Quality_Image_Repeat

A brief summary of the item is not available.

1. Export all data as a
.zip file

16,2023  hem updated: May 2, 202

2.Export data from an
individual layer/table by
clicking on the file to openina
new window and select Export
data.

Open in Map Viewer Classic

| Openin

Scene Viewer |

| Open in ArcGIS Desktop |

| ExportData v I

Details Exp

Source: Feature Servi| Export i

Created from: Freshw|

layer
Data updatad: May 2|
Schema updated: Ap|
Size: 0KB

Figure 46. Options for exporting data from the GeoPlatform

e
i
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When you choose to export data, it will not be exported im-

mediately. Instead, you will have to save it as a new item in Export to CSV file X
the EPA’s ESRI GeoPlatform. In this example, | have chosen
to Export to a CSV file. You can provide your exported file a i

Freshwater Routine Survey General Users

name, tags, etc. Click Enter to add one or more tags to
activate the Export button. Add Summary (optional) and

Change Save in Folder location. Click Export button to create ‘Tags |
a new item in the EPA’s GeoPlatform (Figure 47). '

Categories:

+ Assign Category v

Tip Surnmary:
The export data button will not export the
data immediately - you will first have to Al
save it as a new item in the EPA’s ESRI sfonte01_EPA N

GeoPlatform.

Figure 47. Exporting data from GeoPlatform

Photos will need to be downloaded
separately; see Step A.6.

After exporting your new item, you will be routed to the new item’s page in the GeoPlatform. You will
see a Download button on the right-hand side of the page. Click Download to download a .zip file
to your local workstation (Figure 48). See Figure 49 for an example of the data output files in the
.zip file.

Freshwater Routine Survey Test Data # W Usage Settings
>
Add a brief summary about the item Z Edit Update
CSV collection by
‘ Share ‘
Item created: May 30, 2023 ltemn updated: May 30, 2023 Number of downloads: 0
‘ Metadata ‘
Description PR )
P ltem Information @ Learn mare
Add an in-depth description of the item T
Low High
i Top Improvement: Add a summary
i ¥
Terms of Use 4E
Add any special restrictions, disclaimers, terms and conditions, or limitations on using the item's content Details

Figure 48. New items screen to download data

Freshwater_Routine_Survey_Test_Data.zip

Note that if you need to find this file again, click
on the Content tab at the top of the page after
| logging into the GeoPlatform. This will take you

* | to your Content “home,” where you will be able
to view all content you own in the EPA’s
GeoPlatform.

o 573072023 518 AM
+1mE

) FRS_Water_ Quality_Image Repeat 3 csv
LB oo bxe wed

H Excel Cormema Sepstoted Vebies Fe

Figure 49. Example exported data file

=)
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Step A.6. Download your Photos

. . Ll
To find, view, and save your survey photos, select the P
survey section where photos were taken or sections Find your photos in Image
entitled “Image Repeat” from the dropdown menu (Figure Repeat or in the sections

50) in the Data tab. of the survey where
photos were taken

Layer: |Marine_Routine_Survey :‘ Fields
Marine_Routine_Survey
MRS_Bacteria_Samples
Double-cl} MRS_Water_Qualty_Image Repeat Data updated: Apr 16, 2023, 10:39 PM
MRS_Bather_Image_Repeat -
Marine_R =
MRS_Activities
Survey | MRS_DS_Repeat 2 DateandTime.. Sample Pointlo... Sample Pointla... Willthe data be... Providelinkto... Weather Conditi... Weathe
271220 MRS_Potential_Pollution_Sources_Image_Repeat 64°45'52 2" 17°46'53.0"N Yes Send
AM
2/12/2021,2:23 64°45'22.2"W 17°46'29.8"N Yes QAPP will be
PM emailed to EPA
2/14/2021,2:23 64°53'06.3'W 17°42'12.5"N Yes QAPP will be
PM emailed to EPA

Figure 50. Finding your photos

You can view your photos by clicking on links under Photos and Files (Figure 51). This will open to
the individual photo to allow you to view each photo. To save the photo, right click on the photo and
then select Save Image As and specify where you would like the photo saved. This process will have
to be repeated for each photo.

Photos and Files

View Add

ﬁ MRS_Water_Quality_Image-20210212-
053850.jpg

1 63.3kB

Figure 51. Viewing and saving your photos
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Setting up Multifactor Authentication
(MFA) for EPA GeoPlatform Online External
Accounts

This document contains Setup Instructions as shown using a mobile device and Frequently Asked
Questions

Setup Instructions

EPA security rules now require multifactor authentication (MFA) for external users logging in to the EPA
GeoPlatform Online (GPO). While MFA is enabled for all GeoPlatform users, it is up to everyone to set up
their own authentication method. Setting up MFA is a simple process that is outlined in this document.

1. Go to https://epa.maps.arcgis.com and sign in using the ArcGIS login

Sign in to U.S. EPA with esri

ArcGlS login o~

8 murphy.mark_EPAEXT

lE‘I LTI T YA Y]

[JKeep me signed in

Forgot username? or Forgot password?

EPA Enterprise

Mot a member of this organization?

Sign in to your account on ArcGIS Online

Privacy



https://epa.maps.arcgis.com/

2. After logging in, click your profile at the upper right hand of the screen and click My settings.

Q @ s Mark Murphy
= se e murphy.mark_EPAEXT

My profile

My settings
My Esri

Training
Community and

Mark Murphy Forums

murphy.mark_EPAEXT ArcGlSs B|Og

Help

Sign Out

3. In My settings, click Security, and then click Enable under Multifactor authentication.

General Securlty
S it
ecunty Password
Licenses ‘ Change password ‘
Credits

Multifactor authentication

Security Question

What city were you born in?




4. The Multifactor Authentication window will present three authenticator options. Download the
desired authenticator to your mobile device and click Next.

Multifactor Authentication édesri

Follow these steps to add an extra level of security to
your account. Once you're finished, you'll be asked
for additional security information each time you

sign in to your account from any computer or device.

Install a supported authenticator app on your device

Google
Google Authenticator

i0S
Google Authenticator

Windows
Authenticator




5. Use your authenticator app to scan the QR code in the Multifactor Authentication window.

Multifactor Authentication édesri

Use the app to scan this QR code

g
Example Scan
EI

Can't scan the code?

Bacl Mext




6. Inthe authenticator app, choose the Other (Google, Facebook, etc.) option. Note: the example
below uses the Microsoft Authenticator.

12:39 4

« Search

G Add account

WHAT KIND OF ACCOUNT ARE YOU ADDING?

Personal account

Work or school account

TR
Bl s .

Other (Google, Facebook, etc.)

7. Click Continue at the next window to acknowledge you are overwriting security for your GPO
account.

12:39 9

« Search

= Authenticator

I-‘él-l GDIT 5
mark.s.murphy@gdit.com

m Azure AD 5
Murphy.MarkS@epa.gov

g This action will overwrite [

existing security information
for your account:
murphy.mark_EPAEXT@www
.arcgis.com.

To prevent being locked out
of your account, continue
only if you initiated this action
from a trusted source.

Cancel Continue




8. The authenticator app on your phone will display a 6-digit code.

PLEASE DO NOT USE THE CODE IN THE EXAMPLE BELOW

12:44 7

4 Search

= Authenticator

E‘ GDIT
mark.s.murphy@gdit.com

EI Azure AD
Murphy.MarkS@epa.gov

WwWw
murphy.mark_EPAEXT@www.arcgi...

610 093 ©

9. Enter the code in your GPO web browser and click Verify.

Signinto U.S. EPA @esri

Multifactor Authentication

Use your authentication app to generate a six-digit

code in order to complete the sign in process.

Enter the code your app provided:

Having trouble signing in with your code?




10. If you are able to login to the GPO using the code from your authenticator, you now have MFA
enabled for your GPO account and you have completed the mandatory requirement.

11. For additional assurance that MFA is enabled, go back to My Settings, click Security and note
that the option to enable Multifactor Authentication is no longer available.

NOTE: clicking “Disable” will remove MFA from the account and you will need to repeat the MFA
process otherwise your account will become disabled.

Security

General
Securi
‘ kY Password
Licenses Change password
Credits

Multifactor authentication

Disable




Frequently Asked Questions
Installing an authenticator app on a phone is not an option for me. What alternatives are there?

There are many compatible authenticator applications, including desktop and browser-based
alternatives. Some popular ones include:

https://login.gov/help/get-started/authentication-options/
e Android options: Google Authenticator, Authy, LastPass, 1Password.
e i0S options: Google Authenticator, Authy, LastPass, 1Password.
e  Windows apps: 1Password, OTP Manager, Authy.
e Mac apps: 1Password, OTP Manager.
e Chrome extensions: Authenticator.

Can | use more than one authenticator?

Only one authenticator can be used at a time, so if you wish to switch authenticators, you must
first disable MFA and then re-enable it with a different authenticator. Some of the
authenticators (Authy, 1Password) can synchronize across devices to provide more flexibility.

Can | use Login.gov?

Yes, you may visit https://waa.epa.gov, login with your login.gov account, and select
GeoPlatform from the list of communities to request access to. After your request is approved,
you will be able to select EPA Enterprise instead of ArcGIS from the GeoPlatform login options,

and login via Login.gov. You will be assigned a new username and will need to work with a GPO
admin to migrate any content items.

Is multifactor only for mobile devices?

When multifactor authentication is enabled, it applies to any login - desktop or mobile browsers
or applications like Survey 123 or ArcGlIS Pro.

When | scan the QR code shown with my authenticator app, the login says murphy.mark_EPAEXT -
why?

The GeoPlatform generates a QR code that is unique to your login. If yours says
murphy.mark_EPAEXT it means you scanned the QR code from the first copy of this help
document rather than the one generated in the GeoPlatform which is unique to your account.
Please follow the instructions and scan your unique code in a web browser.


https://gcc02.safelinks.protection.outlook.com/?url=https%3A%2F%2Flogin.gov%2Fhelp%2Fget-started%2Fauthentication-options%2F&data=05%7C01%7Cminton.gabrielle%40epa.gov%7C82eebeba6afd42f8103a08da9c18a427%7C88b378b367484867acf976aacbeca6a7%7C0%7C0%7C637993926887611938%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=KfGQf3r3ncSH7H6EscCV0988C1zsu%2BlyGuIJIJlAi6M%3D&reserved=0
https://play.google.com/store/apps/details?id=com.google.android.apps.authenticator2&hl=en
https://authy.com/
https://lastpass.com/
https://1password.com/
https://itunes.apple.com/us/app/google-authenticator/id388497605?mt=8
https://authy.com/
https://lastpass.com/
https://1password.com/
https://1password.com/
https://www.microsoft.com/en-us/store/p/otp-manager/9nblggh6hngn
https://authy.com/blog/more-authy-innovation-onetouch-now-on-desktop/
https://1password.com/
https://itunes.apple.com/us/app/otp-manager/id928941247?mt=12
https://chrome.google.com/webstore/detail/authenticator/bhghoamapcdpbohphigoooaddinpkbai?hl=en
https://waa.epa.gov/

Guidance for using Login.gov with EPA GeoPlatform
This document assumes that you have already created a login.gov account. The process for doing so is
well documented here:

https://login.gov/create-an-account/

If you wish to use your login.gov account to access EPA’s GeoPlatform, first visit https://waa.epa.gov
where you will be prompted to login using login.gov.

Select a Login Method

Login.gov PIV Card

U LOGIN.GOV

EPA Gateway is using a credential provider to allow
you to sign in to your account safely and securely.

If you do not have an existing Login.gov account, you
will be able to create one before you log in.

(@ FAQ & Help & Rulesof Behavior @ Privacy & Security Notice

After successfully logging in, you will see a screen like this:


https://login.gov/create-an-account/
https://waa.epa.gov/

O LOGIN.GOV {"’EPA =ll:*r‘-rt'uw.c

8=

You’'ve created an account with
Login.gov

We'll share this information with EPA Production:

® Email address

exampleuser@domain.com

EPA Production will only use this information to connect to
your account.

Agree and continue

Click “Agree and continue”, and you will be taken to a screen that looks like this:



M United States
N EPA Environmenial Protection
\’ Agency

User Profile

Welcome, Example User

About Web Application Access

The EPA Web Application Access provides a shared, centrally managed infrastructure that provides web access
management services to EPA web applications, 50 that these functions need no longer be independently developed
or incorporated into individual applications. The WAA page provides users with access to the WAM user and

approver management functions.

Contact Us Privacy & Security Notice

In order to use your login.gov account with EPA GeoPlatform, you must be a member of at least one EPA
Web Community. The preferred community for EPA GeoPlatform is titled GeoPlatform.



Community Access User Profile Help Logoff

Welcome, Example User

This page allows you to select communities that are available to you on the Web Access Management page.
Instructions:
1) To join a community, check the box next to the community name. You can join and leave multiple communities at one

time. When you are satisfied, click the "Submit™ button at the bottom. Some communities require authorization, you will
be notified via an email when your enrollment in the community is approved by the community owner.

2) If you wish to leave a community that you are a member of, contact web application access support team at
EISD@epa.gov

Your current communities are checked below. Add checks to new communities you want to request to join.

[ Financial Assurance Compliance Tracking Tool (FACTT) -
[CJ FRS Linkage Application
[J General Web Application Access
[ Geologic Sequestration Data Tool
| O GeoPiatform
[J GHGRP - Greenhouse Gas Reporting Program

GoAnywhere Communities
(J 3550_TrUSTD
[ Computational Toxicology
[J Moves Team External

[ Mational Center for Computational Toxicology

—_ -

You should then receive an email at the address you registered with login.gov indicating that your
request for access has been received and is pending approval. Your EPA sponsor will review the request,
and when the request has been approved, you should receive an email similar to the one below:

—————————— Forwarded message ---------

From: <wam support@epa.gov>

Date: Fri, Sep 16, 2022 at 2:01 PM

Subject: Approved - Request for GeoPlatform Application Access
To: <exampleuser@domain.com>

Dear Example User,

Your request for access to the GeoPlatform Community has been approved. The next time
you log in to the EPA WAA you will be able to access the Community.

If you have any problems with your access, please contact the Community Manager.

Sincerely,
EPA WAA Manager


mailto:wam_support@epa.gov
mailto:exampleuser@domain.com

Once you have received this email you may now visit EPA’s GeoPlatform at

https://epa.maps.arcgis.com/, and select “EPA Enterprise” for login, go through the login.gov
authentication, and will successfully log in:

Sign in to U.S. EPA with esri

ArcGIS login it

EPA Enterprise

Mot a member of this organization?

Sign in to your account on ArcGIS Online

Privacy

You will be assigned a userID that begins with x, followed by the first initial of your first name and the
first six letters of your last name. You won'’t be prompted to enter the userid, but it’s helpful to make
note of it, particularly if you need to join groups or transfer content items between accounts. If you

previously had an ArcGlIS.com account, you may need to work with a GPO Admin to transfer your items
and privileges between accounts.



O\ ﬂ Example User

xeuser_EPA

My profile
My settings
My Esri
Training

Community and
Example User Forums

Xeuser_epa ArcGIS 8109
Help
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