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1 Introduction

Central Data Exchange (CDX) awebbasedsystem used forarious electronic environmeal

data submissions to the United Steasironmental Protection Agency (EPA). CDX allows
users submitting data 6P Ato register for the specific programioferest.The CDX system
alsoallows for several offices within EPA tse a common framework where a user can access
several different flows to satisfy reporting requirements across multiple offit@s.

information about CDX is available atww.epa.gov/cdx

1.1  Purpose

The purposeof this document is to walk through the registratmmduser profie management
processel CDX, specifically for Chemical Safety and Pesticide Programs (CSPP) workflow
submissions If the user is currently submitting under Toxic Substances Control Act (TSCA)
electronically, the user should register for the CSPP workfldwe. CDXmodernization effort
improves the user experience througim updatediser interface, as well as streasdnuser
registration processes for CDX web users, including migration ofuseraccounts and profiles
for users who currently use the systemisTdocument will assist ne@DX usersregisterwith

the CDX system as well asacquaintexisting userswith new systemprocesseand registering

for specific CSPProles

1.2  Topics Covered

This document will cover theegistration process, updates from the old CDX system, and the
MyCDX profile. The sections are described below:

1 Section2 lists the system requirementEhis section describes what a user ndedsccess
and interact withthe system.

1 Section3 outlines the main CDX navigation. This section guides the user through the CDX
screens that do not require a user account.

1 Section4 descibes the CDX core registration process. This section introduces a user to the
registration process

i Section5 describes the program organization a user shegdter for based on the
document or submission they are reportingwathin the Section 5 Notices and Supports
application

1 Section6 provides guidance regardisglecting and registering for the appropriate user role
for the eReporting modules, includirgpr Your Information EY1), Section 4, Section 8(a),
Section 8(d), and Section 8(e)

9 Section7 provides guidance regarding selecting and registering for the appropriate user role
for the Chemical Data Reporting (CDR) module

1 Section8 describes the role sponsorship module angbtbeess of registering fa@dditional
agent/consultantoles as it applies to the Section 5 Notices and Supports application

1 Section9 describes the multiple Authorized Offici@hO) functionality. This section guides
the user through how to utiize this functionaliy.

1 Section10describes additional verification processes that users may have to go through after
registration. This section wil only apply to users registering for flows that require additional
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identity verification. Additionally, this section will walk a user through the different
verification processes thhe/shecould facebased on the program servioe/sheselecs.

9 Sectionl1describes the process of managing user and organization information and adding
program services after a user has completed the initial registration process.

1 Section12 describes the log in process for users who have been migrated from the system
prior tothe update on October 1, 2012. This section will identify what a migrated used shoul
expect when logging into the updated system.

9 Section13describes the log in process for retagnusers. This section will identify what a
retum user should expect after their inttial log in.

1 Section14 gives a MyCDX overview. This section wil review existing and new functions of
the system and walk a user through navigating the new system.

1.3  Application Support

Help can be accessed by using theiallg options:

By Telephone:
Persorto-person telephone support is available from 8:00 am to 6:0@gstern standard
time/eastern daylight tméeST/EDT). Calt he CDX H ®ll-fige liDeeas 838896
1995 or 9704945500 for callers from Puerto Rico and Guam.

1 By Email:
Sendan email to Technical Support helpdesk@epacdx.n&tith ATechnical Suppottin the
@ubjech line.

1 By Chat:

Click the 6Chat witbntthke COHRKROo ittanerateDdavelix 6 p & g B kK
form to enter information regarding your help request.

1 By Contact Form:

Enter information in the text fields under t
page

1By Website:

Users can contact t he C Deé¢nahtps/oux.dpa.goviComtdtte 6 C o n
and read the help sectionhtips://cdx.epa.gov/Help

A O6Fregquent |y (FAQ)sectibn iQlsoawwibbleo ns 6
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2 System Requirements
To use CDX, the followingarerequired:

1 An e-mail account

9 JavaScript enabled web browser

1 Internet access

9 Adobe Acrobat Reader 5.0 or higher
2.1  Supported Browsers

1 Internet Explorer(IE) 7 or aboe
- Go to the following link to download:
http//windows.microsoft.com/ed S/internetexplorer/downloads/ie

9 Mozilla Firefox 30 or above
- Go to the following link to download:

http://www.mozilla.com/esUS/firefox/altolder.html

9 Safari 4 or above
- Go to the following link to download:
http://support.apple.com/kb/dI8 77

9 Google Chrome
- Go to the following ihk to download:
http//www.google.com/chrome
9 Opera

- Go to the following link to download:
http//www.opera.com/download

2.2 Screen Resolution

Screen resolution shidube setto 1024 x 768 or greater.
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3 CDX Main Navigation

The following section provides an overview of the pafeas areaccessible upon first navigating
to the CDX Homepage before beginning the registration pracess

3.1 Overview

CDX s an application used by EPA programs and various stakeholders to manage environmental
data transmitted tBPAto meet EPA reporting requirements. As part of@eX system the

user egistration component is used to faciltate usmress to a program. ithin the user

registration component, program offices have the ability to define the roles and information
required by new users to complete the registration proBas®d on th@rogram servicend

role combinations, each program has different information that arustprovide CDX

captures the requirements for epobgram servicend role and prompts the user for only the
information required. Some roles do not require any additional infamawhereas others

require identity proofingand/or additional informatiorprocessing Thefollowing sections will

walk through howa user willregister for differentprogram services

3.2 CDX Homepage

The CDX homepageés the landing screen from which yoaue the ability to access and interact
with CDX. The CDX home screen can be accessed by the following hiiiyss://cdx.epa.gqv
and provides the user with the following features:

i Log In: If you already havea CDX accout, you may log ito the system bgntering your

useridentification (D) andpasswordnformation andc | i ¢ ki ngn 6t hbeut& long Iloc a |

the righthand side of the screen

{1 Registration:] f you do not have a CDX achottorutat , clic

begin the registration process outlined later in kistion

9 Welcome Announce mentThis text area provides welcome text that is visible to all users
who visit CDX.

fImportant Alets: The al er t ssoi it dtahte adpNoetairc ebel ow t he
A n n o u n c @avide nypudwith system or prograspecific informaton.The GO Not i ce s
wil only appear if there are any alerts regarding CDX.

6
0

I Warning Notice andPrivacy Policy: The o6 War ning Noticdementsd Pri v

are displayed on the CDXomepageproviding you with a list of theterms of se for the
CDX systan, whether you decide to logtay or register with, the system.
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Exhibit 3-1 showsascreercaptureof the CDX Homepaged s o(Scwlieln

Exhibit 3-1: CDX Homepage Screen (Scroll 1)

“EPA
o’
\’ United States Environmental Protection Agency

Home About Recent Announcements Terms and Conditions Help

CD)% Central Data Exchange S

Log in to CDX
User ID

Password

e

Forgot your Password?
Forgot your User ID?
Warning Notice and Privacy Policy

Welcome

Welcome to the Environmental Protection Agency (EPA) Central Data Exchange (CDX) - the Agency's electronic reporting site. The
Central Data Exchange concept has been defined as a central point which supplements EPA reporting systems by performing new
and existing functions for receiving legally acceptable data in various formats, including consolidated and integrated data.

Warning Notice

In proceeding and accessing U.S. Government information and information systems, you acknowledge that you fully understand and consent to all
of the following:

1. you are accessing U.S. Government information and information systems that are provided for official U.S. Government purposes only;

2. unauthorized access to or unauthorized use of U.S. Government information or information systems is subject to criminal, civil, administrative,
or other lawful action;

3. the term U.S. Government information system includes systems operated on behalf of the U.S. Government;

4. you have no reasonable expectation of privacy regarding any communications or information used, transmitted, or stored on U.S. Government
information systems;

5. at any time, the U.S. Government may for any lawful government purpose, without notice, monitor, intercept, search, and seize any authorized
or unauthorized communication to or from U.S. Government information systems or information used or stored on U.S. Government
information systems;

6. at any time, the U.S. Government may for any lawful government purpose, search and seize any authorized or unauthorized device, to include
non-U.S. Government owned devices, that stores U.S. Government information;

7. any communications or information used, transmitted, or stored on U.S. Government information systems may be used or disclosed for any
lawful government purpose, including but not limited to, administrative purposes, penetration testing, communication security monitoring,
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Exhibit 3-2 showsascreen capturef the(CDXHomepagé scr een ( Scr ol l

Exhibit 3-2: CDX Homepage Screen (Scroll 2)

1.
2.

8.

Welcome

Welcome to the Environmental Protection Agency (EPA) Central Data Exchange (CDX) - the Agency's electronic reporting site. The
Central Data Exchange concept has been defined as a central point which supplements EPA reporting systems by performing new
and existing functions for receiving legally acceptable data in various formats, including consolidated and integrated data.

Warning Notice and Privacy Poli

Warning Notice

In proceeding and accessing U.S. Government information and information systems, you acknowledge that you fully understand and consent to all
of the following:

you are accessing U.S. Government information and information systems that are provided for official U.S. Government purposes only;
unauthorized access to or unauthorized use of U.S. Government information or information systems is subject to criminal, civil, administrative,
or other lawful action;

. the term U.5. Government information system includes systems operated on behalf of the U.S. Government;
. you have no reasonable expectation of privacy regarding any communications or information used, transmitted, or stored on U.5. Government

information systems;

. at any time, the U.S. Government may for any lawful government purpose, without notice, monitor, intercept, search, and seize any authorized

or unauthorized communication to or from U.S. Government information systems or information used or stored on U.S. Government
information systems;

. at any time, the U.S. Government may for any lawful government purpose, search and seize any authorized or unauthorized device, to include

non-U.5. Government owned devices, that stores U.S. Government information;

. any communications or information used, transmitted, or stored on U.S. Government information systems may be used or disclosed for any

lawful government purpose, including but not limited to, administrative purposes, penetration testing, communication security monitoring,
personnel misconduct measures, law enforcement, and counterintelligence inquiries; and
you may not process or store classified national security information on this computer system.

Privacy Statement

EPA will use the personal identifying information which you provide for the expressed purpose of registration to the Central Data Exchange site
and for updating and correcting information in internal EPA databases as necessary. The Agency will not make this information available for other
purposes unless reguired by law. EPA does not sell or otherwise transfer personal information to an outside third party. [Federal Reqister: March
18, 2002 (Volume 67, Number 52)][Page 12010-12013].

3.2.1

About CDX

2)

From the CDXh o me page, y ou c &bDXda csccfeoseteent ahbe | 6aAbbeol uet d
at the top of the screefihed A b €DXbscreerprovides general information about the CDX
system requirements and procedures that site users should be aw@reeohing regution,
user information, and system information. Tabs are available across thertab the CDX
homepagdor auser to read informatiomegardingspecific CDX topics. Additional information

is provided in theFAQOGsection. Please s&ection14.5for more information on théFAQO
screen.

TDD 9.21 OPPT CIS CDX CSPP Registration User Guide
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Exhibit 3-3 shows ascreen capturef the GAbout CDXdscreer(Scroll 1}
Exhibit 3-3: About CDX Screen (Scroll 1)

<EPA
S
\’ United States Environmental Protection Agency

Home About Recent Announcements Terms and Conditions Help

CD)& Central Data Exchange conteLls

Log in to CDX
User ID

Password

I
“LogIn  Register with COX

Forgot your Password?
Forgot your User ID?
Warning Notice and Privacy Policy

About CDX

Regulation | User Information | | System Information |

The CDX registration site supports the requirements and procedures set forth under the EPA's proposed Cross-Media
Electronic Reporting Regulation. The following language about registering for Central Data Exchange comes from Part D (i.e.
"Submitter registration process") of the Section 3.2000 (i.e. "What are the criteria for acceptable electronic document
receiving systems?"):

An acceptable electronic document receiving system must require that anyone who submits an electronic document to the
system first register with the agency to which the document is to be submitted. The registration process must establish the
identities of both the registrant, who is the prospective submitter, and any entity that the registrant is authorized to represent,
and must establish that the registrant is authorized to submit the document in question for the entity being represented. In
addition, where the documents to be received will require signature, the registration process must:

(1) Establish the registrant's identity, and the registrant's relation to any entity for which the registrant will submit
electronic documents, with evidence that can be verified by information sources that are independent of the registrant and
the entity or entities in question and that would be sufficient to identify the registrant as the signature holder for purposes
of supporting litigation consistent with paragraph (b) of this section;

(2) Establish and document a unique correlation between the registrant and the code or device that will constitute or
create the electronic signature of the registrant as a submitter;

TDD 9.21 OPPT CIS CDX CSPP Registration User Guide
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Exhibit 3-4 showsascreencaptureft h e O0CDKGsargen (Scroll 2)
Exhibit 3-4: About CDX Screen (Scroll 2)

(2) Establish and document a unique correlation between the registrant and the code or device that will constitute or
create the electronic signature of the registrant as a submitter;

(3) Require that the registrant sign on paper, or in such other manner or medium as the Administrator in his or her
discretion may determine as appropriate for a category of electronic reports, an electronic signature agreement specifying
at @ minimum that the registrant agrees to:
(i) Protect the electronic signature from unauthorized use, and follow any procedures specified by the agency for this
purpose;
(i) Be held as legally bound, obligated, or responsible by use of the assigned electronic signature as by hand-written
signature;
(iif) Where the signature method is based on a secret code or key, maintain the confidentiality of each component of
the electronic signature;
(iv) In any case, never to delegate the use of the electronic signature, or in any other way intentionally provide access
to its use, to any other individual for any reason; and
(v) Report to the entity specified in the electronic signature agreement, within twenty-four hours of discovery, any
evidence of the loss, theft, or other compromise of any component of an electronic signature;
(4) Provide for the automatic and immediate revocation of an electronic signature in the event of:
(i) Any actual or apparent violation of the electronic signature agreement;
(ii) Any evidence that the signature has been compromised, whether or not this is reported by the registrant to whom
the signature was issued; or
(iif) Notification from an entity that the registrant is no longer authorized by the entity to submit electronic documents
on its behalf;
(5) Require that the registrant renew his or her electronic signature agreement at least once every two years, or upon
request by EPA, with a renewal agreement that:
(i) Complies with the provisions listed in paragraph (d)(3) of this section; and
(i) Includes the registrant's certification that he or she has complied with provisions listed in paragraph (d)(3) of this
section since issuance of the signature, and that all reports submitted under the signature since the electronic signature
agreement was last signed were reviewed and submitted by the registrant;
(6) Provide for a registrant who is surrendering his or her electronic signature to certify that he or she has complied with
provisions listed in paragraph (d)(3) of this section since issuance of the signature and that all reports submitted under the
signature since the electronic signature agreement was last signed were reviewed and submitted by the registrant.

3.2.2 Recent Announcements

From the CDXh o me pa g e, you can access the O6Recent An
| abeled ORecent Announcementsodéo at the top of
announcements, both current and archived. The most recent announcements are displayed as
important alerts on the homepage. If an alert on the homepage is too long, it will display in a

teaser format with a hyperlink to view more details. Upon clicking the hyperlink on the

homepage, the user wil be directedtethd6 Recent Ann mntoviewethee nt sé scr e
announcement in its entirety.nA 6 Ol d e r  a rink displays aetrthe bottaendof a set of

announcements to display announcements fronpdkésix months.

TDD 9.21 OPPT CIS CDX CSPP Registration User Guide
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Exhibit 3-5 showsascreencaptureft he O Recent d¢reenouncement so

Exhibit 3-5: Recent Announcements Screen

“EPA
S
\’ United States Environmental Protection Agency

Home About Recent Announcements Terms and Conditions Help

CD}& Central Data Exchange coneLls

Log in to CDX
User ID

Password

I
“logIn  Register with COX

Forgot your Password?
Forgot your User ID?
Warning Notice and Privacy Policy

Recent Announcements

Announcements for: 9/6/2014 - 3/6/2015

Tuesday, January 27, 2015:

sunday, February 8, 2015 - 8:00 PM to 12:00 AM ET - Server Maintenance: CDX and the Exchange Network may experience intermittent outages
due to server maintenance.

Friday, November 14, 2014:

Saturday, November 22, 2014 - 6:00 AM to 12:00 PM ET - Database Upgrades: CDX Web and the Exchange Network may experience intermittent
outages due to database maintenance.

Tuesday, September 30, 2014:

Friday, October 3, 2014 - 9:00 PM ET to Saturday, October 4, 2014 - 12:00 PM ET — Database Maintenance: The FRS dataflows and registration
for CEDRI and CSPP will be intermittently unavailable due to database maintenance.

Monday, September 15, 2014:

Monday, September 15, 2014 — 3:00 PM to Tuesday, September 16, 2014 — 8:00 AM ET — CDX Web and the Exchange Network may experience
intermittent outages due to system patching.

Older announcements

3.23 Terms and Conditions

From the CDX home pa §eems andonditonda ns aceers sf tdire tdh e
| abeTllerdmsé and aClerop bftthe screshbis page provides the terms and
conditions for use of t he asmmenovarning aotice, andhi s i

user credential noticedny user wio registers for or has a CDX account is legally bound by
these conditions.

TDD 9.21 OPPT CIS CDX CSPP Registration User Guide
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Exhibit 3-6 shows ascreen capturef the dTerms and Conditioi@sscreer(Scroll 1)
Exhibit 3-6: Terms and Conditions Screen (Scroll 1)

[ 2 ) P
o’
\’ E A United States Environmental Protection Agency

Home About Recent Announcements Terms and Conditions Help

CD)% Central Data Exchange Contact Us

Log in to CDX
User ID

Password

————

Forgot your Password?
Forgot your User I1D?
Warning Notice and Privacy Policy

Terms and Conditions

The access and use of CDX Registration for the electronic submittal of environmental information require the creation of a user ID
and password that I must maintain and keep confidential. T will review the following steps concerning the creation and
maintenance of a user ID and password.

Warning Notice

In proceeding and accessing U.S. Government information and information systems, you acknowledge that you fully understand
and consent to all of the following:

1. you are accessing U.S. Government information and information systems that are provided for official U.S. Government
purposes only;

2. unauthorized access to or unauthorized use of U.S. Government information or information systems is subject to criminal, civil,
administrative, or other lawful action;

3. the term U.S. Government information system includes systems operated on behalf of the U.S. Government;

4. you have no reasonable expectation of privacy regarding any communications or information used, transmitted, or stored on
U.S. Government information systems;

5. at any time, the U.S. Government may for any lawful government purpose, without notice, monitor, intercept, search, and seize
any authorized or unauthorized communication to or from U.S. Government information systems or information used or stored
on U.S. Government information systems;

6. at any time, the U.S. Government may for any lawful government purpose, search and seize any authorized or unauthorized
device, to include non-U.S. Government owned devices, that stores U.S. Government information;

TDD 9.21 OPPT CIS CDX CSPP Registration User Guide
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Exhibit 3-7 showsascreencaptureft he o0 Ter ms acrakn(Scooh2d)i t i ons O

Exhibit 3-7: Terms and Conditions Screen (Scroll 2)

5. at any time, the U.5. Government may for any lawful government purpose, without notice, monitor, intercept, search, and seize
any authorized or unauthorized communication to or from U.S. Government information systems or information used or stored
on U.S. Government information systems;

6. at any time, the U.S. Government may for any lawful government purpose, search and seize any authorized or unauthorized
device, to include non-U.5. Government owned devices, that stores U.5. Government information;

7. any communications or information used, transmitted, or stored on U.S. Government information systems may be used or
disclosed for any lawful government purpose, including but not limited to, administrative purposes, penetration testing,
communication security monitoring, personnel misconduct measures, law enforcement, and counterintelligence inquiries; and

8. you may not process or store classified national security information on this computer system.

Privacy Statement

EPA will use the personal identifying information which you provide for the expressed purpose of registration to the Central Data
Exchange site and for updating and correcting information in internal EPA databases as necessary. The Agency will not make this
information available for other purposes unless required by law. EPA does not sell or otherwise transfer personal information to an
outside third party. [Federal Register: March 18, 2002 (Volume 67, Number 52)][Page 12010-12013].

Choosing a CDX Password

For CDX registration purposes, I agree to select a password which will not be easily guessed (e.g., my name, my children's names,
birthdays, etc.). Passwords must be a minimum of 8 alpha-numeric characters (no spaces or special characters) and contain at
least 1 of each of the following:

« uppercase character

« lowercase character

o number

Passwords may not begin with a number nor contain the word "password" nor contain your User Name.

Protecting my CDX Password

I agree to protect my CDX passwaord.

I will not divulge my password to any other individual: 1 will not store it in an unprotected location; and I will not allow it
to be written into computer scripts to achieve automated login.

Limited CDX Software Distribution

Any distribution of software provided by the Environmental Protection Agency's Central Data Exchange shall be handled according
to any defined license practices.

TDD 9.21 OPPT CIS CDX CSPP Registration User Guide
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Exhibit 3-8 showsascreencaptureft he o0 Ter ms acraen(Scooh3)i t i ons o6
Exhibit 3-8: Terms and Conditions Screen (Scroll 3)

Protecting my CDX Password
I agree to protect my CDX password.

I will not divulge my password to any other individual; 1 will not store it in an unprotected location; and I will not allow it
to be written into computer scripts to achieve automated login.

Limited CDX Software Distribution

Any distribution of software provided by the Environmental Protection Agency's Central Data Exchange shall be handled according
to any defined license practices.

CDX provides tools which contains FIPS-validated RSA BSAFE Crypto-] which is classified under Export Commaodity Classification
Number (ECCN) 5D002 "Encryption Sofware" referenced under CCATS G059799. This product is eligible for license exception ENC
under Sections 740.17 (A) and (B) (2) of the Export Administration Regulations (EAR). The exportation of this item classified by
the Bureau of Industry and Security (BIS) as 5D002 "Unrestricted" to foreign subsidiaries of US companies is permitted under this
license exception ("ENC "Encryption"). This license exception does not apply to the embargoed nations of Cuba, Iran, North Korea,
Sudan and Syria or any parties found on the various government denial lists including the Department of Commerce Denied Parties
List. For additional information and guidance regarding your use of this product, please refer to the United States' standard
regulations for encryption at http://www.access.gpo.gov/bis/ear/pdf/740.pdf

Actions to take if my CDX Account has been Compromised

If T have determined that my CDX account has become compromised, I agree to contact the CDX Technical Support staff at 888-
890-1995 or (970) 494-5500 for International callers as soon as possible.

Terminating my CDX Account

I agree to notify CDX within ten working days if my duties change and I no longer need to interact with the CDX on behalf of my
organization. I agree to make this notification via either the CDX web interface or by notifying the CDX Technical Support staff at
888-890-1995 or (970) 494-5500 for International callers. This notification will allow CDX to deactivate my account and protect it
from potential abuse by others.

3.24 Help

This page provides multiple options for users to contact the X deskUsers can contact

the help desk by phorar email The contact information is for both domestic and international

end usergseeExhibit 3-9). Usersalsohavethe abilty to send a messageBBAhelp desk via

the contact form.You may accesstheaora ct f or m by clicking the 06C¢
login section(seeExhibit 3-10 andExhibit 3-11).
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Exhibit 3-9 showsascreen capturef the (Helpdscreen
Exhibit 3-9: Help Screen

<EPA
\’ United States Environmental Protection Agency

Home About Recent Announcements Terms and Conditions Help

CD)% Central Data Exchange = Contact Us

Log in to CDX
User ID

Password

Log Tn o e

Forgot your Password?
Forgot your User ID?
Warning Notice and Privacy Policy

Contact Us

Click here to view current status for all Program Services.

For Web Submission Support, two support options are available:

By Telephone:

Person-to-person telephone support is available from 8:00 am to 6:00 pm (EST/EDT). Call our toll-free line at 888-890-1995 or

(970) 494-5500 for International callers.

By E-mail:
Send e-mail to Technical Support at helpdesk@epacdx.net.

We also have lists of Frequently Asked Questions that you might find helpful.
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Exhibit 3-10 shows a screen capturef the &Contact Udscreer(Scroll 1)
Exhibit 3-10: Contact Us (Scroll 1)

o
\" EPA United States Environmental Protection Agency

Home About Recent Announcements Terms and Conditions ]

CD)% Central Data Exchange —

Log in to CDX

Forgot your Password?
Forgot your User ID?
Warning Notice and Privacy Policy

Contact Us

Click here to view current status for all Program Services.
By Telephone:

Person-to-person telephone support is available from 8:00 am to 6:00 pm (EST/EDT). Call our toll-free line at 888-890-1995. (970)
494-5500 for International callers.

By E-mail:

Send e-mail to Technical Support at helpdesk@epacdx.net.

By Chat:

Chat with the CDX Help Desk to answer your questions. [ext

Contact Form

EPA welcomes your comments, especially comments on how we can improve our Web site. We strive to respond to every
comment with an answer or an appropriate referral as quickly as possible. Most comments will be responded to within 2-3
business days.
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Exhibit 3-11 showsa screen captureft h e 0 C o sctean¢Scroll2s 6
Exhibit 3-11: Contact Us (Scroll 2)

Send e-mail to Technical Support at helpdesk@epacdx.net.

By Chat:

Chat with the CDX Help Desk to answer your questions.

Contact Form

EPA welcomes your comments, especially comments on how we can improve our Web site, We strive to respond to every
comment with an answer or an appropriate referral as quickly as possible. Most comments will be responded to within 2-3
business days.

Please help us answer your request by including a correct e-mail address. We have answered thousands of requests, but we
receive many messages that we can't respond to because of incorrect email addresses. Also, if you are referring to a specific page
within the EPA CDX web site, please include a URL or title for the page. If your browser doesn't support forms, you can e-mail your
comment to us at helpdesk@epacdx.net.

Name *

Organization

Email *

Comments *
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4 CDX Core Registration

Tobeginther egi stration process, tonthatdsplayshrethe&BP¥e gi st e
header on the main CDX navigation screens as list& ation 3.

4.1 Terms and Conditions

Afterc | icking the ORegi gther CRDIXt D TEDXE kwtdt Crondi t
Exhibit 4-1) displays the following terms andanditions:

9 Acceptance of warning and privacy policies
9 Choosing a complex password

1 Protecting your password

1 Notifying CDX of possible misuse of account
i Limiting distribution of CDX software

1 Agreement tanotify CDX of changes in duties

You can accept the terms anohditions byselectingt h e 6 | radiobuttoa gnt dicking the
@Proceedbutton You can alsa@ancel the registration tselectingt h e 6 | rafliogettoni n e 6
and clickinguttoh trlgyc BiPa loicrege d© h e OnéeGaurhave dcéeptddthe t o n
registration agreemerthe application redirects ydo proceed with the registration procel§s.

you do not agree to the termsdaconditions, you will not be able to continue vitie

registrationprocess
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Exhibit 4-1 shows ascreen capturef theCDX0 Ter ms andscleenndi ti ons 0
Exhibit 4-1: CDX Terms and Conditions Screen

<EPA
S
\’ United States Environmental Protection Agency

Home About Recent Announcements Terms and Conditions Help

CD)s Terms and Conditions = Contact e

The access and use of CDX Registration for the electronic submittal of environmental information require the creation of a
user ID and password that I must maintain and keep confidential. T will review the following steps concerning the creation
and maintenance of a user ID and password.

Warning Notice

In proceeding and accessing U.S. Government information and information systems, you acknowledge that you fully
understand and consent to all of the following:

1. you are accessing U.S. Government information and information systems that are provided for official U.S. Government
purposes only;

2. unauthorized access to or unauthorized use of U.S. Government information or information systems is subject to criminal,
civil, administrative, or other lawful action;

3. the term U.S. Government information system includes systems operated on behalf of the U.5. Government;

4. you have no reasonable expectation of privacy regarding any communications or information used, transmitted, or stored
on U.S. Government information systems;

I Accept
I Decline

4.2  Program Service

The6 Pr ogram Serviced screen i s andibiedicated inshe st ep
breadtrumb barat the top of the page

T h €rogham Service s cr e e n d iagiablegprpgamsarvicksfrant whichfyou can
choose(seeExhibit 4-3). You may fitter theopenprogramservice listby typing the program

service name or other related program metaidatiae text bafseeExhibit 4-5). You canselect a
programby clicking the program namg¢ e . g . OCSPP: Submisandons f or
Pesticide Progrands The selectio on this page wil determine the information you must enter

on subsequent pages.

The search component provides an enhanced search capabilty that instantly displays search

results as search crite@and keywaods areentered by the useffor exampletyping the word

&hemical safeor typing the TSCA Section 5 Notices and Supports form itypethe search

field wil display &Submissions for Chemical Safety and Pesticide Progriantke search

reuts. The system wil/l t a k eregnonge yducelettthe progr&wm | e Ac c e
service
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Exhibit 4-2 shows a list ofapplicationsthatare currentlyavailable underCSPP:

Exhibit 4-2: TSCA Rules Under CSPP Workflow Table

TSCA Rule Submission Form Type Availability
of Application
TSCA Section 5 Noticesand | Premanufacture Notice (PMN) PMN To Be Determined

Supports

Significant New Use Notice
(SNUN)

Test Marketing Exemption
Application (TMEA)

Low Volume Exemption (LVE)

Low Release/Low Exposure
Exemption (LOREX)

LVE Mod

LOREX Mod

Biotechnology

Microbial Commercial Activity
Notice (MCAN)

TSCA Experimental Release
Application (TERA)

TterTExemption

TierlTExemption

Biotechnology Test Market
Exemption (TME)

Support

Amendment

Suspension Request

Test Data

Transier of Ownersnip

Withdrawal Request

Other Correspondence

Bona Fide

N7A

Notice of Commencement (NOC)

N/A

Alternative Control Measures(ACM)

N/A

(TBD)

TSCA Section 8(e) Notice

Section 8(e) Notice

N7A

Avallable

TSCA Section 8(d) Health &
Safety Data Reporting

Section 8(d) Health & Safety Data
Reporting

N/A

Avallable

TSCA Section 8(a) PAIR
Reporting

Section 8(a) Preliminary Assessment
Information Rule (PAIR) Reporting

N/A

Available

TSCA Section 4

Section 4

N/A

Avallable

TSCAFYI

For YourInformation (FYT)

N/A

Available

ISCACDR

Chemical Data Reporting (CDR)

CDR Form U & Joint
Submission

Avallable
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Exhibit 4-3 shows ascreen capturef t h Rrog@mService screer(Scroll 1)

Exhibit 4-3: Program Service Screen (Scroll 1)

(2 )
vEPA
\’ United States Environmental Protection Agency

Home About Recent Announcements Terms and Conditions Help

CD)% Core CDX Registration & Contact Us

1. Program Service 2. Role Access 3. User and Organization 4. Confirmation

Begin typing a program service name or related keywords to filter the list of available services (e.g., air quality system, AQS, or
Clean Air Act).

Active Program Services List

Enter search criteria

ACRES: Assessment Cleanup and Redevelopment Exchange System

ARCS: Aircraft Reporting and Compliance System

CEDRI: Compliance and Emissions Data Reporting Interface

CROMERRS: CROss-Media Electronic Reporting Rule Services

CSPP: Submissions for Chemical Safety and Pesticide Programs

e-NEPA: NEPA Electronic Filing System

eNOI: Electronic Notice of Intent for the PGP, 2012 CGP, LEW, and VGP VOTR

eSIPS: electronic State Implementation Plan Submission

FOND: Fuel Oil Non-Availability Disclosure

GLENDA: Great Lakes Environmental Database Query System

GMG290000: NeT - EPA Region 6 Outer Continental Shelf NPDES Permit

iBoard: EPA Internet On Boarding Application

1EPB: Exchange Network Grant Semi-Annual Reporting Forms
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Exhibit 4-4 showsascreencaptureft he O Pr o g scaeen(E®lr2y i c e 6

Exhibit 4-4: Program Service Screen (Scroll 2)
iBoard: EPA Internet On Boarding Application
IEPB: Exchange Network Grant Semi-Annual Reporting Forms
LEAD: Lead-Based Paint Program
MYRCRAID: My Resource Conservation and Recovery Act Identification
0DS: Ozone Depleting Substances
OTAQDCFUEL: Office of Transportation Air Quality DC FUEL Program
OTAQEMTS: Office of Transportation and Air Quality EPA Moderated Transaction System
OTAQREG: Office of Transportation and Air Quality Fuels Registration
OTAQWaiverCredits: Cellulosic Biofuel Waiver Credits Pay.gov Application
R9Exchange: R9 File Exchange
RMPESUBMIT: Risk Management Plan
SSTS: Section Seven Tracking System
SWENOI: Stormwater Notice of Intent for MSGP, NOE, and 2008 VGP
TRIMEweb: Toxic Release Inventory Made Easy Web
TSCA: TSCA
Verify: Vehicles and Engines Compliance Information System - New (1)
VGP: 2013 Vessel General Permit

WCIT: Water Contaminant Information Tool

TDD 9.21 OPPT CIS CDX CSPP Registration User Guide



CDX

Exhibit 4-5 shows ascreen capturef a fitered view of theProgram Serviogscreen

Exhibit 4-5: Program Service Screen (Filtered View)

<EPA
S
\’ United States Environmental Protection Agency

Home About Recent Announcements Terms and Conditions Help

&= Contact Us

CD)& Core CDX Registration

1. Program Service 2. Role Access 3. User and Organization 4. Confirmation

Begin typing a program service name or related keywords to filter the list of available services (e.g., air quality system, AQS, or
Clean Air Act).

Active Program Services List

ca

CSPP: Submissions for Chemical Safety and Pesticide Programs

iBoard: EPA Internet On Boarding Application

MYRCRAID: My Resource Conservation and Recovery Act Identification
OTAQWaiverCredits: Cellulosic Biofuel Waiver Credits Pay.gov Application
TRIMEweb: Toxic Release Inventory Made Easy Web

TSCA: TSCA

4.3 Role Access

The ORole Accessbd screen is the secondn step i
the topbreadcrumtbar. Completed steps are indicated witthackmarkYou arealso able to
navigate back to the first step by clicking ti®rogram Servied stepin the top breadcrumb har

The CDX application allowgrogramsto define user roles that can be selected during

registration. Afteselecting a program servicen Proggamdervio® p a gRole Adcéseé 0
screemwill appear and will allow youo regsterfor a specific role(seeExhibit 4-6).
I f a user wildl be registering under the O6CSPP

Progams 6 pr ogr am s e r type of Sectiannsd\otices and Suppofggrm, dharg
is additional guidance regardinghich role a user should registender For additional guidance
regarding which role to registeindet seeSection5.

Based on program requirements and provisioning, ségionwil provide the appropriate fiefl
for additional information to be collected.eléis wil display for the user to entefacility ID or
to usethe Facility RegistryServices(FRS (seeSection4.3.2). An additional screen wil appear
only for the rolesrequiring additional informationseeSection4.3.7).
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The programs that are provisioned utlize only one role(out of all possible user roles,
including Primary Authorized Officials, Secondary Authorized Officials, Primary
Agents/Consultants, Secondary Agents/Consultants, Primgoyo8s, and/or Secondary

Supports)without additional informationwill skip this page and direct the user to providg/her
user and organization information.

Exhibit 4-6 shows ascreen capturef t h Role &cces8screen
Exhibit 4-6: Role Access Screen

<EPA
\’ United States Environmental Protection Agency

Home About Recent Announcements Terms and Conditions Help

CD)% Core CDX Registration & Contact Us

1. Program Service v 2. Role Access 3. User and Organization 4. Confirmation

Registration Information

Program Service Submissions for Chemical Safety and Pesticide Programs

Role Mot selected

Select a role from the drop down list and provide any required additional information, if applicable. Any role issues will display in
the status below.

Select Role v

Request Role Access

431 Role Access: Additional Information

T h &oledAccessAdditional Informatiord screerdisplays only for roles requiring additional

information that is not collected on the previous scrBased on program requirements and
provisioning, this sreerprovides the following:

9 Programspecific entry fields teollect data that will not be captured in subsequent pages in

the registration process (e.g., the CSPP program requires the Support roled® fivevi
Authorizing Official 1D)

1 Text boxes, radio buttons, and didpwn lists for data collection
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Exhibit 4-7 shows ascreen capturef t h Role @&ccessAdditional Informatio® screen

Exhibit 4-7: Role Access: Additional Information Screen

<EPA
S
\’ United States Environmental Protection Agency

Home About Recent Announcements Terms and Conditions Help

&= Contact Us

CD)& Core CDX Registration

1. Program Service v 2. Role Access 3. User and Organization 4. Confirmation

Program Service Submissions for Chemical Safety and Pesticide Programs

Role Primary Support

The asterisk (*) indicates a required field.

Authorized Official's User ID *

4.3.2 EPA Facility Information

Someprograms require usets provide facility informationfor specific program roledf a role

requires faciltyinformation, textboxes to capture facilty informatioanda &Gearch Faciltie®

buttonwill be displayed(seeExhibit 4-8). If you already know your facility 1D number, you will

be able to input i tfyou dotnot knovhyeur fadiita iEwurhbertegter | D6 f i
in as much information related to the facilty as possiblpetborma searchCl i ck t he 06 Se a
Facilitiesd button t o (seeEahibicdB) basedon thexfieldstthatng EP A
you have enteredror certain programsf the facilty information cannot be found, you have the
opportunity to create a faciity and submit the informatfon review and inclusion in FR&ee

Exhibit 4-10).

The facilty search, searchresults, and creation pages are displayeem captureselow. At
least two search fields must be populated t he O Fi nd E x iinsotderfogthe Fa c i | it
search function to return results.

If you do not have any facilty information currently, déryou cannotfind the facility you are

looking for,clickthe &é Cont i nue Wit h ogkip thisFstep dandavigate ®shé but t o1
6User and Organizationbé screen.

Certain applications within the CSPP program service wil exénadtused~RS data from CDX,
which requires the user to identify and associatditiesi with the appropriate user rolel$éyou
are registering under the CSPP workflow, please add the necessary facilties.
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Exhibit 48shows a screen captuFeaeltypf stheedFind Exist
Exhibit 4-8: Find Existing Facility Screen

<EPA
=
" United States Environmental Protection Agency

Home About Recent Announcements Terms and Conditions Help

&= Contact Us

CD)4 Core CDX Registration

1. Program Service v 2. Role Access v 3. User and Organization 4. Confirmation

Registration Information

Program Service Submissions for Chemical Safety and Pesticide Programs
Role Primary Authorized Official

Find Existing Facility

Use the search form below to search for existing EPA facilities. Fill in at least two search criteria to improve the search results.

Facility ID | |

Facility Name | |

Facility Address | |

city | |

State | v

ZIP Code | |

For more advanced searching options, please locate your EPA Registry ID using EPA's Envirofacts Search.

Continue Without Fadlities
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The OFacility Search Results6 screen displays
O0Fi nd EB&rc $ dcieengBasedon tisearchcriterie nt er ed on the O0Find

F a c i dcieeényadumber of results may display. Select yauiityfafrom the list bychecking

the checkborassociated with aBP A Registry 1Dor check the checkbox located in the column

header to select all facilties generated by the searaltickingt he 6 Sel ect d butt on

not see the facilty intheseul t s, you may search again by clic
you can add a facility by clicking the 6Creat
Exhibt 4-9showsa screen capture of the OFacility Sear

Exhibit 4-9: Facility Search Results Screen

<EPA
\’ United States Environmental Protection Agency

Home About Recent Announcements Terms and Conditions Help

CD)s Core CDX Registration = Contact Us

1. Program Service v 2. Role Access v 3. User and Organization 4. Confirmation

Registration Information

Program Service Submissions for Chemical Safety and Pesticide Programs
Role Primary Authorized Official

Facility Search Results

Select your facility from the list below then click the "Select" button. If you do not see the facility in the results, you may search
again.

Facility EPA Alternate EPA

J EPA Registry ID Facility Name Gt Programs Registry

Reporting IDs /Program IDs

4251 ST NW

O 110031018592 CUSTOMS ENFORCEMENT (ce)  WASHINGTON,  pyg 205365DHSM4251S

- DC 20536-

NFTTU

0001
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If the system cannot find any facilities based on the information erdarech e o6 Ftihgnd EX i s

Facidciegnytienthé Faci | ity Pagawvil display e resulisYos may search
again by <clicking the 6Search Againd button,
New Facilityd button.

fyou cannot find the facility you are |l ooking
to skip this step and navigate to the 6User a
Exhibit 4-10 shows ascreencapture f t he O Faci | it yif n&Gfacitiescalte Re s ul t s

found

Exhibit 4-10: Facility Search Results Screen (No Facilities Found)

<EPA
\’ United States Environmental Protection Agency

Home About Recent Announcements Terms and Conditions Help

&= Contact Us

CD)4 Core CDX Registration

1. Program Service v 2. Role Access v 3. User and Organization 4. Confirmation

Registration Information

Program Service Submissions for Chemical Safety and Pesticide Programs
Role Primary Authorized Official

Facility Search Results

Select your facility from the list below then click the "Select" button. If you do not see the facility in the results, you may search
again.

= Facility Facility EPA Programs Alternate EPA Registry
- Sresgor L Name Address Reporting IDs /Program IDs

Mo Facilities Found

Your search criteria did not match any facilities. You may return to the search form and try again. If the facility doesn't exist, you
may create a facility by clicking the "Create New Facility” button.
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The 6Create Facilityd screen displays after c
OFacility Se aEnednas Relsinfdrmatoas psssiblerelae to thaew facility

you would like to creatata minimum,t he 6 Facility Name, 6 O6Facilit
and 6Zip Code 6 Ofnceyol kase ertered in theeinqum iinforendtion required

tocreateanewfaciity click the &6Nextd button to navigat
If you do not have any facility information cu
button to skip this step and navigate to the
Exhibit 4-11 showsascreencapture f t he 6 Create Facilityd screel

Exhibit 4-11: Create Facility Screen

<EPA
\’ United States Environmental Protection Agency

Home About Recent Announcements Terms and Conditions Help

&= Contact Us

CD)4 Core CDX Registration

1. Program Service v 2. Role Access v 3. User and Organization 4. Confirmation

Registration Information

Program Service Submissions for Chemical Safety and Pesticide Programs
Role Primary Authorized Official

Create Facility

EPA Registry ID Pending

Program ID Pending

Program Acronym CDX: CSPP - FRS: TSCA
Facility Name

Facility Address 1

|
|
Facility Address 2 |
|
|

City
State -Please Select- v
County

ZIP Code | |
=
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Click the O6SelenfrmBewbatt bint yobh ¢ & e e@eldctddo navi gat
Faciltiesd screen. The selected facilty will now display atthe bottom of the page.

Exhibit 4-12 shows ascreencapture f  Cdmfiem Mew Faciith s cr een:

Exhibit 4-12: Confirm New Facility Screen

“EPA
=
" United States Emvironmental Protection Agency

Home About Recent Announcements Terms and Conditions Help

&= Contact Us

CD)% Core CDX Registration

1. Program Service v 2. Role Access v 3. User and Organization 4. Confirmation

Registration Information

Program Service Submissions for Chemical Safety and Pesticide Programs
Role Primary Authorized Official

Confirm New Facility

EPA Registry ID Pending

Program ID Pending

Program Acronym CDX: CSPP - FRS: TSCA
Facility Name Test Facility 1

Facility Address 1 1234 Main Ave

Facility Address 2

City City
State AL
County Bullock
Z1IP Code 11111
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Click the 6Continue Wit h S&eetédeFaciitiesd sFcarceidn tti® s 6
navigate to théJser and Organizatiénscreen.

Exhibit 4-13 shows a screen capture thfe selected facilties table on tli€electedaciltie
screen (Scroll 1):

Exhibit 4-13: Selected Facilities Screen (Scroll 1)

<EPA
=
" United States Envircnmental Protection Agency

Home About Recent Announcements Terms and Conditions Help

&= Contact Us

CD)4 Core CDX Registration

1. Program Service v 2. Role Access v 3. User and Organization 4. Confirmation

Registration Information

Program Service Submissions for Chemical Safety and Pesticide Programs
Role Primary Authorized Official

Find Existing Facility

Use the search form below to search for existing EPA facilities. Fill in at least two search criteria to improve the search results.

Facility ID | |

Facility Name | |

Facility Address | |

city | |

State | v

ZIP Code 20536 |

For more advanced searching options, please locate your EPA Registry ID using EPA's Envirofacts Search.

Selected Fadilities

EPA Registry ID © :’Bogl aM  Facility Name Facility Address
Details
425 15T NW
’ 1.S. DHS IMMIGRATION & CUSTOMS :
110031018592 Pending WASHINGTON, DC Edit
ENFORCEMENT (ICE) NFTTU 20536-0001

Remave

Continue With Selected Fadlities
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Exhibit 4-14 shows a screencapturebfhe 6 Sel ected Facilitieso
Exhibit 4-14: Selected Facilities Screen (Scroll 2)

Role Primary Authorized Official

Find Existing Facility

Use the search form below to search for existing EPA facilities. Fill in at least two search criteria to improve the search results.
Facility ID

Facility Name

Facility Address

City

State M

ZIP Code 20536

For more advanced searching options, please locate your EPA Registry ID using EPA's Envirofacts Search.

Selected Facilities

EPA Registry ID © :’[’)09’3'" Facility Name Facility Address
Details
4251 ST NW
) U.S. DHS IMMIGRATION & CUSTOMS :
110031018592 Pending ENFORCEMENT (ICE) NFTTU %g;gl[%om DC Edit

Remave

4.4  User and Organization Information

The O0User aastreddis thathird steptinithe negistration process. Itwil be

highlighted in blue on the topbreadcrumibar. Completed steps are indicated with a checkmark.

The ORegi str at i onsedtanis atrthetop andis Wpdatedwithntree 1sefections
being madeYou wil also be able to navigate back to the previous steps by clicking the
corresponding step.

Both the user and organization information are captured on the same Jdrednformation
entered in this portion of the registration proceassed to support account validation and
establish levels of assurance.

CDX will provide multiple levels of user validatiprwhich wil be specific to the role selected.
All new CDX uses wil be required to activate their account after these registration steps by
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following the instructions sent to the email addreswided during the registration procdes
therr specifiedorganization.

When additional identity proofing is requiredpwwil be prompted to follow the additional
registration steps thatay supportthe LexisNexis identity validation and/or Electronic Signature
Agreement ESA) signing processs This prompt will occur after younitial login to the

system.

441 Part 1: User Information

The 0Us er decatidhapleatsatte ifoliowirdy information(seeExhibit 4-15):

9 User ID (required)

1 Title (required)

1 First Name (required)

9 Middle Intial

9 Last Namgrequired)

1 Suffix

9 Password (required)

1 Re-type Password (required)
9 Security Question 1 (required)
9 Security Answer 1 (required)
1 Security Question 2 (required)
1 Security Answer 2 (required)
1 Security Question 3 (required)
9 Security Answer 3 (required

Please note that the uderand mssword informationmaybe requested fare-authentication
with features throughout CDX including any submission processes within your specific CDX

application. The éSecurity Questio® and&ecurity Answebfields arealso usedor re-
authentication in the event you forget your password and need to reset it.

When creating a user ID, it muabide bythe following rules:

1 Must be at least 8 characters

1 No special characters may be used with the exaepiié 6 06aah d 06
When creating a passwordnitustabide bythe following rules:

1 Must beat leasB characters

1 Must beno morethan 15 characters

1 Must contain one uppercase letter, one lowercase letter, and one number

1 May notbegin with a number

9 May not be the same as your user ID
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fMay not <contain the word O6Passwordod
1 May not contain any special characterspaces
1 Must be changed every 90 day
Exhibit 4-15 shows ascreercapture ofthed Us er and Or ganizationb6 scre
Exhibit 4-15: User and Organization Screen

Home About Recent Announcements Terms and Conditions Help

CD); Core CDX Registration = Contact Us

1. Program Service v 2. Role Access v 3. User and Organization 4. Confirmation

Registration Information

Program Service Submissions for Chemical Safety and Pesticide Programs
Role Primary Authorized Official

Please fill out all required fields marked with an asterisk(*}

Part 1: User Information

The program you are registering for requires additional proof of identity. Later in the registration process you will be given the
option to use LexisNexis, an identity proofing service. LexisNexis will pull your first, middle and last name exactly as it is
entered on this page.

User ID * | |

Title * Mr L

First Name * | |

Middle Initial [ ]

Last Name * | |

Suffix -Please Select- ¥

Password * | |

Re-type Password * | |

Security Question 1 * -Please Select- M

Security Answer 1 * | |

Security Question 2 * -Please Select- M

Security Answer 2 * | |

Security Question 3 * -Please Select- M

Security Answer 3 * | |

TDD 9.21 OPPT CIS CDX CSPP Registration User Guide
38



CDX

4.4.2 Part 2: Organization Information

The CDX system requires you to search for yaganization before you are able to create a new
organization. You are first asked to do a simple se@etExhibit 4-16) by entering the

drganization Namgor thedrganization IDoPartial search terms can be entefidgw matching
searchresults will be rettned in a table displaying tl®rganization IDJdrganization Name,

AAddress) (City,0 Btatepand &ZIP Coded (seeExhibit 4-17). If the simple search returns too

many results, you may use the advanced search qgteixhibit 4-18). Once the search s

executed, the search results will display a list of matching valid organizaitons from which you

can select. Click the corresponding Organizat
Organizationd screen.

Once an organization has been selected or created, you wil be required to enter addressl
and phone numbewith the option of entering phone numbeextension or fax numbgsee
Exhibit 4-19 and Exhibit 4-20).

This step isextremly importantbecause therganization you desigite as your primary
organizationimpactsthe multiple AO functionality. For additional details regarding multigl®©
functionality, refer taSection9.1.

Search results will only display organizations that have Ipeeviously verified bya
Registration Maintenance Account Mana¢l®MAM), LexisNexis or a help desk user.
Organizations thatdve not been verified can be searched for by using the organization ID.

The first organization a user adds will be set as the primary organization. The primary
organization is important because it indicate:
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Exhibit 4-16 showsascreencaptureft he 0 Or gani z atectianof I thnH e r dnds & o n é
Organizat:iond screen

Exhibit 4-16: User and Organization Screen - Organization Information

First Name *

Middle Initial

Last Name *

Suffix -Please Select- ¥
Password *

Re-type Password *

Security Question 1 * -Please Select- M

Security Answer 1 *
Security Question 2 * —Please Select- v
Security Answer 2 *

Security Question 3 * -Please Select- M

Security Answer 3 *

Part 2: Organization Info

Search for your organization using the text box below. You may search by entering the Organization Name or the
Organization ID.
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Exhibit 4-17 shows a screen captureft h e
Organizat:iond screen

60rganizationonf Itnierdds & oné

Exhibit 4-17: User and Organization Screen i Search Results

Part 2: Organization Info

Search for your organization using the text box below. You may search by entering the Organization Name or the

Organization ID.

EPA [ Search |
Organization Organization - ZIP
D e Address City State Code
15305 EPA AIRLINE 109 TW ALEXANDER DR RTP NC 27711
15404 EPA 2 1200 PENN AVE WASHINGTON DC 20460
17067 EPA 109 TW ALEXANDER DR RTP NC 27711
17221 EPA 1310 L ST NW WASHINGTON DC 20785
15536 EPA'S 2ND AIRLINE 109 TW ALEXANDER DRIVE RTP NC 27711
17361 EPA Region 6 1445 Ross Avenue Dallas 1B 75202
15867 U.S. EPA 1200 PENNSYLVANIA AVE WASHINGTON ~ DC 20460
20264 EPA 1234 Simba Ln Zambia N/A 333333
22447 EPA Region 10 1200 6th Avenue Seattle WA 98101
17381 EPA Test Company 1 123456 Test St. Fairfax VA 22033
16378 EPA 123 MAIN 5T MAIN MD 11111
16472 EPA 2000 TRAVERWOOD DRIVE ANN ARBOR MI 48105
16817 EPA 1310 L ST. NW WASHINGTON DC 20005

Can't find your organization? Use advanced search or request that we add your organization .

4421 Organization Advanced Search

When an organization does not appear in the basic search results, you have the option to perform
an advanced search for a vald organizatGiick the 6 U sixdvanced searbéhyperlink below
the existng organizationsearch resultto perform a search with the following criteijaee
Exhibit 4-18):
1 Organization 1D
i Organization Name
1 Country
1 Mailing Address

9 Mailing Address 2
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fi City
9 State
9 ZIP/Postal Code

After entering in atleast two of the listsde ar ch criteri a
of results.

, click the 0°¢

Exhibit 4-18 shows a screen captugt h dser@ndOrganizatioin Adv anc e dscrSemar ¢c ho
(Part1)

Exhibit 4-18: User and Organization Screen i Advanced Search (Part 1)

Security Answer 2 *
Security Question 3 * -Plaasa Select- "

Security Answer 3 *

Part 2: Organization Info

Search for your organization using the search criteria belowr.

Organization 1D |

Organization Name

Country UNITED STATES r
Mailing Address

Mailing Address 2

City

State ¥

Z1PfPostal Code

Wrong organization information? Back to Search oF request that we add vour organization .

I % ..

.r’ '.."

Once the search is executed, the search results will display a list of matching vald organizations

from which you can select. Click the corresponding Organization ID to add that organization to
the O0User and Organizationd screen.

TDD 9.21 OPPT CIS CDX CSPP Registration User Guide
42



CDX

Exhibit 4-19 shows a screencaptuef t he

(Part 2):
Exhibit 4-19: User and Organization Screen i Advanced Search (Part 2)

Part 2: Organization Info

Search for your organization using the search criteria below.

Organization ID
Organization Name EPA
Country UNITED STATES v
Mailing Address

Mailing Address 2

City

State M

Z1IP/Postal Code

Wrong organization information? Back to Search or request that we add your organization.

Once an organization has been selected or created, you wil be required to enter an email address

I%rganization (N)g?él:ization Address City State (Z:I(I:de
15305 EPA AIRLINE 109 TW ALEXANDER DR RTP NC 27711
15404 EPA 2 1200 PENN AVE WASHINGTON DC 20460
17067 EPA 109 TW ALEXANDER DR RTP NC 27711
17221 EPA 1310 L ST NW WASHINGTON DC 20785
15536 EPA'S 2ND AIRLINE 109 TW ALEXANDER DRIVE RTP NC 27711
17361 EPA Region 6 1445 Ross Avenue Dallas 1B 75202
15867 U.S. EPA 200 PENNSYLVANIA AVE WASHINGTON ~ DC 20460
22447 EPA Region 10 1200 6th Avenue Seattle WA 98101
17381 EPA Test Company 1 123456 Test St. Fairfax VA 22033
16378 EPA 123 MAIN 5T MAIN MD 11111
16472 EPA 2000 TRAVERWOOD DRIVE ANN ARBOR MI 48105
16817 EPA 1310 L ST. NW WASHINGTON DC 20005

and phone number, with the option of entering a phone number extansibn a fax number.
required

Af ter

navigate

enter
t o

ng
t he

n the
6Conf

r mat

iond

i nf or mat
screen:
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Exhibit 4-20 shows a screencaptuwef t he &6 Useri AMachwdamoegh nSeat ¢ béd s
(Part3):

Exhibit 4-20: User and Organization Screen i Advanced Search (Part 3)

Security Question 2 * Plaxos Salact- v

Security Answer 2 *

Security Question 3 * Please Select- v

Security Answer 3 *

Part 2: Orgamization Info

EPA

1310 L 5T NW
WASHINGTON, DC, US
20785

Email *

Re-enter Email *
Phone Mumber *
Phone Number Ext

Fax Number

Wrong organization information? Back to Search Results, Use advanced search or request that we add vour organization .

4422 Request to Add Organization

If anorganization does not appear in the basic or advanced search results, you have the option to
request the addition of another organizati@uth international and domestic organizations can
be addedThe fields wil differ based on the location of the origation thatyou request to add

I f you no |l onger wish to add Resutéink tbaavigarcat i on,
back to the search results

This feature wil collect the following informatiofor U.S. organizations(seeExhibit 4-21):
1 Organization Name (required)

9 Country (required)
9 Mailing Address (required)
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9 Mailing Address 2

i City (required)

i State (required)

1 ZIP/Postal Code (required)
9 Email (required)

9 Re-enter Email (required)
9 Phone Number (required)
9 Phone Number Ext

9 Fax Number

This feature will collect the following information for Canadiarganizations

9 Organization Name (required)
9 Country (required)

9 Maiing Address (required)
1 Mailing Address 2

9 City (required)

9 Province (required)

9 ZIP/Postal Code (required)
9 Email (required)

9 Re-enter Email (required)
9 Phone Number (required)
9 Phone Number Ext

1 Fax Number

This feature will collect the following information for all othiaternational organizations

9 Organization Name (required)
9 Country (required)

1 Mailing Address (required)

9 Mailing Address 2

9 Mailing Address 3

9 Mailing Address 4

i City (required)

1 ZIP/Postal Coddrequired)

9 Email (required)
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1 Re-enter Email (required)
9 Phone Number (required)
9 Phone Number Ext

9 Fax Number

After all required fields have been completed,
complete your request. After your user account has betvated, the requested organization

will be added to the CDX system. The organization wil be available in subsequent searches by
organization ID only, unless the organization has been verified by the help desk, RMAM, or
LexisNexis.
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Exhibit 4-21 shows ascreercapture of thelJser and Organization Requesto Add
Organizatiod screen

Exhibit 4-21: User and Organization i Request to Add Organization Screen

Security Question 3 * -Please Select- v

Security Answer 3 *

Part 2: Orgamization Info

Organization Name *

Country * UNITED STATES v
Mailing Address *

Mailing Address 2

City *

State * Please Select ’
I1P{Postal Code *

Email *

Re-enter Email *

Phone Number *

Phone Number Ext

Fax Number
[} Loy ReLB = b E: 1 L | | =
 Cance |
4.4.3 Confirmation Screen
After you complete theoreregistratoncomponents you wi | | be taken t

screer(seeExhibit 4-22). This screeprovides your confirmation number arnstructions with
how to activate your new user ID. You will needatocesshe emailinbox of the email address
associated with therganzation that you registered see the confirmation linkCopy the
confirmation number that displays for your records. The confirmation number wil tdiew

CDX Help Desk to review your registration if you contact them before your account is activated.

If the selected program service or role has any additional requirements (e.g., ESA, LexisNexis

identity proofing, etg, it will be performed after you click the activation link in the email and
log into the application.
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Exhibit 4-22 showsa screen capturef the 6 @nfirmatiord screen:

Exhibit 4-22: Confirmation Screen

“EPA
S
\’ United States Environmental Protection Agency

Home About Recent Announcements Terms and Conditions Help

i i Contact U
CDX: Confirmation & Contact Us

1. Program Service v 2. Role Access v 3. User and Organization v 4. Confirmation

A few more steps...

You will soon receive an email confirmation message (at cdxtester@gmail.com) asking you to follow a link to activate your user
account. Follow that link to complete your registration. Please contact the help desk if you have any issues at 888-890-1995 or
(970) 494-5500 for International callers.

Confirmation Number: 95e65e58-62c8-447f-9ddf-7c962cd68f04

Return to CDX Home

444 Confirmation Email

A

Once you haveubmitted your coreegistrationinformation and reachedthé Conf i r mat i on
screen, an email will be sent to the email address you entered for the organization that you
registered for on t he (séeBxhidt #-23p Thd en@irwgl aontaim at i on 6
the account confirmation and the additional instrustiddnce you receive the email, clicke

activation link. The link wil take yo to the CDX login screen where you wil be asked to enter
your usenD and password.
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Exhibit 4-23 showsa screen capturef the Confirmation Emait
Exhibit 4-23: Confirmation Email

= P Core Registration Email Verification Request (DEV) - Message (Plain Text)

Message

From: B helpdesk@epacdx.net Sent: Mon 3/9/2015 10:40 AM
To:

e

Subject: Core Registration Email Verification Request (DEV)

You have successfully created an account with the EPA Central Data Exchange (CDX).
In order to complete your registration and begin using the system, you will need to confirm your account by clicking the hyperlink below and successfully logging in.
You will need to enter the UserlD (JANEDOE11) and Password that were selected during the registration process.

https://dev.epacdx.net/Registration/EmailValidation?code=340b291a-5a8d-44ea-83d4-6b1f7aed8b24

If you click the link and it appears to be broken, please copy and paste it into a new browser window.

Once you have successfully logged into your account, you may be required to provide additional information. Any additional information will need to be completed
before you are able to access your Program Service.

Please do not respond to this message. If you have questions concerning this request, you may contact us by email at helpdesk@epacdx.net or by calling the CDX
Technical Support Staff through our toll free telephone support on 888-890-1995 between Monday through Friday from 8:00 am to 6:00 pm EST/EDT. For
International callers, the CDX Help Desk can also be reached at (970) 494-5500.

Sincerely
CDX Help Desk

United States Environmental Protection Agency - Central Data Exchange

4.5 Logging into MyCDX for New Users

Once you have clicked the activation link in the confirmation email, you wil be taken to the
CDX login screengeeExhibit 4-24). If you try to log inprior toclicking the confirmation link,
you will be taken to th@ser accountompletion screen where yaanrequest another
verification email to be semo the email address on filee@Exhibit 4-25). If you enter the
wrong validation code, or if the validation code has expir@ad onscreen message wil appear
notifying youto contact the CDX Help Desk (sEghibit 4-26).

After the correct information iaccuratelyentered, you wil be taken to the next screento
completethe program service o | regitsationrequirements (ipplicable).
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Exhibit 4-24 shows ascreencaptureft he O CDX Logindé screen
Exhibit 4-24: CDX Login Screen

“EPA
=
" United States Emvircnmental Protection Agency

Home About Recent Announcements Terms and Conditions Help

CD)%: Central Data Exchange & Contect Us

Log In

User ID | |

Password | |

Log In to CDX

Reqister with CDX | Forgot your Password? | Forgot your User ID? | Help

Warning Notice

Warning Notice

In proceeding and accessing U.S. Government information and information systems, you acknowledge that you fully understand and consent to all
of the following:

1. you are accessing U.S. Government information and information systems that are provided for official U.S. Government purposes only;

2. unauthorized access to or unauthorized use of U.S. Government information or information systems is subject to criminal, civil, administrative,
or other lawful action;

3. the term U.S. Government information system includes systems operated on behalf of the U.S. Government;

4. you have no reasonable expectation of privacy regarding any communications or information used, transmitted, or stored on U.S. Government
information systems;

5. at any time, the U.S. Government may for any lawful government purpose, without notice, monitor, intercept, search, and seize any authorized
or unauthorized communication to or from U.S. Government information systems or information used or stored on U.S. Government
information systems;

6. at any time, the U.S. Government may for any lawful government purpose, search and seize any authorized or unauthorized device, to include
non-U.S. Government owned devices, that stores U.S. Government information;

7. any communications or information used, transmitted, or stored on U.5. Government information systems may be used or disclosed for any
lawful government purpose, including but not limited to, administrative purposes, penetration testing, communication security monitoring,
personnel misconduct measures, law enforcement, and counterintelligence inquiries; and

8. you may not process or store classified national security information on this computer system.
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Exhibit 4-25 showsa screencaptureft he O Resend Verification Email

Exhibit 4-25: Resend Verification Email Screen

“EPA
S
\’ United States Environmental Protection Agency

Home About Recent Announcements Terms and Conditions Help

CD}& Central Data Exchange = Conzetls

Complete Core Registration Process

This account has not been activated. For verification and security reasons, you will need to confirm a valid email address before
using CDX. Please check the email address (cdxtester@gmail.com) used during registration for a message from
helpdesk@epacdx.net. If you did not receive the activation e-mail, please check your Spam or Junk mail folders.

Click to resend verification e-mail

If you are still encountering issues, please contact the help desk at 888-890-1995 or (970) 494-5500 for International callers.
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Exhibit 4-26 showsa screen capturefthe6 Val i dati on Code Not Foundd
Exhibit 4-26: Validation Code Not Found Screen

<EPA
\’ United States Environmental Protection Agency

Home About Recent Announcements Terms and Conditions FAQ Help

- - &= Contact Us
CDX: Core CDX Reglstratlon Logged in as JANEDOE11 (Log out)

Validation Code could not be found.

The validation code is no longer valid.

For Web Submission Support, two support options are available:

By Telephone:

Person-to-person telephone support is available from 8:00 am to 6:00 pm (EST/EDT). Call our toll-free line at 888-890-1995 or

(970) 494-5500 for International callers.

By E-mail:
Send e-mail to Technical Support at helpdesk@epacdx.net.
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5 Section 5 Notices and Supports User Role Guidance

Users registering under the CSPP workflow for submitting Sectionn®s should refer to the
following guidance to determinenderwhich user rolés) to register.

5.1  Primary Authorized Official Criteria

A Primary Authorized Officials the authorized official of a company who sponsors other users.
A user who meets the followingriteria should register as a Primary Authorized Official:

1 A user who needs to be able to creat, submit or amendan intial Section 5 Notices and
Supportsform. Any user whose company headquarters is d.h@ based company that
falls under this criteria should also register ag\@nbut wil be unable to submit farm

9 A userwho must be abléo assign Suppast

9 A userwho must be able to deleferms

1 A userwho may need to sponsétrimary Agents/Consultants
5.2  Secondary Authorized Official Criteria

A Secondary Authorized Officias the secondary authorized official of a company who
sponsors supporting usefsuser who meets the followingriteria should register as a
Secondary Authorized Official:

9 A user who needs to be able to creat#t submit, or amend Joint Submission/L&tr of
Support Submissiorfor a PMN Biotechnology or Bona FideNotice

1 A userwho must be able to assigsupports
1 A userwho may need to sponsor Secondary Ag&mnsultants

A user who is from a neldS based companyansubmit a Letter of @port for PMN,
Biotechnology or Bona FideNotices A user from a notJ.S. based company cannot submit an
original Joint Submission for PMN or Biatbnology formsor a Letter of Support for Bona Fide
Notices

5.3  Primary Support Criterion

A user who meets the followingriterion should register as a Primary Support:

1 A user who needs to be ableedit an unlockedSection 5 Notices and Suppoftsm,
including PMN, Biotechnology, Bona Fidéotice, NOC, Support, and/or ACNbrms

5.4  Secondary Support Criterion

A user whomeets the following critéon should register as a Secondary Support:

1 A user who needs to be able to edit a Joint Submission/Letter of StmpBivIN,
Biotechnology, or Bona Fiddlotice

5.5 Primary Agent/Consultant Criteria

A Primary AgentConsultantis auser sponsored by a Primary Authorized OfficRluser who
meets the following criteria should register as a Primdgggnt/Consultant
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1 A userwho isidentified by an AO to serve as an agent or consultant to the sponsoring
organization, and iable to crate, edit,amend, odelete forms

1 An agent/consultantvho will not have the authority to submit original main forms, including
PMN, Biotechnology, Bona Fide, or NOC forms. However, this user may submit Support
and ACM forms

9 A userwho will not be able to ssign forms to Support users

A user will not be able teegister forthe Primary Agent/Consultant ralerough the core
registration procesd wil be a closed registration process meaning that a Primary AO must
identify an individualas a Primary Agef€onsultantvia his/heremail addres$he Primary
Agent/Consultant wil then review the sponsorship request.

5.6  Secondary Agent/Consultant Criteria

A Secondary Agent/Consultarg the user who wil be sponsored by a Secondary Authorized
Official. A user who meets the following criteria should register as a Secondary
Agent/Consultant

1 A user who needs to be ablecteatéedita Jont Submission for a PMN or Biotechnology
form

1 A user who needs to be able to créadéa Letter of Support for a PMNBiotechnology, or
Bona FideNotice

9 A userwho will not be able to submit Letters of Support/Joint Submissions or assign forms
to Supports

A user will not be able to register for tBecondaryAgent/Consultant role through the core
registration process; it will be a closed registration process meaning3batadaryAO must
identify an individual as &econdaryAgent/Consultantvia their email addres$he Secondary
Agent/Consultant wil thereview the sponsorship request.
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Exhibit 5-1 displays a table of the capabilties of user roles within the Section 5 Notices and
Supports aplication:

Exhibit 5-1: Section 5 Notices and Supports User Role Matrix

&
< &
W ,§ \(\é <3 Qé&
8 N & W P & & *
P & o S S g
& < & s S & P
Legend QF ¥ Q¥ i W o
e ; & 2
¥=Can Perform Function & 5 & @
3. & .3 £ & &€
o & d
S| i "Q&‘f
& & i &S (\b S
&b Feb LS $
& &Y & & ¢
us non-Us |US non-Us us non-Us |US non-Us |US non-Us us non-USs
Main forms {PMH, Biotechnology, Bona
Fide, ACI1 Or NOC)
Create all original main forms X X X X
Submit original main forms X
Submit griginal ACH ferms X X X X
Submit amendments (by editing the main
farms) X X X X
Unlaock all main forms X X X X
Edit unlocked main forms X X X X X X
Delete forms X X X X
Assign Supports X X
Support forms

Create Support forms X X X X
Submit griginal Support forms X X X X
Submit amendment for older cases and
other support forms X X X X
Unlack support forms X X X X
Edit unlocked suppart forms X X X X X X
Delete forms X X X X
Assign Supports X X

LOS submissions

Create LOS for PMM, Biotechnology, or Bona

Fide X X X X
Submit ariginal LOS for PMM, Biotechnology
or Bona Fide X
Submit amendments to LOS submissions X X X X
Unlack LOS for PMN, Biotechnology or Bana
Fide X X X X
Edit unlocked LOS forms X X X X X x
Delete forms X X X X
Assign Supports X X
Joint submissions
Create Jointfor PMN or Bigtechnology X X X X
Submit ariginal Jaint for PMM or
Biotechnology X
Submit amendments to Joint forms X X X X
Unlack Joint for PMM or Bictechnalogy X X X X
Edit Unlocked Jointforms X X X X X *x
Delete forms X X X X
Assign Supports X X
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6 eReporting User Role Guidance

Users registering under the CSPP workflow for submititdg, Section 4, Section 8(a), Section
8(d), or Section 8(e) submissioshould refer to the followingable to determineunderwhich
user rolgs) to register.

Exhibit 6-1 displays a tablef the capabilties of user rolestiun the eReporting application
Exhibit 6-1: eReporting User Role Matrix

Legend
¥=Can Perform Function 1\.\?5:'1' ,a}dga(\
&
FY1 Submission, Section 4, 8{a) PAIR
Reporting, 8(d) Health & Safety Data
Reporting, Section 8(e) Notice
Create all forms X
Submit forms X
Submit amendments X
LInlock all forms X
Edit unlocked farms X X
Delete forms X
Assign Supports X
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7 Chemical Data Reporting User Role Guidance

Users registering under the CSPP workflow for stiimgi CDR forms should refer to the
following guidance to determinenderwhich user rolés) to register.

Exhibit 7-1 displays a table of theapabilties of user roles within t&DR application
Exhibit 7-1: CDR User Role Matrix

Legend Q‘?
] £
¥=Can Perform Function o @\_.QQ& i ad
b s} Pl
éx {Q’§\ é‘& 5‘&
i ¢ ol o

CDR Forms (Parts 1-3)

Create forms

Submitforms

Submit amendments

Unlock forms

Edit unlocked forms

Delete forms

A el o e

Assign Supports

CDR Forms (Part 4)

Create forms

Submitforms

Zubkmit amendments

Unlock forms

Edit unlocked farms

Delete forms

A B Eo ) e )
e

Assign Supports
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8 CDX Role Sponsorship Registration

The role sponsorship registration process is recommended for specific users reporting under

TSCA Section 5These users are likely not a part of the main organization, but have been hired
to consult for an organization

To begin the process of identifying saparateiser as algent/Consultant log into the CDX
account identified as a Primary AO and deactivateettigting Primary AO role The Primary
AO will log back into the CDX accounte-addthe Primary AO rolejog out and log back in,

and access t he OTRippracessS peocesany besahseusdd neddatd+e
establish thee role with sponsorship provisioning

8.1  Electronic Signature Agreement

After registering as a Primary AO, log into CDX and catglthe eSiPIN questions (see
Exhibit 8-1). The application does not accept the same answer for each challenge .question

9 Challenge Question equired)

i Challenge Question 1 Answer (required)
9 Challenge Question 2 (required)

9 Challenge Question 2 Answer (required)
9 Challenge Question 3 (required)

i Challenge Question 3 Answer (required)
9 Challenge Question 4 (required)

9 Challenge Question 4 Answer uared)

i Challenge Question 5 (required)

9 Challenge Question 5 Answer (required)

You can select the challenge question from the-dmyen menu and provide a unique response
for each challenge question in the textfigRll i c k t he O Savectvatehewer s6 bu't
O0Rol e Sponsorshipé .tab on the 6MyCDXd page
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Exhibit 8-1 showsascreen capturef t h Electtonic Signature Agreemérgcreen

Exhibit 8-1: Electronic Signature Agreement Screen

<EPA
\’ United States Environmental Protection Agency

Home About Recent Announcements Terms and Conditions FAQ

&= Contact Us
Loggad in as COXTESTUSERL (Log out)

CD) Central Data Exchange

CDX Registration: Additional Verification

1. Identity Verificationv” 2. Electronic Signature Agreement

You are registered for a program that requires eSignature PIN Verification. Please select five (5) challenge questions and answers.
The questions that you select should be questions that you can remember, but difficult for anyone else to guess.

Select 5 Challenge Questions and Answers

|What is the first and middle name of your oldest sibling? ~ ~ ||

|
\What is your favorite vacation destination? v || |
\What is your favorite TV show? v || |
|What is the name of your home town newspaper? v || |
\What is your favorite hobby? v || |
‘Save Answers
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Exhibit 8-2 showsascreencaptureft h e 0 Mgc@eé&nX o
Exhibit 8-2: MyCDX Screen

<EPA
\’ United States Emvironmental Protection Agency

Home About Recent Announcements Terms and Conditions FAQ Help

&= Contact Us
CDX‘- Central Da'ta EXChange Logged in as COXTESTUSERL (Log out)

| Inbox || My Profile || Role Sponsorship | | Submission History

Services CDX Service Availability
Status ~ Program Service Name ¥ Role s
See the status for all program services
& CSPP: Submissions for Chemical Primary Authorized Official

Safety and Pesticide Programs

News and Updates

CDX: CDX Web will now utilize a brand new
responsive layout. This will allow for a dynamic
display depending on how CDX is accessed.
Whether through a mobile device, a tablet, or a
desktop browser, the site will automatically adapt
for optimal viewing on any screen.

September 04 2014

8.2  Role Sponsorship

Click the O6Role Sponsor shtusprivhowihderveaasm i dent i fy
Agent/Consultant.

The ORole Sponsorshipbdb screen displays variou:
sponsorship process, approving/denyingnsprship requests, and viewing/modifying existing
privileges
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Exhibit 8-3 showsascreen capturef t h Role &ponsorshipscreen

Exhibit 8-3: Role Sponsorship Screen

“EPA
S
\’ United States Environmental Protection Agency

Home About Recent Announcements Terms and Conditions FAQ Help

&= Contact Us

CDX: Central Data Exchange Logged in 25 COXTESTUSERL (Log out)
MyCDX | | Inbox || My Profi|e| Role Sponsorship |Submi55'|0n History
You are here: Role Sponsorship Tools
Role Sponsorship Tools
Tool Description
Role Sponsorship/Invitation Initiate and inform users of request to authorize service access
Pending Sponsorship Reguests List and approve/deny requests for service access
Access Management View and/or modify existing privileges

8.3  Role Sponsorship/Invitation

The ORol e Spon soeers the next stepn idéntfying a usasan Authorized
Official who wishesto sponsor under the Agent/Guitant user role.

I n the O0Step 1: Re c arpAuthanzed Offnidleotestha émaibaudiessf i e | d
of the user to sponsor as an Agent/Consultant.

I n the O6Step 2: Spon sapAuthdrizeg Officimsklecsteprigiamn é f i el
service that potential Agent/Consultarw i | | be working under (i. e.
Saf ety and P e, ,sanhdiseldsithe apipriateag o laens ) om tdome O Rol e 6
menu.

Click the 6Submit 6 Rdesponsorship Reviebacaeen (gpBxhibit 83.0 t he
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Exhibit 8-4 showsascreencaptureft he O Rol e Sponsmeenship/ I nvitat:.i

Exhibit 8-4: Role Sponsorship/Invitation Screen

“EPA
S
\’ United States Environmental Protection Agency

Home About Recent Announcements Terms and Conditions FAQ Help

&= Contact Us
CDX: Central Data Exchange Logged in 25 COXTESTUSERL (Log out)

MyCDX | | Inbox || My Profile | | Submission History|

You are here: Role Sponsorship Tools» Role Sponsorship/Invitation

Role Sponsorship

The asterisk (*) denotes a required field.

Step 1: Recipient Information Step 2: Sponsorship Information
Provide the email address of the user you wish to Provide the information for the role you wish to
sponsor. If the user does not already exist in CDX, Sponsor.
you can either try a different email address or invite
the new user to create a CDX account. Program Service *
Email *
Role *
E‘r bmi i .-.v.**. i

8.3.1 Role Sponsorship Review

The ORole Sponsorship Reviewd screen displays
program service, user role, and email address of the idenfifgght/ Consultant

The AO wil indicate whether the provided email address is corrantamrect and provide
updates if necessary.

To proceed with the role sponsorship process,
correctdé radio buttonlfandow!|selkedthet HeSudbkhot 6t |
address isincorrecnad mu st lrea du pd abtuetd 6o n cl i cénterthhe o6 Bac|
agent/consultant user informatioA. pop-up window displaysto confirm the email address of the

specified AgentZonsultant(seeExhibit 8-6). You must enter the email address of the specified
Agent/Consultant before the application generates the email invitatloliple confirmations

are requiredo confirm email addresaccuray.

Click the 6Confirmd button to generate an ema
Agent/ConsultantAs an Agent/Consultant, you will receive an email to reviewamcekhe
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sponsorship request.l i ck t he Oreview t hiemal®pgenerstedhes hi p6 |
0Sponsorship | 6f ockmat hen®@canceknthis sponsor s|
email tocancelthe sponsorship requegseeExhibit 8-7).

Exhibit 8-5 shows a screen captunét h Role &ponsorship Revidscreen
Exhibit 8-5: Role Sponsorship Review Screen

<EPA
\’ United States Environmental Protection Agency

Home About Recent Announcements Terms and Conditions FAQ Help

&= Contact Us
CDX: Central Data Exchange Loggad in as COXTESTUSERL [Log out)

MyCDX | | Inbox || My Profile | | Submission History

You are here: Role Sponsorship Tools» Role Sponsorship/Invitation» Role Sponsorship/Invitation Review

Role Sponsorship Review

Registration Information

Program Service Submissions for Chemical Safety and Pesticide Programs
Role Primary Agent/Consultant
Email john.doe@test.com

© Yes, the provided email address is correct.
' No, the provided email address is incorrect and must be updated.
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Exhibt 86s hows a screen captur e -upfwindowie o6 Emai | Conf

Exhibit 8-6: Email Confirmation Pop-Up Window

Email Confirmation
Please confirm the provided email address before sending the invitation.

Email *
john.doe@test.com

Confirm Email *
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Exhibit 8-7 shows a screencapture of theC DX Rol e Sponenmt ship Reques:t

Exhibit 8-7: CDX Role Sponsorship Request Email

= . w Central Data Exchange Sponsorship Request (DEV) - Message (HTML)

From: Sent: Mon 3/9/2015 12:46 PM
To:

Cc

Subject: Central Data Exchange Sponsorship Request (DEV)

[Primary User Name] with registered email address [Primary User Email Address] has requested to sponsor you for the [Secondary Role] role.

Program Service: [Program Service]
Role: [Secondary Role]
Facility ID: [Program ID, if available]

You may review this sponsorship and follow the instructions after being redirected to the CDX application.
You may cancel this sponsorship request.

Please do not reply to this message. If you have questions concerning this message, you may contact CDX Help Desk by email at
helpdesk@epacdx.net or by calling the CDX Technical Support Staff through our toll free telephone support on 888-890-1995 between Monday
through Friday from 8:00 am to 6:00 pm EST/EDT. For International callers, the CDX Help Desk can also be reached at (970) 494-5500.

CDX Registration Homepage
https://dev.epacdx.net

United States Environmental Protection Agency - Central Data Exchange

8.3.2 Sponsorship Information

The O6Sponsor s hi pispdyswhena potantial Agerd/Comsaltaydicks the
6review this s ponAgentCenbuitaptésporisorshik enail. pbtantiah t h e
Agent/Consultanthas he option to log into an existing account, or create a new account.

I f a user chooses to create a new account, cl
06Sponsor s hiipLogll mfoo fpaalayhéit 8-8). This displays an additional

6Sponsorship I nformationdé page where a potent|
CDX officialds request to viebvortheocamrespoodoght act i

Agent/Consultant roléseeExhibit 8-9).

I f a user chooses to |l og into an exisdowmg acc
mernu , enter the pass whuttod fo logitogourcCDXacéountt he oO6Log |
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Exhibit 8-8 shows a screecaptueoft he o6 Sponsor § bogimé |sncfroeema:t i on

Exhibit 8-8: Sponsorship Information 1 Log-In Screen

<EPA
\’ United States Environmental Protection Agency

Home About Recent Announcements Terms and Conditions Help

&= Contact Us

CD)% Role Sponsorship Process

You are here: Role Sponsorship

Sponsorship Information

Email John.Doe@test.com
Program Service Submissions for Chemical Safety and Pesticide Programs
Role Primary Agent/Consultant

You have been sponsored for a CDX role. Since you have an existing account, you may enter your CDX user ID and password to
link the role to your account. If you do not already have a CDX account you may create a new one.

If you experience issues or need assistance with the sponsorship process, please call the CDX Help Desk toll-free line at 888-890-
1995. (970) 494-5500 for callers from Puerto Rico and Guam.

Log in to existing account

User ID I

Password | |

Create New Account

Clck the6 Approve6 button to navigate to the O0Acco

and organization information of the user who logged in to identify himself/herself as a primary
agent/consultant.
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Exhibit 8-9 shows ascreecaptueoft he o6 Sponsorship I nformationo

Exhibit 8-9: Sponsorship Information Screen

“EPA
S
\’ United States Environmental Protection Agency

Home About Recent Announcements Terms and Conditions Help

& Contact Us

CD>¢% Role Sponsorship Process

You are here: Role Sponsorship» Role Sponsorship Review

Sponsorship Information

Email John Doe@rest com
Program Service Submissions for Chemical Safety and Pesticide Programs
Role Primary Agent/Consultant

A CDX official for the program service above is requesting to view your contact information to sponsor you for the corresponding
role. You may choose to approve or reject this request by making the appropriate selection below.

Cpprove [l weject |

Verify the user andrganization information of the user who logged in to identify himself/herself
as a primary agent/consutaotn t he O0Account. Registrationd scr

Select he 6Select a Current Organizat i omsélectr adi o
the ®Regdwe Add an Organizationd .radio button t
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Exhibit 8-10 shows ascreen capture of h A&ccoant Registratiodh s cr e e n

Exhibit 8-10: Account Registration Screen (Scroll 1)

<EPA
=
" United States Environmental Protection Agency

Home About Recent Announcements Terms and Conditions FAQ

&= Contact Us
Loggad in as COXTESTUSERL (Log out)

CD)% Role Sponsorship Process

You are here: Role Sponsorship » Role Sponsorship Review » Account Registration

Registration Information

Program Service CSPP

Role Primary Agent/Consultant

The following information was entered by a CDX user on your behalf. Please review and make any modifications before completing
your profile information. Fields with asterisks (*) indicate required fields.

Part 1: User Information

The program you are registering for requires additional proof of identity. Later in the registration process you will be given the
option to use LexisNexis, an identity proofing service. LexisNexis will pull your first, middle and last name exactly as it is
entered on this page.

User ID * CDXTESTUSER1
Prefix Mr

First Name * John

Middle Initial

Last Name * Doe

Suffix

Part 2: Organization Info

' Select a Current Organization
® Request to Add an Organization
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Exhibt 811s hows a screen capture of the &6dAccount
Exhibit 8-11: Account Registration Screen (Scroll 2)
Part 1: User Information
The program you are registering for requires additional proof of identity. Later in the registration process you will be given the
option to use LexisNexis, an identity proofing service. LexisNexis will pull your first, middle and last name exactly as it is
entered on this page.
User ID * CDXTESTUSER1
Prefix Mr
First Name * John
Middle Initial
Last Name * Doe
Suffix
Part 2: Organization Info
Select a Current Organization
* Request to Add an Organization
Search for your organization using the text box below. You may search by entering the Organization Name or the
Organization ID.
h‘"'—‘. Il i
ii‘—.'l ‘
After adding an organization, an email will be sent to the sponsoring Authorized Official to
indicate that the Agent/Consultant sponsorship requires approvahA€a cl i ck t he oOr
this sponsorshipequest | i nk wi thoi rbet léremaield to the OROI
screen
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Exhibit 8-12 shows a screencapturetoh e 6 CDX Radlpe RSepgmaikessotr & h
Exhibit 8-12: CDX Role Sponsorship Request Email

Central Data E g hip Requi

Sent: Tue 3/1

Subject: Central Data Exchange Sponsorship Request (DEV)
[Secondary User Name] with registered email address [Secondary Email Address] is requesting your sponsorship for the following [Secondary Role] role.

Contact Organization: [Secondary Organization]
Program Service: [Program Service]

Role: [Secondary Role]

Program ID: [Program 1D, if applicable]

You may review this sponsorship request and follow the instructions after being redirected to the CDX application.
You may cancel this sponsorship request.

Please do not reply to this message. If you have questions concerning this message, you may contact CDX Help Desk by email at helpdesk@epacdx.net or by calling

the CDX Technical Support Staff through our toll free telephone support on 888-890-1995 between Monday through Friday from 8:00 am to 6:00 pm EST/EDT. For
International callers, the CDX Help Desk can also be reached at (970) 494-5500.

CDX Registration Homepage
https://dev.epacdx.net

United States Environmental Protection Agency - Central Data Exchange

Enteryour passwordn t he O Rol e Spomsdr sHiig KL ¢ dpiefogd Logr & &
into your CDX account.
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Exhibit 8-13 shows a screecaptureof he O Rol e Sponsorship Logind

Exhibit 8-13: Role Sponsorship Login Screen

<EPA
\’ United States Emvironmental Protection Agency

Home About Recent Announcements Terms and Conditions Help

&= Contact Us

CD)% Role Sponsorship Process

You are here: Role Sponsorship

Sponsorship Information

Email John.Doe@rest.com

Organization CDX Test Org (123 Main St, Virginia Beach, VA, US 23462)
Program Service Submissions for Chemical Safety and Pesticide Programs
Role Primary Agent/Consultant

A request was received requesting your sponsorship for the role above.

If you experience issues or need assistance with the sponsorship process, please call the CDX Help Desk toll-free line at 888-890-
1995. (970) 494-5500 for callers from Puerto Rico and Guam.

Log in to existing account

User ID CDXTESTUSER1

Password |

Log In

The next step is for the AO to indicate which role the sponsoring user wil selessde a

sponsor for this request. Sel e ciowh menu, anepr opr i e
afacilty ID(orenterN/A)and click the OApproved button to

requestandnavigatet o t he O Account. Registrationd screen
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Exhibit 8-14 shows a screencapture of theRo | e S pRenisd r sbr pen

Exhibit 8-14: Role Sponsorship Review Screen

<EPA
\’ United States Environmental Protection Agency

Home About Recent Announcements Terms and Conditions FAQ Help

- &= Contact Us
CDX: ROIE SpOﬂSOfShlp Prﬂcess Loggad in as COXTESTUSERL (Log out)

You are here: Role Sponsorship» Role Sponsorship Review

Sponsorship Information

Email John.Doe@test.com

Organization CDX Test Org (123 Main St, Virginia Beach, VA, US 23462)
Program Service Submissions for Chemical Safety and Pesticide Programs
Role Primary Agent/Consultant

Role Information

A request was submitted for you to sponsor the CDX role above. Please select the role you wish to use as a sponsor for this
request.

' Select an Existing Role

® Add a New Role

Role:

| Primary Authorized Official |

Click Search EPA Facilities or enter N/A to skip this step

Facility ID *

| o rocivics

A request was submitted for you to sponsor a CDX role. You may choose to Approve or Reject this request by making the
appropriate selection below.

Crpprove J wejoct

T h éccdunt Registratioh screen containsoth te user and organization informatiafi the AO

on the sampage Selectt he 6 Se |l e aganizaiodCur a ¢¢ind MWuhet on t o sel «
organizationthat the AO will useto sponsor this requestselect he O Request to Add
Organia t i1 radiodbutton to enter in additional information related to the organization

After all required fields have been completed,
complete your request.
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Exhibit 8-15 showsa screen capturef the GAccount Registratiogh s Scmlleln

Exhibit 8-15: Account Registration Screen (Scroll 1)

“EPA
=
" United States Emvironmental Protection Agency

Home About Recent Announcements Terms and Conditions FAQ

& Contact Us

CDX: ROIE Sponsorshlp Process Logged in a5 COXTESTUSERL [Log out)

You are here: Role Sponsorship » Role Sponsorship Review » Account Registration

Registration Information

Program Service CSPP
Role Primary Authorized Official

The following information was entered by a CDX user on your behalf. Please review and make any modifications before completing
your profile information. Fields with asterisks (*) indicate required fields.

Part 1: User Information

The program you are registering for requires additional proof of identity. Later in the registration process you will be given the
option to use LexisNexis, an identity proofing service. LexisNexis will pull your first, middle and last name exactly as it is
entered on this page.

User ID * CDXTESTUSER1
Prefix Mr

First Name * John

Middle Initial

Last Name * Doe

Suffix

Part 2: Organization Info

= Select a Current Organization
® Request to Add an Organization
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Exhibit 816showsa screen capture of the OAccount Regi

Exhibit 8-16: Account Registration Screen (Scroll 2)

Middle Initial
Last Name * Doe

Suffix

Part 2: Organization Info

Select a Current Organization
* Request to Add an Organization

CDX Test Org

123 Main St

Virginia Beach, VA, US
23462

Email * John.Doe@test. com
Phone Number *
Phone Number Ext

Fax Number

8.4  Registration Information

Clicking the6 @ateNewAccounbbuttonon t he O Rol e Sponsorshipbé sc
®Account Registratiah s ¢whieheallows the useasiccessoinformation for a Primay

Agent/Consultant with the CSPP program service to create login informationé\ccadunt

Registratiod page displays the new user role under the CSPP program service.

841 Part 1: User Information

The O6User I nformationd s e c t(seebBxhibit&ll7&ndExiibs t he f
8-17):

9 User ID (required)
1 Title (required)
1 First Name (required)
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9 Middle Inttial

i Last Name (required)

1 Suffix

9 Password (required)

1 Re-type Password (required)

9 Security Question 1 (required)
9 Security Answer Irequired)

9 Security Question 2 (required)
9 Security Answer 2 (required)
9 Security Question 3 (required)
9 Security Answer 3 (required)

Please note that the user ID and password information may be requesteduthrergication

with features throughout CDXduding any submission processes within your specific CDX
application. The 6Security Questiond and 6Sec
authentication in the event you forget your password and need to resetiit.

When creating a user ID, it musbide by the following rules:

1 Must be at least 8 characters

fNo special characters mag O6@aunded. wWith the
When creating a password, it must abide by the following rules:

1 Must be at least 8 characters

9 Must be no more than 15 claaters

1 Must contain one uppercase letter, one lowercase letter, and one number

1 May not begin with a number

9 May not be the same as your user ID

fMay not <contain the word OPasswordo

1 May not contain any special characters or spaces

1 Must be changed every 90 day
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Exhibit 817showsas cr een capture of the ORegistration

Exhibit 8-17: Registration Information Screen (Scroll 1)

<EPA
=
" United States Environmental Protection Agency

Home About Recent Announcements Terms and Conditions Help

& Contact Us

CD)% Role Sponsorship Process

You are here: Role Sponsorship » Role Sponsorship Review » Account Registration

Registration Information

Program Service CSPP

Role Primary Agent/Consultant

The following information was entered by a CDX user on your behalf. Please review and make any modifications before completing
your profile information. Fields with asterisks (*) indicate required fields.

Part 1: User Information

The program you are registering for requires additional proof of identity. Later in the registration process you will be given the
option to use LexisNexis, an identity proofing service. LexisNexis will pull your first, middle and last name exactly as it is
entered on this page.

User ID * | |

Title * Mr v

First Name * | |

Middle Initial [ ]

Last Name * | |

Suffix -Please Select- ¥

Password * | |

Re-type Password * | |

Security Question 1 * -Please Select- M

Security Answer 1 * | |
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Exhibit 8-18showsas cr een capture of the dqRrel®) stration |

Exhibit 8-18: Registration Information Screen (Scroll 2)

Middle Initial

Last Name *

Suffix -Please Select- ¥
Password *

Re-type Password *

Security Question 1 * -Please Select- M

Security Answer 1 *

Security Question 2 * -Please Select- M

Security Answer 2 *

Security Question 3 * -Please Select- M

Security Answer 3 *

8.4.2 Part 2: Organization Information

Unlike the previous system, the new CDX system requires you to search for your organization
before you are able to create a new organization. You are first asked to do a simple search (see

Exhibit 4-16) . From the simple search you wil/l be ab
Namedé or the 6Organization | D.6 The matching
d splaying the 6Organization | D,d6 6Organizatio

60ZI| P/ Post &khbitCleld.dfdhe ginple search retignoo many results, you may use

the advanced searoiption (sedexhibit 4-18 andExhibit 4-19) or choog to search again. You

may also choose to create an orgdiamafrom a link below the search results (§edibit 4-21).

You wil/ need to click the 6Organization | DO
organization has been selected or created, you wil be required to enter an email address and
phone number, with the option of entering a phone number extension ramfdper (se&xhibit

4-20 and Exhibit 4-21).

The searchresults will only display organizations that have been previously verified by a
RMAM, LexisNexis or a help desk user. Organizations that have not been verified can be
searched for by using the organization ID.

The first organization a user adds will be set as the primary organization. The primary
organization is important becausein di cat es the wuserds The i mary er
primary organization can be changed within CDX registration information at any time.

The O60Organization I nformationo (seeexobit 800 col |l ec

i Organization Name (required)
9 Mailing Address 1 (required)
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9 Mailing Address 2

i City (required)

i State/Province (required)

9 Zip Code/Postal Code (required)
9 Country (require)

9 Email (required)

9 Re-enter Email (required)

9 Phone Number (required)

9 Phone Number Extension

1 Fax Number

Exhibit 8-19 showsascreen capturef t h @rgadization Informatioh

Exhibit 8-19: Organization Information Screen

Security Answer 2 ¥
Security Question 3 * -Please Selert-

Security Answer 3 *

Part 2: Organization Info

Search for your organization using the search criteria belowr.

Organization 1D |

Organization Naime

Country UNITED STATES r
Mailing Address

Mailing Address 2

City

State "

ZIPfPostal Code

Wrong organization information? Back to Search or reguest that we add your organization .
‘. A I

SCreen:
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9 Multiple Authorized Official Functionality

In all CSPP applications, AQkat register under the same organization name in CaXview
all forms and submissionbelonging to that organizatoonn t he o® F @rSmd @dreers i ons 6
within an application.

9.1  Multiple AO Functionality

The muttiple AO functionality means thal AOsregistered under the same organization are
able to view all forms and submissionseatedy otherAOs under thabrganization.
Organization names are not casensitive,howeverspacing andbbreviation in anrganization
name are considered. Although users from the same company may be ahleftons created
andsubmittedby otherusers under the sameganizationname, alforms wil stil require a
passphrase to l#cessed
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10 Additional Verification

Based on th@rogram servicand role chose when registering for an account in CDX,
additional information may be needed to completgistration After you log into CDX from the
activation link, you will beredirected to the scres for the additional formation required for
your role.

10.1 Identity Verification Process

When gplicable, you wil be given the option to use the electronic identity verification process
(seeExhibit 10-1). The CDXregistration procesgrovides an identity verification service called
LexisNexis, which is a thirgharty service that verifiea user's identity. If you choose to proceed
withthed ectronic verificatio¥Ye rpirfoibottasisi,ondl i ck t he

The LexisNexis service will launch a nevindow, whichnavigate a user away from CDX to

collect additional Personally Identifiable Information (PII) that CDX doetsstore or uséf you

choose not to wutil i sgnthelsperfo s NN xseekxhi AGL), €COXi c k t h
will proceed to the existing paper processing option and instruct you to print, sign, and mail any
identity proofing documentation.

Based on the rolprovisioning t he OLe>xCiodNexits owil @&itheavdisplay thev
user and organization information collected by GXKich is not editable(seeExhibit 10-2), or
display fields for a user to ent®rPIl information Thewindow also displays text fields in which
you must provide theecessary Plor LexisNexis to complete the identity validation.

You wil be redirected back to CDafter submitting the informmin and one of the following
scenarios will occur:

1. You successfully valdate to tminimum standardsAf t er c | i oitkieng t he Oo0C
button, the system wil direct you teet your20-5-1 questions and allow you to
electrontally sign the ESAseeSection10.2.7).

2. You unsuccessfully wvalidate t oContitu® mini mum
button. If youruseridentity proofing failed, you caanly sign the paper ESA. If the
organization or useorganization association fails, then you have up to five (5) times to
improve your score for validationYou wil only be able to make edits to your
organization informatian|f you fail more than 5 timg, youwil be taken to the paper
ESA

3. You choose to sign t hCGontinaé p e ruitiio®d Aubrbiting ¢ | i ¢ ki 1
the LexisNexis formandclicking the paper ESA linkKseeExhibit 10-3).

4. You choose to discontinue t RBancel elguotstheyrat i on
OAdditional V e r Exhibit d@l). Yo wib be senttheepaper ESAsire e
your MyCDX inbox You must contacthe CDX helpdesk for further informatioto
obtain access to the program role requested.
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Exhibit 10-1 showsa screen cappre of CDX Registration: Additional Verificator6 s cr e e n:
Exhibit 10-1: CDX Registration: Additional Verification Screen

<EPA
\’ United States Environmental Protection Agency

Home About Recent Announcements Terms and Conditions FAQ

&= Contact Us

CD)s CDX Registration: Additional Verification Logged in as COXTESTUSERS (Log out)

1. Identity Verification 2. Electronic Signature Agreement

The program you are registering for requires additional proof of identity. Your options are to use LexisNexis®, an independent
3rd-Party electronic identity proofing service or to print and submit a signed form through U.S. Postal Mail to the U.S.
Environmental Protection Agency.

Note: By clicking [Proceed to Verification] you understand the service is voluntary and that you are validating personally
identifying information including the last 4 digits of SSN against a 3rd-Party service LexisNexis@®, which will return evidence of
validation of your personally identifying information back to the U.5. Environmental Protection Agency. The U.S. EPA will not
collect or retain sensitive, personally identifying information such as your Social Security Number (SSN); however, EPA will receive
evidence of identity validation which may be used to identify you for legal purposes.

You may sian the paper form if you do not want to use the automatic verification process.
Note: You will receive a limited number of attempts to complete identity verification. Please review all personal
information carefully prior to submitting. If you need to modify the personal information listed below, please

contact the CDX Help Desk.

First Name: John
Last Name: Doe

[T have reviewed the name presented above and I would like to proceed with LexisNexis. Additional LexisNexis Identity Proofing
Guidance

Procee to vertcation J oncel
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Exhibit 10-2 showsasaeencaptureft he OLexi s Ne x iwpubDwindan Col | ect i ¢

Exhibit 10-2: LexisNexis Data Collection Pop-Up Window

https://secure.accurint.com/app/bps/epa

@ LexisNexis' | verification for epA

* Reguired Fields

Authorized Representative

Last Name * First Name * Middle Name SSN (Last 4) *
|Doe | |Jane |

Home Address *

Home City * Home State * Home Zip *
| | [ State - ] |
Home Phone Date of Birth *

Copyright @ 2015 LexisMexis. All rights Reserved. Terms & Conditions | Privacy & Security
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Exhibit 10-3 shows a screen capturef thed_exisNexisResut® s cr een

Exhibit 10-3: LexisNexis Results Screen

“EPA
S
\’ United States Environmental Protection Agency

Home About Recent Announcements Terms and Conditions FAQ Help

& Contact Us

CDX: CDX Registration: Additional Verification Loaged in 2 COXTESTUSERS (Log out)

LexisNexis® Results
1. Identity Verification 2. Electronic Signature Agreement

Please click Continue to complete registration.

Exhibit 10-4 shows a screen capturef the d_exisNexis Results( wi t ho ut Verif
Exhibit 10-4: LexisNexis Continuing Without Verification Screen

<EPA
\’ United States Environmental Protection Agency

Home About Recent Announcements Terms and Conditions FAQ Help

CD)s CDX Registration: Additional Verification zg%mmﬂm (Log out)

LexisNexis® Results
1. Identity Verification 2. Electronic Signature Agreement

Please click Continue to complete registration.

If you have accidentally closed the window, you can click here to reopen it.

If you wish to sign a Paper ESA, you can click here.

Continue
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Exhibit 10-5 shows a screencapt e of the O6Electroni:c Signature

Exhibit 10-5: Electronic Signature Agreement Screen

<EPA
S
\’ United States Environmental Protection Agency

Home About Recent Announcements Terms and Conditions FAQ Help

CD): CDX Registration: Additional Verification S oo 2 COXTESTUSERS (Loq out)

1. Identity Verification @ 2. Electronic Signature Agreement

You have failed LexisNexis identity proofing. Please proceed to print, sign and mail the paper Electronic Signature Agreement
below or contact the CDX Help Desk for assistance.
Paper CDX Electronic Signature Agreement

The COX electronic signature agresment (ESA) is an agresment between yourself and CDX that will authorize your electronic signature. By signing the ESA you agrae to
adhers to the conditions listad on the agreement below. Once the ESA has been signad, you will be authorized to sign and/or encrypt infarmation for your data flow. For
any questions ragarding the CDX ESA please contact the CDX Help Desk.

U.S. Environmental Protection Agency
ELECTRONIC SIGNATURE AGREEMENT

In accepting the electronic signature credential 1ssued by the U.S. Environmental Protection Agency (EPA) to sign electronic
documents submitted to EPA's Central Data Exchange (CDX). and as a representative for:

Electronic Signature Holder Company Information

Organization Name: TEST

Address: ;l'jtST

City, State, Zip: TEST. VA 00000

Province:

Country: us

Phone Number: (703)227-7445

E-mail Address: cibetester@gmail. com

Registrant's Name: Mr John Doe

CDX User Name: CDXTESTUSER3 .

10.2 CDX Electronic Signature Agreement (ESA)

Some roles require a user to haveE&A. If you do not have a current ESgou wil be
prompted to sign an ESA, which can be signed electronically or manually. The following
sections providemore detail about each optioli.a user has signed an ESA father the TSCA
or Toxics Release InventoryT RI) program service/workflowthe existingESA may be reused
for the CSP Rvorkflow.

10.2.1 Electronic CDX Electronic Signature Agreement (ESA)

Applicable only tosome rolesCDX provides twentyquestions tachoose from which wilhelp
validate your identity.You wil be prompted to ente€ErossMedia Electronic Reporting
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Regulation CROMERR ) questions after you have successfuly passed LexisNexis ydentit
proofing or have been appralgia the help desk.

You will choose fivequestions and provide answers for eatiu will not be allowed to select
and provideduplicate questions or answerfie questions that you selesttould be easy for you
to remember, but difficult for someone ek guess. You will be required aoswer one of these
five questions upon submitting any forthgt utiize the CROMERR widget for electronic
signaturesYou wil be prompted with a questiorandomly chosen by the systeluring the
signing process

If you pass LexisNexis validation and choose to sign the ESA electronicallgystesmwill

verify that the CROMERR 28-1 questios and answers have been seth# questions and

answersvere previouslyset, you wil be directed ta page to vievihe ESA. fthese have not

been set, you wil be directed to a page to provide five questions and answers before proceeding

to the ESApage(seeExhibit 10-6). The questionsmust be completed before you can

electronically sign the CDX (diow-specifig ESA or sponsor letteClickt he o0 Save Answe
button after providingthe questions and answserYou will receive an email confirmation of your

20-5-1 questiongo both yourprovided email addressand MyCDX inbox

Afteryou complete the 2661 question process, review the ES/
Electronicallyd but t €bX CROMERR widges. tAe part ovthd CDX | a un c |
CROMERR widget process, you wil be required tevadidate your user ID and password,

provide the answer tone of the20-5-1 questions and officially sign theeSA (seeExhibit 10-7,

Exhibit 10-8, andExhibit 10-9).

When you officially sign the ESA, a copy of the ESA, along with your electronic signature, is
stored in the CDX CROMERR archives. A copy of the ESA is also sent taypODX inbox.

If you chabse the paper ESA process, the questions wil not be dispiayeDX until your
program service role has been activatiter your role has been activatgeu wil be
prompted to provide your questions and answers béfting able to navigate the dViyCD X6
landing page

TDD 9.21 OPPT CIS CDX CSPP Registration User Guide
85



CDX

Exhibit 10-6 showsa screen capturef the CROMERR 205-1 Question and Answéon the
@SIGPI N Entryd screen:

Exhibit 10-6: e SIG-PIN Entry CROMERR 20-5-1 Question/Answer Screen

<EPA
\’ United States Environmental Protection Agency

Home About Recent Announcements Terms and Conditions FAQ Help

&= Contact Us
CDX: Central Data Exchange Loggad in as COXTESTUSERL (Log out)

CDX Registration: Additional Verification

You are registered for a program that requires eSignature PIN Verification. Please select five (5) challenge questions and answers.
The questions that you select should be questions that you can remember, but difficult for anyone else to guess.

Select 5 Challenge Questions and Answers

|What is the first and middle name of your oldest sibling? ~ ~ ||

|
\What is your favorite vacation destination? v || |
\What is your favorite TV show? v || |
|What is the name of your home town newspaper? v || |
\What is your favorite hobby? v || |
'Save Answers
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Exhibit 10-7 showsa screen capturefthe0 Ee ct r oni ¢ CDX ESAO®G screen:
Exhibit 10-7: Electronic CDX ESA Screen

<EPA
\’ United States Environmental Protection Agency

Home About Recent Announcements Terms and Conditions FAQ

CD): CDX Registration: Additional Verification S o 2 COXTESTUSER? (Log o)

1. Identity Verification+ 2. Electronic Signature Agreement

Electronic CDX Electronic Signature Agreement

The COX electronic signaturs agreement (ESA) is an agreement betwaen yourself and COX that will authorize your electronic signature. By signing the ESA you agres to
adhere to the conditions listed on the agreement below. Once the ESA has been signed, you will be authorized to sign and/or encrypt infarmation for your data flow. For
any questions ragarding the COX ESA please contact the COX Help Desk.

U.S. Environmental Protection Agency
ELECTRONIC SIGNATURE AGREEMENT

In accepting the electronic signature credential 1ssued by the US. Environmental Protection Agency (EPA) to sign electronic
documents submitted to EPA's Central Data Exchange (CDX). and as a representative for:

Electronic Signature Holder Company Information

Organization Name: TEST

Address: TEST

City. State, Zip: NOWHERE. AL 11222
Province:

Country: us

Phone Number: (703) 227-7445

E-mail Address: jdoe@doe.com
Registrant's Name: Mr John Doe

CDX User Name: CDXTESTUSERI1

Sign Electronically
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Exhibit 10-8 and Exhibit 10-9 show screen captwsef the CROMERR eSignature Widgie p o p
up window

Exhibit 10-8: CROMERR eSignature Widget (Screen 1)

I certify, under penalty of law that the information
provided in this document is, to the best of my
knowledge and belief, true, accurate, and complete. I
am aware that there are significant penalties for
submitting false information, including the possibility of

fines and imprisonment for knowing violations.
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Exhibit 10-9: CROMERR eSignature Widget (Screen 2)

eSignature Widget

1.Log in to CDX 2.Answer Secret Question 3.5ign File

User: Question:
CDXTESTUSER1 What is your favorite hobby?

Answer:
hobby

Password:

10.2.2 Paper ESA

If you do not wish to leverage the LexisNexis process or are unable to be properly validated to
meet the minimum requirements for the program, you will be required to follow the existing
paper ESA process. The paper process allows you to print the ES#lepeowet ink signature,

and mail the signed ESA #PA. A copy of the ESA form will be saved in your CO#Xbox

for future reference and reprinting.
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Exhibit 10-10 showsascreen capturef thed @ p e r C Dpopup &iAdow
Exhibit 10-10: Paper CDX ESA Pop-Up Window

U.S. Environmental Protection Agency
ELECTRONIC SIGNATURE AGREEMENT

In accepting the electronic signature credential 1ssued by the US. Environmental Protection Agency (EPA) to sign
electronic documents submitted to EPA's Central Data Exchange (CDX). and as a representative for:

Electronic Signature Holder Company Information

Organization Name: TEST
TEST

test
City. State, Zip: TEST. VA 00000

Province:

Address:

Country: us

Phone Number: (703)227-7445
E-mail Address: ceetest@gmail. com
Registrant's Name: Mr John Doe
CDX User Name: CDXTESTUSER3

(Name of Electronic Signature Holder)

(1) Agree to protect the electronic signature credential. consisting of my Central Data Exchange (CDX) user
identification and password, from use by anyone except me. Specifically. [ agree to maintain the secrecy of the
password: I will not divulge or delegate my user name and password to any other individual; I will not store my
password in an unprotected location: and [ will not allow my password to be written into computer scripts to
achieve automated login.

(2) Agree to contact the U.S. EPA CDX Help Desk at 1-888-890-1995 as soon as possible. but no later than 24
hours. after suspecting or determining that my user name and password have become lost, stolen or otherwise
compromised.

(3) T agree to notify CDX withm ten workimng days if my duties change and I no longer need to interact with the
CDX on behalf of my organization. [ agree to make this notification by notifving the CDX Technical Support staff
at 1-888-890-1995 or helpdesk@epa.gov.

(4) Understand that I will be informed through my registered electronic mail (e-mail) address whenever my user
identification or password have been modified.

(3) Understand that CDX reports the last date my user identification and password were used immediately after
successfully logging into CDX.

10.3 RMAM Approval

For someprogramserviceroles a user must wait for programRMAM, an individual

responsible for the approval of program service role access reqoagtnt access to the role.

In this case, the user will not be able to do anything beyond entering registration tioforrifa

you have any issues waiting for the approval, you wil need to reach out to the point of contact
for the program service
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10.4 Registration Notifications

After completing the registration process, you wil receive confirmation of successful registrat
(seeExhibit 10-11). If you choose the paper ESA option, you will receive a confirmation email
when your role has been approvageExhibit 10-12).

Exhibit 10-11 shows ascreen capturef adCDX Registratiod email after you have successfuly
registered with CDX

Exhibit 10-11: CDX Registration i Role Activation Email

CDX Registration Status Change (DEV) - Message (Plain Text)

v @

Sent: Tue 3/10/2015 10:38 AM

Subject: CDX Registration Status Change (DEV)

Your Central Data Exchange (CDX) CDX Role has been activated by EPA.

CDX Registration Homepage
https://dev.epacdx.net
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Exhibit 1012showsas cr een capture of t lafeeryoud®vXchéhgega st r at
role status or have successfully created an account with CDX and are awaiting approval

Exhibit 10-12: CDX Registration i Role Status Change Email

(| m * CDX Registration Status Change (DEV) - Message (Plain Text)

From: B helpdesk@epacdx.net Sent: Tue 3/10/2015 11:46 AM
To:

Ce

Subject: CDX Registration Status Change (DEV)

You have successfully created an account with EPA Central Data Exchange (CDX). You will be notified by e-mail when the account has been activated.

CDX Registration Homepage
https://dev.epacdx.net
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11 Managing User and Organization Information

Once you have entered registration information and activated the user account, ymerforay
various functions such as adding addiional organizatitms username, modifyinguser
information or adding additional program services to a username

11.1 Managing Organization Information

If necessary, a user is able to add additional organizations that may be associated with a
username. The new organization taiilldd tshent iben.a
subsequent logins, a user will be able to select the organiZatiomhich they would like to

submit forms

To add additional or g an MaddytUser hGrganizabiona us er na me
Il nf ormationd but ttabthat displays dfter logyiddyin. Ruser €an then@&hoose

to either search for an existing organization to edrequest a new organization to be added

user chooses to add a new organization, populate the required organization contact information

and click the 6Submit Request for Access6 but
The additional organization then displays 1in
Profide.eb pag
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Exhibit 11-1 showsa screen captureft h ey Poofled6 s cr een:
Exhibit 11-1: My Profile Screen

<EPA
\’ United States Environmental Protection Agency

Home About Recent Announcements Terms and Conditions FAQ

& Contact Us
CDX: Central Data Exchange Logged in a5 COXTESTUSERL (Log out)
MyCDX || Inbox “uﬂﬂa| Role Sponsorship | | Submission History
User Information
User ID CDXTESTUSER1
Name Mr John Doe
Last Updated 3/10/2015 11:57:30 AM
Registration Date 3/10/2015 10:10:55 AM
Security Question 1 What was your childhood nickname?
Security Question 2 What school did you attend for sixth grade?
Security Question 3 In what city does your nearest sibling live?
Organization Information
Primary Organization = &~
Org. ID Name Address
17881 CDX Test Org 123 Main St, Virginia Beach, VA, US 23462 il
oty User / organization information Jll Manage Your program servics
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Exhibit 11-2 showsa screen captureft h Eodify UsedOr gani zation | nfor mat i
(Scroll 1)

Exhibit 11-2: Modify User/Organization Information Screen (Scroll 1)

<EPA
\’ United States Emironmental Protection Agency

Home About Recent Announcements Terms and Conditions FAQ

& Contact Us

CD) Central Data Exchange Logged in as COXTESTUSERL (Log out)
MyCDX || Inbox “uﬂﬂa| Role Sponsorship | | Submission History
Essential information is marked with an asterisk(*)
Part 1: User Information
Description of Fields@
User ID CDXTESTUSER1 Change Password
Name Mr John Doe
Security Question 1 * What was your childhood nickname? v
Security Answer 1 * | |
Security Question 2 * What school did you attend for sixth grade? v
Security Answer 2 * | |
Security Question 3 * In what city does your nearest sibling live? v

Security Answer 3 * | |

Save User Information

Part 2: Organization Details

Current Organizations

Click the organization name to view or modify organization information.

Primary Organization = =~

> CDX Test Org (17881) &
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Exhibit 11-3 showsa screen captureft h Eodify UsefOr gani zation | nfor mat i
(Scrall 2)

Exhibit 11-3: Modify User/Organization Information Screen (Scroll 2)

Security Question 2 * What school did you attend for sixth grade? v

Security Answer 2 * | |

Security Question 3 * In what city does your nearest sibling live? M

Security Answer 3 * | |

Save User Information

Part 2: Organization Details

Current Organizations

Click the organization name to view or modify organization information.

Primary Organization = &~

> CDX Test Org (17881) &

Part 3: Organization Information

New Organization

New organizations can be added to your profile. Search for your organization using the text box below.

| [ scarc

Deactivate User Account Back to MyCDX
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Exhibit 11-4 shavs a screen captureft h Elodify UserOrganization Informatiori Add
Organizatiod s (Scmwlle3n

Exhibit 11-4: Modify User/Organization Information Screen (Scroll 3)

Part 3: Organization Information

New Organization

Organization Name * | |

Country * | UNITED STATES M

Mailing Address *

City *

State *

|

Mailing Address 2 | |
|
|

-Please Select- v

Z1P/Postal Code * | |

Email * | |

Re-enter Email *

Phone Number *

Phone Number Ext

Fax Number

Submit Roquestfor Acocs

Deactivate User Account Back to MyCDX
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11.2 Managing Program Services

Users may need to subnfidrms under several different program services. The following
sections provide more details regarding howitiple program servicesan be added

11.2.1 Adding Program Services

If necessary, a user may add additional program serfac@sganizations under which user is
registered, including any associated roles that are appropriatigataspecific program service

You may add a progm service(seeExhibit 11-5, Exhibit 11-6, andExhibit 11-7) andassociate
a program service with a current organization oew arganization

Applicable only to some roles, CDX provides twenty questions to choose from which wil help
valdate your identity. You wil be prompted to enter CROMERR questions after you have
successfuly passed LexisNexis identity proofing or hawenl@pproved vidhe help desk.

You will choose five questions and provide answers for each. You will not be allowed to select
and enteduplicate questions or answers. The questions that you select should be easy for you to
remember, but difficult for soaone else to guess. You wil be required to answer one of these

five questions upon submitting any forms that utiize the CROMERR widget for electronic
signatures. You wil be prompted with a question randomly chosen by the system during the
signing proces.

If you pass LexisNexis validation and choose to sign the ESA electronically, the system will

verify that the CROMERR 28-1 questions and answers have been set. If the questions and

answers were previously set, you wil be directed to a page to vie®wSA (seeExhibit 11-10).

If these have not been set, you wil be directed to a page to provide five questions and answers
before proceeding to the ESA page. The questions must be completed before you can

electroni@ally sign the CDX (orflows peci f i ¢c) ESA or sponsor Jlette
Answer sdé6 button after providing the questions
confirmation of your 2€5-1 questions to both youysrovided email addressaand CDX inba.

Afteryou complete the 2661 question process, review the ES/
Electronicallyd button, the system wildl |l aunc|
CROMERR widget process, you wil be required tevadidate your user ID andagsword,

provide the answer to one of the questions, and officially sign the ESA.

When you officially sign the ESA, a copy of the ESA, along with your electronic signature, is
stored in the CDX CROMERR archives. A copy of the ESA is also sent to yourif®bx

If you choose the paper ESA process, the questions will not be displayed in CDX until your
program service role has been activated. After your role has been activated, you wil be
prompted to provide your questions and answers before being alsleidate to theMyCDX6
landing page.
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Exhibit 11-5 showsa screen capturef the My C® Xs cr e e n
Exhibit 11-5: MyCDX Screen

<EPA
\’ United States Environmental Protection Agency

Home About Recent Announcements Terms and Conditions FAQ

&= Contact Us
CDx: Central Data Exchange Logged in a5 COXTESTUSERL (Log out)

| Inbox || My Profile || Role Sponsorship” Submission History|

Consrvce st

Status ~ Program Service Name ¥ Role s
— See the status for all program services
& CSPP: Submissions for Chemical Primary Agent/Consultant

Safety and Pesticide Programs

& CSPP: Submissions for Chemical Primary Authorized Official News and Updates

Safety and Pesticide Programs

CDX: COX Web will now utilize a brand new
responsive layout. This will allow for a dynamic
display depending on how CDX is accessed.
Whether through a mobile device, a tablet, ora
desktop browser, the site will automatically adapt
for optimal viewing on any screen.

September 04 2014
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Exhibit 11-6 showsa screencaptureft he O Manage Program Services?o

Exhibit 11-6: Manage Program Services Screen

<EPA
\’ United States Environmental Protection Agency

Home About Recent Announcements Terms and Conditions FAQ

&= Contact Us
Loggad in as COXTESTUSERL [Log out)

CD) Central Data Exchange

You are here: MyCDX» Manage Program Services

Manage Program Services

"Back to MyCDX [Expand All] [Collapse All]

CDX Test Org, 123 Main St, Virginia Beach, VA, US 23462, (703) 227-7445

® CSPP: Submissions for Chemical Safety and Pesticide Programs
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Exhibit 11-7 shows a screen capturef the 0 dgramServiced screen

Exhibit 11-7: Program Service Screen (Scroll 1)

<EPA
S
\’ United States Environmental Protection Agency

Home About Recent Announcements Terms and Conditions FAQ Help

CD)& Edit Account Profile = Contact Us

Logged in a5 COXTESTUSERL (Log out)
1. Program Service 2. Role Access 3. Organization Information

Begin typing a program service name or related keywords to filter the list of available services (e.g., air quality system, AQS, or
Clean Air Act).

Active Program Services List

s

ARCS: Aircraft Reporting and Compliance System
CSPP: Submissions for Chemical Safety and Pesticide Programs

SPe(CS: State Plan Collection System

11.2.2 Request Role Access

After selecting the program servicen t he 6 P r cgeedomhichywu wolld likebto
associate your username, the next step wil be to select the appropriate user role to associate with
the program service and to manage any facilties associatedheifiragram service, if

necessary.

Based on program requirements and provisioning, this section will provide the appropriate fields
for additional information to be collected. Fields wil display for the user to effigaility 1D or

to use the Facilty Bgistry Services(FRS) (se&ection4.3.2). An additional screen wil appear
only for the rolesrequiring additional informationseeSection4.3.7).
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Exhibit 11-8 shavs ascreen captureoft he O Rol e Accessd screen:
Exhibit 11-8: Role Access Screen

<EPA
S
\’ United States Environmental Protection Agency

Home About Recent Announcements Terms and Conditions FAQ Help

- - &= Contact Us
CDX: Edit Account Profile Loggad in as COXTESTUSERL [Log out)

1. Program Service v 2. Role Access 3. Organization Information

Registration Information

Program Service Submissions for Chemical Safety and Pesticide Programs

Role Mot selected

Select a role from the drop down list and provide any required additional information, if applicable. Any role issues will display in
the status below.

Select Role Primary Authorized Official v

11.3 Organization Information

The 0 Or glafonmatioedt | somr elasnstep in adting e new program serviclick the
6Sehe€urrent Organizationd radio button to se
sponsor this request or click the ORequest to
organization to add.

The new CDX system requires you to search for yoganization before you are able to create a
new organization. You are first asked to do a simple searclkfbd@ 4-16) by entering the

00rgaonpnzadtamed or the O6Organization |1 D.6&6 Parti
search results willdl be returned in a table di:
0Address, d 0City, 6 BxBiitd17elftbe simpledseatchretins@o de 6 ( s

many results, you may use the advanced search optioricXbibé 4-18 andExhibit 4-19) or

choose to search again. You may also choose to create an organization from a link below the
searchresults (séshibit 4-17) . Click the 6Organization |1 D6 |Ii
Once an organization has been selected or created, you will be required to enter an email address
and phone number, with the option of entering axphoumber extension or fax number (see

Exhibit 4-19 and Exhibit 4-20).

After all required fields have been completed,
complete your request.
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Exhibit 11-9 showsa screencaptureft he 0 Or gani zation I nformationg

Exhibit 11-9: Organization Information Screen

<EPA
=
" United States Environmental Protection Agency

Home About Recent Announcements Terms and Conditions FAQ

CD)¢ Edit Account Profile = Contact e

Loggad in as COXTESTUSERL [Log out)
1. Program Service v 2. Role Access v 3. Organization Information

Registration Information

Program Service Submissions for Chemical Safety and Pesticide Programs
Role Primary Authorized Official

® Select a Current Organization
= Request to Add an Organization

Select an organization from the dropdown list.

| v

Submit Request for Access
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Exhibit 11-10 showsascreencaptureft he O El ectronic Signature Agr

Exhibit 11-10: Electronic Signature Agreement Screen

<EPA
\’ United States Environmental Protection Agency

Home About Recent Announcements Terms and Conditions FAQ

CD): CDX Registration: Additional Verification S o 2 COXTESTUSER? (Log o)

1. Identity Verification+ 2. Electronic Signature Agreement

Electronic CDX Electronic Signature Agreement

The COX electronic signaturs agreement (ESA) is an agreement betwaen yourself and COX that will authorize your electronic signature. By signing the ESA you agres to
adhere to the conditions listed on the agreement below. Once the ESA has been signed, you will be authorized to sign and/or encrypt infarmation for your data flow. For
any questions ragarding the COX ESA please contact the COX Help Desk.

U.S. Environmental Protection Agency
ELECTRONIC SIGNATURE AGREEMENT

In accepting the electronic signature credential 1ssued by the US. Environmental Protection Agency (EPA) to sign electronic
documents submitted to EPA's Central Data Exchange (CDX). and as a representative for:

Electronic Signature Holder Company Information

Organization Name: TEST

Address: TEST

City. State, Zip: NOWHERE. AL 11222
Province:

Country: us

Phone Number: (703) 227-7445

E-mail Address: jdoe@doe.com
Registrant's Name: Mr John Doe

CDX User Name: CDXTESTUSERI1

Sign Electronically
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Exhibit 11-11 showsascreencaptureft hap @l i cat i on dRreenthatise Set ti ng
displayedif a useris registered for multiple organizations under the sameagmogervice

Exhibit 11-11: Application Profile Settings Screen

Application Profile Settings

Organization Name
AAAAAATEST

Program Client ID
Primary Authorized Official: 82234

Program
CSPP
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12 Loggingin to CDX for Migrated Users

For users who were registered in CDX before the updates, logging in wil behave in the same
manner.You can log into CDX by navigating to the CDX homepage, entering your user
credentials established duinidn gb urtetgpmghticomertihoen ,
of the screefseeExhibit 12-1).

Exhibit 12-1 showsa screen capturef thedCDX Homepagé scr een ( Scr ol |l 1)
Exhibit 12-1: CDX Homepage Screen (Scroll 1)

o
\" EPA United States Environmental Protection Agency

Home About Recent Announcements Terms and Conditions Help

CD)% Central Data Exchange s

Log in to CDX

User ID

Password

e

Forgot your Password?
Forgot your User ID?
Warning Notice and Privacy Policy

Welcome

Welcome to the Environmental Protection Agency (EPA) Central Data Exchange (CDX) - the Agency's electronic reporting site. The
Central Data Exchange concept has been defined as a central point which supplements EPA reporting systems by performing new
and existing functions for receiving legally acceptable data in various formats, including consolidated and integrated data.

Warning Notice

In proceeding and accessing U.S. Government information and information systems, you acknowledge that you fully understand and consent to all
of the following:

1. you are accessing U.S. Government information and information systems that are provided for official U.S. Government purposes only;

2. unauthorized access to or unauthorized use of U.S. Government information or information systems is subject to criminal, civil, administrative,
or other lawful action;

3. the term U.S. Government information system includes systems operated on behalf of the U.S. Government;

4. you have no reasonable expectation of privacy regarding any communications or information used, transmitted, or stored on U.S. Government
information systems;

5. at any time, the U.S. Government may for any lawful government purpose, without notice, monitor, intercept, search, and seize any authorized
or unauthorized communication to or from U.S. Government information systems or information used or stored on U.S. Government
information systems;

6. at any time, the U.S. Government may for any lawful government purpose, search and seize any authorized or unauthorized device, to include
non-U.S. Government owned devices, that stores U.S. Government information;

7. any communications or information used, transmitted, or stored on U.S. Government information systems may be used or disclosed for any
lawful government purpose, including but not limited to, administrative purposes, penetration testing, communication security monitoring,
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Exhibit 12-2 showsa screen capturef the«CDX Homepagé scr een ( Scr ol | 2)

Exhibit 12-2: CDX Homepage Screen (Scroll 2)
|

Welcome

Welcome to the Environmental Protection Agency (EPA) Central Data Exchange (CDX) - the Agency's electronic reporting site. The
Central Data Exchange concept has been defined as a central point which supplements EPA reporting systems by performing new
and existing functions for receiving legally acceptable data in various formats, including consolidated and integrated data.

Warning Notice and Privacy Poli

Warning Notice

In proceeding and accessing U.S. Government information and information systems, you acknowledge that you fully understand and consent to all
of the following:

1. you are accessing U.S. Government information and information systems that are provided for official U.S. Government purposes only;

2. unauthorized access to or unauthorized use of U.S. Government information or information systems is subject to criminal, civil, administrative,
or other lawful action;

3. the term U.5. Government information system includes systems operated on behalf of the U.S. Government;

4. you have no reasonable expectation of privacy regarding any communications or information used, transmitted, or stored on U.S. Government
information systems;

5. at any time, the U.5. Government may for any lawful government purpose, without notice, monitor, intercept, search, and seize any authorized
or unauthorized communication to or from U.S. Government information systems or information used or stored on U.S. Government
information systems;

6. at any time, the U.5. Government may for any lawful government purpose, search and seize any authorized or unauthorized device, to include
non-L.5. Government owned devices, that stores U.S. Government information;

7. any communications or information used, transmitted, or stored on U.S. Government information systems may be used or disclosed for any
lawful government purpose, including but not limited to, administrative purposes, penetration testing, communication security monitoring,
personnel misconduct measures, law enforcement, and counterintelligence inquiries; and

8. you may not process or store classified national security information on this computer system.

Privacy Statement

EPA will use the personal identifying information which you provide for the expressed purpose of registration to the Central Data Exchange site
and for updating and correcting information in internal EPA databases as necessary. The Agency will not make this information available for other
purposes unless reguired by law. EPA does not sell or otherwise transfer personal information to an outside third party. [Federal Reqister: March
18, 2002 (Volume 67, Number 52)][Page 12010-12013].

12.1 Selecting Security Questions

After you log into the updated CDX system for the first time using an account that was created
before October 1, 2012, you wil be prompted to select three security questions that will replace
the secret question and secret answer inethgcy CDXsystem. The security questions wil be

used to help verify your identity for when you contet CDXhelp desk(seeExhibit
12-3Error! Reference source not found).
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Exhibit 12-3 shows a screen capturef the 6 &urity Question® s cr e en

Exhibit 12-3: Security Questions Screen

“EPA
.
\’ United States Environmental Protection Agency CINTRAL DATA EXCHANGE CDX‘

CDX Home | Abowt CDX ‘ Recent Announcements | Terms and Conditions ‘ FAQs | Help Logged in as CGITESTUSERTC {Log out)

Central Data Exchange A contact Us
Last Login: 2/11/2012 2:31:37 PM

CDX User Account Security Question Setup

To strengthen the security measures for your Central Data Exchange (CDX) user account, please provide three (3) security questions. These questions will be
used to assist you with any account management activities (e.g., resetting your CDX password or contacting the CDX help desk).

Security Question 1% I what was vour childhood nickname? b |t‘95t

security Question 2 I wihat street didyou live anin third gr ade? v |test

security Question 3% I Inwhat city does your nearest sibling live? v |test

CDX Primary Organization Setup

Your primary organization is displayed below. You will receive COX system notifications to the email address associated with this primary organization.
You may wview and or modify this information within your MyCO profile.

Organization Name (1D)
ABC (15796

Mailing Address
123 MAINST
FAIRFAX, VA, 22030
L=

Save User Information

12.2  Selecting Primary Organization

The updéed system requires the user to have a primary organizdugdnvil act as the primary
point of contact for userf®r any generic CDX information. If you only have one organization
that you are associated with, the system wil automatically assigortbads your primary
organization geekExhibit 12-4). If you have multiple organizations that you are associated with,
you will be required to seledbé primary organization from a drgjown menu (seExhibit

12-5). The dropdown menu wil list all of the organizations tied to your account.
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Exhibit 12-4 and Exhibit 12-5 shav screen capresof thed fimary Organizatio® s cr e e n

Exhibit 12-4: Primary Organization 7 Single Organization Screen

Environmental P Crior y CENTRAL DATA EXCHANGE c } -

CDX Home | About CDX ‘ R 0 ents s and Conditions ‘ FAGs | Help d in (Log out)

Central Data Exchange [ contact Us
Last Login: 2/11/2012 2:31:37 PM

CDX User Account Security Question Setup

To strengthen the security measures for your Central Data Exchange (COX) user accourt, please provide three (3) security questions. These questions will be
used o assist youwith amy account management activities (e.g., resetting you COX password or contacting the COX help desk).

Security Question 1% Iwhat wasyour childhood nickname? A ‘tESt

Security Question 2¢ I what street didyoulive on in third grade? v ‘test

Security Question 3* l Inwhat city does your nearest sinling live? v ‘test

CDX Primary Organization Setup

Your primary organization is displayed below., Youwill receive COX system notifications to the email address associated with this primary organization.
You may view andy or madify this information within your MyCOx profile.

Organization Name {ID)
ARC (15798)

Mailing Address
123 MAINST
FAIRFAX, WA, 22030
L&

Save User Information
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Exhibit 12-5: Primary Organization i Multiple Organizations Screen

<EPA
N
" United States Environmental Protection Agency CENTRAL DATA EXCHANGE CDX‘

CDX Home | Abowt CDX ‘ Recent Announcements | Terms and Conditions ‘ FAQs Help Logged in as CHUC E (Log out)

Central Data Exchange Econtact Us
Last Login: 97112012 3:00:24 PM

CDX User Account Security Question Setup

To strengthen the security measures for your Central Data Exchange (COx) user account, please provide three (3) security guestions. These questions will be
used to assist vouwith amy account managerment activities (e.g., resetting you COX password or contacting the COX help desk).

Security Questian 1% I

Security Questian 2w I

Security Questian 3w I

CDX Primary Organization Setup

Please choose a primary organization for your account profile. You will receive COX systern notifications to the email address associated with this primary
arganization. You may view and/or modify this infor mation within your MyCOx profile.

b

Save User Information

12.3 Resetting Password

The modernizedCDX systemwill follow the same policiesas the legacy CDX system (pre

October 1, 2012 If you log into the system without having updated an expired password
(passwords expire every 90 days), you wil be prompted to change your password after you have
selected secity questions and a primary organizatiggeeExhibit 12-6). Please note thgbu

will not be able to reuse previous passwokfser you update your passworand click the

60 Sub mi t §ou wilube $eota confirmation email abhdtaken todMlyCDXé p.a g e
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Exhibit 12-6 stowsascreencaptureft he O Password Expiration Rese:!

Exhibit 12-6: Password Expiration Reset Screen

I J \ Inited States Environmental Protection Agency . A EXEHANGS D)!
\’ u 2d States Environmental Protection Agency cane M:..\Ar):-JqA_J-_:C -

CDX Home | About CDX | R it Annou ants | Terms and itions | FAQs | Help 0 2 0g out)

Central Data Exchange Econtact Us
Last Login: 91172012 2:31:37 PM

Change 5ystem Password

Passwords must be a minimum of 8 alpha-numeric characters (no spaces or special characters) and contain at least 1 of each of the following: uppercase
char acter, lowercase character, number. Passwords may not beginwith a number nor contain the word "password” nor cortain your User Name, Use the

TABE key tomove from field to field.
& required field is indicated with an asterisk)
Your CDX password has expired. Please select a new password.

Current Password ™

Mew Password ®

Re-erter Mew Password ¥
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13

Logging in to CDX for Returning Users

You canlog into CDX by navigating to the Cwdmepageenteringyour usercredentials
established during registraton and c | i clikd® nlgu ttthgemightitomer ohtlee
screer(seeExhibit 13-1). You wil only be allowed three failed login attempts before locking

youraccountFor i ssues regarding a forgotten passwor
portion of this guide (seBection13.1).
Exhibit 13-1 showsa screen capturef the«CDX Homepagé s cr een ( Scr ol | 1)

Exhibit 13-1: CDX Homepage Screen (Scroll 1)

0 P
e
\’ E A United States Environmental Protection Agency

Home

About Recent Announcements Terms and Conditions Help

CD)% Central Data Exchange St

Wal

of tl

1. you are accessing U.S. Government information and information systems that are provided for official U.S. Government purposes only;
2. unauthorized access to or unauthorized use of U.S. Government information or information systems is subject to criminal, civil, administrative,

. the term U.S. Government information system includes systems operated on behalf of the U.S. Government;
4. you have no reasonable expectation of privacy regarding any communications or information used, transmitted, or stored on U.S. Government

. at any time, the U.S. Government may for any lawful government purpose, without notice, monitor, intercept, search, and seize any authorized

. at any time, the U.S. Government may for any lawful government purpose, search and seize any authorized or unauthorized device, to include

. any communications or information used, transmitted, or stored on U.S. Government information systems may be used or disclosed for any

Log in to CDX

User ID

Password

=

Forgot your Password?
Forgot your User ID?
Warning Notice and Privacy Policy

Welcome

Welcome to the Environmental Protection Agency (EPA) Central Data Exchange (CDX) - the Agency's electronic reporting site. The
Central Data Exchange concept has been defined as a central point which supplements EPA reporting systems by performing new
and existing functions for receiving legally acceptable data in various formats, including consolidated and integrated data.

rning Notice
In proceeding and accessing U.S. Government information and information systems, you acknowledge that you fully understand and consent to all

he following:

or other lawful action;

information systems;

or unauthorized communication to or from U.S. Government information systems or information used or stored on U.S. Government
information systems;

non-U.S. Government owned devices, that stores U.S. Government information;

lawful government purpose, including but not limited to, administrative purposes, penetration testing, communication security monitoring,
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Exhibit 13-2 showsa screen capturef the«CDX Homepagé scr een ( Scr ol |

Exhibit 13-2: CDX Homepage Screen (Scroll 2)
|

Welcome

Welcome to the Environmental Protection Agency (EPA) Central Data Exchange (CDX) - the Agency's electronic reporting site. The
Central Data Exchange concept has been defined as a central point which supplements EPA reporting systems by performing new
and existing functions for receiving legally acceptable data in various formats, including consolidated and integrated data.

Warning Notice and Privacy Policy

Warning Notice

In proceeding and accessing U.S. Government information and information systems, you acknowledge that you fully understand and consent to all
of the following:

1. you are accessing U.S. Government information and information systems that are provided for official U.S. Government purposes only;

2. unauthorized access to or unauthorized use of U.S. Government information or information systems is subject to criminal, civil, administrative,
or other lawful action;

3. the term U.S. Government information system includes systems operated on behalf of the U.5. Government;

4. you have no reasonable expectation of privacy regarding any communications or information used, transmitted, or stored on U.S. Government
information systems;

5. at any time, the U.5. Government may for any lawful government purpose, without notice, monitor, intercept, search, and seize any authorized
or unauthorized communication to or from U.S. Government information systems or information used or stored on U.5. Government
information systems;

6. at any time, the U.5. Government may for any lawful government purpose, search and seize any authorized or unauthorized device, to include
non-U.5. Government owned devices, that stores U.S. Government information;

7. any communications or information used, transmitted, or stored on U.S. Government information systems may be used or disclosed for any
lawful government purpose, including but not limited to, administrative purposes, penetration testing, communication security monitoring,
personnel misconduct measures, law enforcement, and counterintelligence inquiries; and

8. you may not process or store classified national security information on this computer system.

Privacy Statement

EPA will use the personal identifying information which you provide for the expressed purpose of registration to the Central Data Exchange site
and for updating and correcting information in internal EPA databases as necessary. The Agency will not make this information available for other
purposes unless reguired by law. EPA does not sell or otherwise transfer personal information to an outside third party. [Federal Reqister: March
18, 2002 (Volume 67, Number 52)][Page 12010-12013].
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13.1 Reset Password

I n the event that you ybuoppgetwoyd@b paslswosdava
DX Homepagéa nd on Ih & e s (deexigbih 13-3).

The OForgot Passwor d?6 | i nkscreén(seExbidit 434pammu t o t h
Exhibit 13-5) where you are asked to enter your registered email addressexntid; the useriD

andprimary email addregnust matchAfter you submit your user ID and emailidressthe

system will verify the credentials and you will be prompted to provide an answee tof the

three securityquestiols previously set during the registration processeExhibit 13-5). You

will be provided with three chances to provide your secretanswer. After three incorrect attempts,

your accountwill be locked and you will be required to contdet CDX Helpdesk to access

your account.

A

After you click the 6Submité button to confir,
confirming that your account has been resetto allow you to create a new pas®ebsdipit

13-6). An emailwil also be sento your primary email address used during the password reset
processThe systergenerated email wil contain a link, which wilrelct you to a screen

allowing you to create a nepassword (seExhibit 13-7).

Click the link located in t heasesmassdehOhce navi gal
you have clicked the link in the email, the reset code wil no longer be valid. Navigating away

from this screen wil require you to go through the password reset processGagaernon the

6Change System Passwordbé screen, enter a new
retype iterntndro New RieRs(seeEahibidl®-8).tCickt he o6 Submit 6
button to navigate backtbhema i n 6 My CDX6 screen.
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Exhibit 13-3 shows a screen capturef the d-orgotyourpa s swor @20 t hibndo Iscg e e n

Exhibit 13-3: Login Screen/Forgot Password Link
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