














































































  

 
EPA Classification No.: CIO 2155.1 CIO Approval Date: 5/22/09 

CIO Transmittal No.: 09-004 Review Date: 5/12 

Issued by the EPA Chief Information Officer, 
Pursuant to Delegation 1-19, dated 07/07/2005 

 

Records Management 

 
1. PURPOSE 

The Records Management Policy establishes principles, responsibilities, and 
requirements for managing EPA’s records to ensure that the Agency is in 
compliance with federal laws and regulations, EPA policies, and best practices 
for managing records.  This Agency-wide policy provides the framework for 
specific guidance and detailed operating procedures governing records 
management organization and implementation. 

 
2. SCOPE AND APPLICABILITY 

This Policy addresses all records made or received by EPA under federal law or 
in connection with the transaction of public business, and preserved or 
appropriate for preservation as evidence of EPA functions, organization, and 
activities or because of the value of the information they contain. 

This Policy applies to all EPA Headquarters Programs, Regions, Laboratories 
and other Offices. 

 
3. AUDIENCE 

The audience for this Policy includes all EPA organizations, officials, employees, 
contractors and grantees. 

 
4. BACKGROUND 

a. The Federal Records Act of 1950, as amended, requires all federal agencies 
to make and preserve records containing adequate and proper 
documentation of their organization, function, policies, decisions, procedures, 
and essential transactions.  These records are public property and must be 
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managed according to applicable laws and regulations.  

b. The Federal Records Act also requires agencies to establish a records 
management program, defined as a planned, coordinated set of policies, 
procedures, and activities needed to manage its recorded information.  
Essential elements include issuing up-to-date records management 
directives, properly training those responsible for implementation, and 
carefully evaluating the results to ensure adequacy, effectiveness, and 
efficiency. 

c. Records serve a number of purposes including:  administrative and program 
planning needs, evidence of EPA activities, protection of legal and financial 
rights, oversight by Congress and other authorized agencies, documentation 
of the Agency’s history, and the continuation of key functions and activities in 
the event of an emergency or disaster.  Records serve as the Agency’s 
memory; they are of critical importance in ensuring that the organization 
continues to function effectively and efficiently. 

 
5. AUTHORITY 

a. 44 U.S.C. Chapter 31 – Records Management by Federal Agencies (Federal 
Records Act) [http://www.archives.gov/about/laws/fed-agencies.html] 

b. 44 U.S.C. Chapter 33 – Disposal of Records 
[http://www.archives.gov/about/laws/disposal-of-records.html] 

c. 44 U.S.C. Chapter 35 – Coordination of Federal Information Policy 
(Paperwork Reduction Act of 1980, as amended, Paperwork Reduction 
Reauthorization Act of 1995, and Government Paperwork Elimination Act) 
[http://www.archives.gov/about/laws/fed-information-policy.html] 

d. 36 CFR Chapter XII, Subchapter B – Records Management 
[http://www.archives.gov/about/regulations/subchapter/b.html] 

e. OMB Circular A-123 – Management’s Responsibility for Internal Control  
[http://www.whitehouse.gov/omb/circulars/a123/a123_rev.html] 

f. OMB Circular A-130 – Management of Federal Information Resources  
[http://www.whitehouse.gov/omb/circulars/a130/a130trans4.html] 

g. U.S. EPA, National Security Emergency Preparedness Policy (Order 
2040.1A1) 

h. U.S. EPA, Uniform Continuity of Operations (COOP) Plan Policy (Order 
2030.1) 

i. Federal Emergency Management Agency (FEMA) Federal Preparedness 
Circular 65 - Federal Executive Branch Continuity of Operations (COOP) 
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6. POLICY 

This Policy establishes specific requirements under which EPA records are 
effectively and efficiently managed throughout their lifecycle to facilitate the 
accomplishment of EPA’s programmatic and administrative missions, to preserve 
official EPA records in accordance with applicable statutory and regulatory 
requirements, and to promote access to information by EPA staff, EPA partners, 
and the public, as appropriate. 

Each office within EPA is required to establish and maintain a records 
management program with the following minimum requirements:  

a. Create, receive, and maintain official records providing adequate and proper 
documentation and evidence of EPA’s activities. 

b. Manage records, in any format, in accordance with applicable statutes, 
regulations, and EPA policy and guidance. 

c. Maintain electronic records, including electronic mail records, in the 
enterprise-wide electronic content management system, when available, and 
migrate legacy systems, when feasible. 

d. Print and file records in a paper recordkeeping file system when an 
enterprise-wide electronic content management system is not available. 

e. Maintain records according to the Agency-wide file structure allowing for 
timely access and retrieval. 

f. Secure records to protect the legal and financial rights of the government and 
persons affected by government activities. 

g. Implement a plan to protect vital records and assess damage to and the 
recovery of any records affected by an emergency or disaster. 

h. Ensure instructions for disposition of records as specified in the approved 
records schedules. 

 
7. RELATED DOCUMENTS 

a. EPA Records Management Manual. 

b. Additional documents, including forms, guidance and other relevant 
information are maintained on EPA’s records management Web site.  
[http://www.epa.gov/records/] 

c. International Standard ISO 15489-1:2001 – Information and documentation – 
Records management – Part 1: General. 

d. International Standard ISO/TR 15489-2:2001 – Information and 
documentation – Records management – Part 2: Guidelines. 
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8. ROLES AND RESPONSIBILITIES 

a. The Administrator is responsible for creating and preserving records that 
adequately and properly document the organization, functions, policies, 
decisions, procedures, and essential transactions of EPA.  This responsibility 
is delegated to the Assistant Administrator for the Office of Environmental 
Information (OEI). 

b. OEI is responsible for leadership, planning, overall policy, guidance, and 
general oversight of records management in the Agency, and its 
incorporation into the broader information resources management 
framework.  OEI will: 

1. Incorporate records management requirements and policies into the 
Agency’s overall information resources management (IRM) policy 
and planning. 

2. Designate an Agency Records Officer responsible for: 

• Leading and managing the Agency-wide national records 
management program. 

• Ensuring Agency senior officials are aware of their 
programmatic and individual records management 
responsibilities. 

• Advising EPA on records management issues and 
developing Agency-wide records management policies, 
procedures, guidance, and training materials. 

• Coordinating the approval of the Agency’s records schedules 
and the transfer of records to the National Archives. 

• Coordinating records management issues with other federal 
agencies, including federal oversight agencies such as the 
Office of Management and Budget (OMB), National Archives 
and Records Administration (NARA), and the General 
Services Administration (GSA). 

• Providing technical advice and training to all Agency 
organizations on establishing and maintaining effective 
records management programs. 

• Evaluating recordkeeping practices to determine the 
effectiveness of the program. 

3. Promulgate and communicate Agency-wide policies and guidance 
that reflect records management missions and goals and incorporate 
federal requirements. 

4. Designate other records management staff as required by 
regulations. 
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5. Assign overall responsibility for the records management aspects of 
centrally provided information technology infrastructure, including 
national local area network applications. 

6. Ensure that senior Agency officials are aware of their records 
management responsibilities. 

7. Conduct periodic evaluations of records management programs 
within the Agency as part of the Agency’s IRM review and oversight 
program. 

c. Assistant Administrators, Chief Financial Officer, General Counsel, Inspector 
General, Regional Administrators, and Laboratory/Center/Office Directors are 
responsible for: 

1. Designating a Records Liaison Officer (RLO) accountable to the 
Information Management Official (IMO) or other official designated to 
oversee the program. 

2. Ensuring the RLO has adequate skills, resources, time, and 
appropriate authority to perform the job. 

3. Implementing a records management program within their area of 
responsibility to accomplish the objectives identified in federal 
regulations and EPA policies and procedures.  Minimum program 
components include responsibilities for: 

• Identifying recordkeeping requirements for major 
programmatic and administrative records. 

• Evaluating the value of records within their span of 
responsibility to serve as a basis for assigning records 
retention and disposition instructions, determining which 
records within their physical or legal custody are vital, and 
implementing the most responsive and cost-effective means 
for managing records. 

• Developing file plans and indexing approaches where 
appropriate to simplify the use of, access to, and integration 
of information within the organization. 

• Drafting and updating records schedules for records created 
and maintained by the organization. 

• Implementing approved records schedules to ensure that 
records are not destroyed without proper authorization. 

• Reviewing file plans and procedures at least every three 
years to ensure they are current and updating them as 
necessary. 

• Assisting in planning and implementing information 
management technology and reviewing the purchase of 
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records management equipment and services to ensure they 
conform to federal statutory and regulatory requirements. 

• Implementing a vital records plan to ensure the continuation 
of key functions and activities in the event of an emergency 
or disaster. 

• Providing oversight for contractors, grantees, or other non-
EPA employees managing official EPA records. 

• Providing records management briefings for all managers 
and training to staff within their organizations. 

4. Developing records management oversight roles and communication 
networks with all program units including field offices and other 
facilities, as appropriate, to ensure that the records management 
program is implemented at all sites under their jurisdiction. 

5. Developing and disseminating directives and operating procedures, 
as needed, to supplement Agency-wide policy to meet the unique 
records management needs of their organizations and to support a 
records management program within the organization. 

6. Ensuring records and other types of required documentary materials 
are not unlawfully removed from EPA by current or departing 
officials, employees, or agents. 

d. The General Counsel assists in determining what records are needed to 
provide adequate and proper documentation of EPA activities and in 
specifying appropriate disposition for EPA records. 

e. The Inspector General assists in determining the retention of Agency records 
that may be needed for internal investigation and audit purposes. 

f. Headquarters, Regional, Laboratory/Center/Office RLOs are responsible for: 

1. Creating and updating procedures for their offices in accordance with 
established EPA and program policies. 

2. Performing evaluations of their records management and vital 
records program. 

3. Developing file plans and procedures so records are organized and 
can be found when needed. 

4. Assisting with disposition activities, including retirement of inactive 
records, transfer of permanent records to the National Archives, and 
destruction in accordance with approved records schedules. 

5. Reviewing office records schedules annually to ensure they are 
current, and initiate changes if not. 

6. Ensuring confidential records are protected in accordance with 
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federal and EPA requirements, and keeping access lists to ensure 
sensitive information is released only to authorized individuals. 

7. Coordinating the identification and maintenance of vital records and 
submitting an annual list of vital records through senior management 
to the Agency Records Officer.  

8. Initiating and keeping records retirement, transfer, and destruction 
documentation. 

9. Conducting briefings and training sessions on the records 
management program. 

10. Reviewing and recommending requests for records equipment, 
services, and supplies. 

11. Organizing, maintaining, and training a network of records contacts 
within the organization. 

g. Information resources and system managers are responsible for: 

1. Working with the local RLO, the Agency Records Officer and NARA 
to establish and update records schedules for electronic systems. 

2. Implementing proper recordkeeping procedures for existing 
information systems and ensuring recordkeeping requirements are 
included in proposed systems. 

3. Ensuring that information systems intended to carry out electronic 
records management comply with NARA’s and EPA’s requirements 
for electronic recordkeeping systems. 

4. Maintaining electronic information systems in accordance with 
approved records schedules and NARA requirements. 

5. Working with their RLO to transfer permanent systems to the 
National Archives in accordance with approved records schedules 
and NARA requirements. 

6. Ensuring that Internet and intranet postings containing official 
records are maintained in accordance with EPA’s recordkeeping 
requirements. 

h. Continuity of Operations (COOP) Program planners are responsible for: 

1. Working with records management staff to implement the vital 
records plan to ensure the continuation of designated COOP 
essential functions.  

2. Ensuring that vital records are accessible from designated COOP 
locations. 
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i. All EPA employees are responsible for: 

1. Creating and managing the records necessary to document the 
Agency’s official activities and actions, including those records 
generated by EPA contractors and grantees, in accordance with EPA 
recordkeeping requirements. 

2. Destroying records only in accordance with approved records 
schedules and never removing records from EPA without 
authorization. 

3. Filing records for safe storage and efficient retrieval and maintaining 
personal papers and nonrecord materials separately from official 
EPA records. 

 
9. DEFINITIONS 

Definitions are found on EPA’s records management Web site.  
[http://www.epa.gov/records/gloss/] 

 
10. WAIVERS 

a. Waiver Process. The Agency Records Officer may grant waivers to any 
provisions of this Policy for sufficient cause. 

b. Applications. Applications for waivers to specific provisions should contain 
(1) identification of the Policy provision; (2) a listing of reasons why the Policy 
cannot be applied or maintained; (3) an assessment of impacts resulting from 
non-compliance; and (4) the signature of the AA, RA or 
Laboratory/Center/Office Director, the Chief Financial Officer, the General 
Counsel, or the Inspector General responsible for the records management 
program in question. 

c. Notification. The Agency Records Officer will notify the requesting office in 
writing of the disposition of the decision on the waiver request within 60 days 
of receipt of the request. 

 
11. RELATED PROCEDURES AND GUIDELINES 

Required procedures and implementation guidelines for this Policy are found on 
the records management Web site.  [http://www.epa.gov/records/]  Supporting 
procedures to implement this Policy at the Program Office or other Administrative 
level must be approved by the Agency Records Officer in OEI. 

 
12. MATERIAL SUPERSEDED 
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EPA IRM Policy Manual, Chapter 10, 1996 

CIO 2155 Records Management Policy 

Vital Records Order (Order 2160.1) 

 
13. ADDITIONAL INFORMATION 

For further information about this Policy, please contact the EPA Office of 
Environmental Information, Office of Information Collection. 

Linda A. Travers, Acting Assistant Administrator 
 and Chief Information Officer 

Office of Environmental Information 
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Issued by the EPA Chief Information Officer, 
Pursuant to Delegation 1-19, dated 07/07/2005 

 

INTERIM RECORDS MANAGEMENT POLICY 

 
1. PURPOSE 

The Interim Records Management Policy is issued to renew Agency focus on overall records 
management responsibilities; Individual offices may determine it is necessary to further 
strengthen their existing program.  This policy establishes principles, responsibilities, and 
requirements for managing EPA’s records to ensure that the Agency is in compliance with federal 
laws and regulations, EPA policies, and best practices for managing records.  This Agency-wide 
policy provides the framework for specific guidance and detailed operating procedures governing 
records management organization and implementation.  

 
2. SCOPE AND APPLICABILITY 

This Interim Policy addresses all records made or received by EPA under federal law or in 
connection with the transaction of public business, and preserved or appropriate for preservation 
as evidence of EPA functions, organization, and activities or because of the value of the 
information they contain. 

This Policy applies to all EPA Headquarters, Regional, Laboratory and other organizations. 

 
3. AUDIENCE 

The audience for this Interim Policy includes all EPA organizations, officials, and employees, as 
well as contractors or grantees, and others operating on behalf of EPA. 

 
4. BACKGROUND 

a. The Federal Records Act of 1950, as amended, requires all federal agencies to make 
and preserve records containing adequate and proper documentation of their 
organization, function, policies, decisions, procedures, and essential transactions.  These 
records are public property and must be managed according to applicable laws and 
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regulations.  

b. The Federal Records Act also requires agencies to establish a records management 
program, defined as a planned, coordinated set of policies, procedures, and activities 
needed to manage its recorded information.  Essential elements include issuing up-to-
date records management directives, properly training those responsible for 
implementation, and carefully evaluating the results to ensure adequacy, effectiveness, 
and efficiency. 

c. Records serve a number of purposes including:  administrative and program planning 
needs, evidence of EPA activities, protection of legal and financial rights, oversight by 
Congress and other authorized agencies, documentation of the Agency’s history, and the 
continuation of key functions and activities in the event of an emergency or disaster.  
Records serve as the Agency’s memory; they are of critical importance in ensuring that 
the organization continues to function effectively and efficiently. 

 
5. AUTHORITY 

a. 44 U.S.C. Chapter 31 – Records Management by Federal Agencies (Federal Records 
Act) [http://www.archives.gov/about/laws/fed-agencies.html] 

b. 44 U.S.C. Chapter 33 – Disposal of Records 
[http://www.archives.gov/about/laws/disposal-of-records.html] 

c. 44 U.S.C. Chapter 35 – Coordination of Federal Information Policy (Paperwork Reduction 
Act of 1980, as amended, Paperwork Reduction Reauthorization Act of 1995, and 
Government Paperwork Elimination Act) [http://www.archives.gov/about/laws/fed-
information-policy.html] 

d. 36 CFR Chapter XII, Subchapter B – Records Management  
[http://www.ecfr.gov/…] 

e. OMB Circular A-123 – Management’s Responsibility for Internal Control  
[http://www.whitehouse.gov/omb/circulars/a123/a123_rev.html] 

f. OMB Circular A-130 – Management of Federal Information Resources  
[http://www.whitehouse.gov/omb/circulars/a130/a130trans4.html] 

g. U.S. EPA, National Security Emergency Preparedness Policy (Order 2040.1A1) 

h. U.S. EPA, Uniform Continuity of Operations (COOP) Plan Policy (Order 2030.1) 

i. Federal Emergency Management Agency (FEMA) Federal Preparedness Circular 65 - 
Federal Executive Branch Continuity of Operations (COOP) 

j. Presidential Memorandum, Managing Government Records, November 28, 2011 

k. Memorandum for the Heads of Executive Departments and Agencies and Independent 
Agencies, from Office of Management and Budget and National Archives and Records 
Administration, Managing Government Records Directive, August 24, 2012 

http://www.archives.gov/about/laws/fed-agencies.html
http://www.archives.gov/about/laws/disposal-of-records.html
http://www.archives.gov/about/laws/fed-information-policy.html
http://www.archives.gov/about/laws/fed-information-policy.html
http://www.ecfr.gov/cgi-bin/text-idx?SID=a6b3bad43b96b9e51a3c00dcc789f2e7&c=ecfr&tpl=/ecfrbrowse/Title36/36cfrv3_02.tpl
http://www.whitehouse.gov/omb/circulars/a123/a123_rev.html
http://www.whitehouse.gov/omb/circulars/a130/a130trans4.html
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6. POLICY 

This Interim Policy establishes specific requirements under which EPA records are effectively and 
efficiently managed throughout their lifecycle to facilitate the accomplishment of EPA’s 
programmatic and administrative missions, to preserve official EPA records in accordance with 
applicable statutory and regulatory requirements, and to promote access to information by EPA 
staff, EPA partners, and the public, as appropriate.  

Official Agency business should first and foremost be done on official EPA information systems 
(i.e., email, instant messaging (IM), computer work stations, shared service solutions, etc.). 
When, due to extraordinary circumstances, this does not occur, the creator must ensure that any 
use of a non-governmental system does not affect the preservation of Federal records for Federal 
Records Act purposes, or the ability to identify and process those records, if requested, under the 
Freedom of Information Act (FOIA) or for other official business (e.g., litigation, Congressional 
oversight requests.).  In this very rare occasion, staff should forward email (or “cc” email) or 
electronic file(s) to their EPA email account in order for records to be captured in an approved 
EPA records management system.  Once the electronic files have been captured in an approved 
EPA records management system, they should be removed from non-EPA information systems, 
unless there is a specific obligation to maintain the files on all systems on which they appear. 
Additionally, emails forwarding a news article or web link from a personal email account into 
EPA’s system and emails forwarding a document to a personal email account to enable printing 
or viewing both create a copy of the email in EPA’s email system.  Users can properly preserve 
the copy of the email that is on EPA’s system to meet their preservation requirements.    

Users of instant messaging or other transient technologies are responsible for ensuring that IMs 
that result in the creation of a federal record are saved for Federal Records Act purposes.  

Use of personal social media tools is prohibited for conducting EPA business, for example, but 
not limited to, Facebook and Twitter. 

Each office within EPA is required to establish and maintain a records management program with 
the following minimum requirements:  

a. Create, receive, and maintain official records providing adequate and proper 
documentation and evidence of EPA’s activities. 

b. Manage records, in any format (e.g., paper, email, IMs, electronic documents, 
spreadsheets, presentations, images, maps, video, blogs, and other social media tools 
that generate communications), in accordance with applicable statutes, regulations, and 
EPA policy and guidance. 

c. Maintain electronic records, (e.g., email, IMs, electronic documents, spreadsheets, 
presentations, images, video, blogs, and other social media tools that generate 
communications), in an approved electronic records management system. 

d. Migrate electronic records in legacy systems to an EPA approved electronic records 
management system, when feasible. 

e. Print and file records in a paper recordkeeping file system when an approved electronic 
records management system is not available. 



 

Page 4 of 9 

EPA Classification No.: CIO 2155.2  CIO Approval Date: 06/28/13  

CIO Transmittal No.: 13-005  Review Date: 06/28/14  

f. Maintain records according to the Agency-wide file structure allowing for timely access 
and retrieval. 

g. Secure records to protect the legal and financial rights of the government and persons 
affected by government activities. 

h. Implement a plan to protect essential records and assess damage to and the recovery of 
any records affected by an emergency or disaster. 

i. Ensure instructions for disposition of records as specified in the approved records 
schedules are followed. 

 

7. RELATED DOCUMENTS 

a. EPA Records Management Manual. 

b. Additional documents, including forms, guidance and other relevant information are 
maintained on EPA’s records management Web site.  [http://www.epa.gov/records/] 

c. International Standard ISO 15489-1:2001 – Information and documentation – Records 
management – Part 1: General. 

d. International Standard ISO/TR 15489-2:2001 – Information and documentation – 
Records management – Part 2: Guidelines. 

 

 
8. ROLES AND RESPONSIBILITIES 

a. The Administrator is responsible for creating and preserving records that adequately and 
properly document the organization, functions, policies, decisions, procedures, and essential 
transactions of EPA.  This responsibility is delegated to the Assistant Administrator for the Office 
of Environmental Information (OEI). 

b. OEI is responsible for leadership, planning, overall policy, guidance, and general oversight of 
records management in the Agency, and its incorporation into the broader information resources 
management framework.  OEI will: 

1. Incorporate records management requirements and policies into the Agency’s 
overall information resources management (IRM) policy and planning. 

2. Designate an Agency Records Officer responsible for: 

 Leading and managing the Agency-wide national records management 
program. 

 Ensuring Agency senior officials are aware of their programmatic and 
individual records management responsibilities. 

 Advising EPA on records management issues and developing Agency-
wide records management policies, procedures, guidance, and training 
materials. 

http://www.epa.gov/records
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 Coordinating the approval of the Agency’s records schedules and the 
transfer of records to the National Archives. 

 Coordinating records management issues with other federal agencies, 
including federal oversight agencies such as the Office of Management 
and Budget (OMB), National Archives and Records Administration 
(NARA), and the General Services Administration (GSA). 

 Providing technical advice and training to all Agency organizations on 
establishing and maintaining effective records management programs. 

 Evaluating recordkeeping practices to determine the effectiveness of the 
program. 

3.  Promulgate and communicate Agency-wide policies and guidance that reflect 
records management missions and goals and incorporate federal requirements. 

4.  Designate other records management staff as required by regulations. 

5.  Assign overall responsibility for the records management aspects of centrally 
provided information technology infrastructure, including national local area 
network applications. 

6.  Ensure that senior Agency officials are aware of their records management 
responsibilities. 

7.  Conduct periodic evaluations of records management programs within the 
Agency as part of the Agency’s IRM review and oversight program. 

c. Assistant Administrators, Chief Financial Officer, General Counsel, Inspector General, 
Regional Administrators, and Laboratory/Center/Office Directors are responsible for: 

1. Designating a Records Liaison Officer (RLO) accountable to the Information 
Management Official (IMO) or other official designated to oversee the program. 

2. Ensuring the RLO has adequate skills, resources, time, and appropriate authority 
to perform the job. 

3. Implementing a records management program within their area of responsibility 
to accomplish the objectives identified in federal regulations and EPA policies 
and procedures.  Minimum program components include responsibilities for: 

 Identifying recordkeeping requirements for major programmatic and 
administrative records. 

 Evaluating the value of records within their span of responsibility to serve 
as a basis for assigning records retention and disposition instructions, 
determining which records within their physical or legal custody are 
essential, and implementing the most responsive and cost-effective 
means for managing records. 

 Developing file plans and indexing approaches where appropriate to 
simplify the use of, access to, and integration of information within the 
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organization. 

 Drafting and updating records schedules for records created and 
maintained by the organization. 

 Implementing approved records schedules to ensure that records are not 
destroyed without proper authorization. 

 Reviewing file plans and procedures at least every three years to ensure 
they are current and updating them as necessary. 

 Assisting in planning and implementing information management 
technology and reviewing the purchase of records management 
equipment and services to ensure they conform to federal statutory and 
regulatory requirements. 

 Implementing an essential records plan to ensure the continuation of key 
functions and activities in the event of an emergency or disaster. 

 Providing oversight for contractors, grantees, or other non-EPA 
employees managing official EPA records. 

 Providing records management briefings for all managers and training to 
staff within their organizations, as needed. 

4. Developing records management oversight roles and communication networks 
with all program units including field offices and other facilities, as appropriate, to 
ensure that the records management program is implemented at all sites under 
their jurisdiction. 

5. Developing and disseminating directives and operating procedures, as needed, 
to supplement Agency-wide policy to meet the unique records management 
needs of their organizations and to support a records management program 
within the organization. 

6. Ensuring records and other types of required documentary materials are not 
unlawfully removed from EPA by current or departing officials, employees, or 
agents. 

d. The General Counsel provides legal advice and counseling on records management issues.  
. 

e. The Inspector General assists in determining the retention of Agency records that may be 
needed for internal investigation and audit purposes. 

f. Headquarters, Regional, Laboratory/Center/Office RLOs are responsible for: 

1. Creating and updating procedures for their offices in accordance with established 
EPA and program policies. 

2. Performing evaluations of their records management and essential records 
program. 
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3. Developing file plans and procedures so records are organized and can be found 
when needed. 

4. Assisting with disposition activities, including retirement of inactive records, 
transfer of permanent records to the National Archives, and destruction in 
accordance with approved records schedules. 

5. Reviewing office records schedules annually to ensure they are current, and 
initiate changes if not. 

6. Ensuring confidential records are protected in accordance with federal and EPA 
requirements, and keeping access lists to ensure sensitive information is 
released only to authorized individuals. 

7. Coordinating the identification and maintenance of essential records and 
submitting an annual list of essential records through senior management to the 
Agency Records Officer.  

8. Initiating and keeping records retirement, transfer, and destruction 
documentation. 

9. Conducting briefings and training sessions on the records management program. 

10. Reviewing and recommending requests for records equipment, services, and 
supplies. 

11. Organizing, maintaining, and training a network of records contacts within the 
organization. 

g. Information resources and system managers are responsible for: 

1. Working with the local RLO, the Agency Records Officer and NARA to establish 
and update records schedules for electronic systems. 

2. Implementing proper recordkeeping procedures for existing information systems 
and ensuring recordkeeping requirements are included in proposed systems. 

3. Ensuring that information systems intended to carry out electronic records 
management comply with NARA’s and EPA’s requirements for electronic 
recordkeeping systems. 

4. Maintaining electronic information systems in accordance with approved records 
schedules and NARA requirements. 

5. Working with their RLO to transfer permanent systems to the National Archives in 
accordance with approved records schedules and NARA requirements. 

6. Ensuring that Internet and intranet postings containing official records are 
maintained in accordance with EPA’s recordkeeping requirements. 

h. Continuity of Operations (COOP) Program planners are responsible for: 

1. Working with records management staff to implement the essential records plan 
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to ensure the continuation of designated COOP essential functions.  

2. Ensuring that essential records are accessible from designated COOP locations. 

i. All EPA employees are responsible for: 

1. Creating and managing the records necessary to document the Agency’s official 
activities and actions, including those records generated by EPA contractors and 
grantees, in accordance with EPA recordkeeping requirements. 

2. Destroying records only in accordance with approved records schedules and 
never removing records from EPA without authorization. 

3. Filing records for safe storage and efficient retrieval and maintaining personal 
papers and nonrecord materials separately from official EPA records. 

 
9. DEFINITIONS 

Definitions are found on EPA’s records management Web site.  
[Glossary] 

 
10. WAIVERS 

a. Waiver Process. The Agency Records Officer may grant waivers to any provisions of this 
Policy for sufficient cause. 

b. Applications. Applications for waivers to specific provisions should contain (1) identification 
of the Policy provision; (2) a listing of reasons why the Policy cannot be applied or 
maintained; (3) an assessment of impacts resulting from non-compliance; and (4) the 
signature of the AA, RA or Laboratory/Center/Office Director, the Chief Financial Officer, the 
General Counsel, or the Inspector General responsible for the records management program 
in question. 

c. Notification. The Agency Records Officer will notify the requesting office in writing of the 
disposition of the decision on the waiver request within 60 days of receipt of the request. 

 
11. RELATED PROCEDURES AND GUIDELINES 

Required procedures and implementation guidelines for this Policy are found on the records 
management Web site.  [http://www.epa.gov/records/]  Supporting procedures to implement this 
Policy at the Program Office or other Administrative level must be approved by the Agency 
Records Officer in OEI. 

 
12. MATERIAL SUPERSEDED 

CIO 2155.1: Records Management Policy, Dated 06/08/09. 

http://ofmpub.epa.gov/sor_internet/registry/termreg/searchandretrieve/glossariesandkeywordlists/search.do?details=&glossaryName=Records%20Glossary
http://www.epa.gov/records/


 

Page 9 of 9 

EPA Classification No.: CIO 2155.2  CIO Approval Date: 06/28/13  

CIO Transmittal No.: 13-005  Review Date: 06/28/14  

EPA IRM Policy Manual, Chapter 10, 1996 

Vital Records Order (Order 2160.1) 

 
13. ADDITIONAL INFORMATION 

For further information about this Policy, please contact the EPA Office of Environmental 
Information, Office of Information Collection. 

 

 

Malcolm D. Jackson 
Assistant Administrator for Environmental 

Information  
and Chief Information Officer 

U.S. Environmental Protection Agency 
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Frequent Questions about Mobile 
and Portable Devices, and Records 

What are Mobile and Portable Devices?
What kind of records might I have on my Mobile Device?
What should I do with Agency records created on my Mobile Device?
After I have captured Agency records, do I need to delete them from my Mobile 
Device?
Can Instant Messages (IMs) be Agency records?
Do I need to set up any special security on the Mobile Device?
Is the information on my Mobile Device subject to FOIA, subpoena, and discovery?
My Mobile Device was not provided by the Agency. Do these rules still apply to me?
Do these guidelines apply to EPA contractors?
How can I get additional guidance?

What are Mobile and Portable Devices?

Mobile and portable devices include laptops, tablets, netbooks, smart phones, and USB 

drives.

As of October 2014, the iPhone or Windows phone are the only smart phones available 

through the EPA Working Capital Fund. Exceptions to this rule would require an approved 

reasonable accommodation. The link below will take you to the eBusiness MD Catalog, 

which lists all of the current available mobile devices through the WCF.

https://ebusiness.epa.gov/ebusiness/index.cfm?

event=catalog.extendedinfo&oidCatalog=223

What kind of records might I have on my Mobile Device? 

Common Agency records maintained on Mobile Devices include e-mail, calendars, voice 

mail and any other information related to your work at EPA.

What should I do with Agency records created on my Mobile Device? 

Records created on your Mobile Device should be transferred to your office's recordkeeping 

system on a regular basis. For email this may be done automatically or manually. A 

recordkeeping system may be either electronic or hard-copy, as long as records are 

organized and accessible. Use of EZ Email Records is highly recommended.

After I have captured Agency records, do I need to delete them from my Mobile 
Device? 

Records

http://www.epa.gov/records/faqs/pda.htm

Last updated on Tuesday, October 28, 2014
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No, you may maintain convenience or reference copies. Both official records and 

convenience copies should be disposed of in accordance with applicable Agency record 

schedules.

Can Instant Messages (IMs) be Agency records? 

Users of IM or other transient technologies are responsible for ensuring that IMs that result 

in the creation of a federal record are saved for FRA purposes. This can be done in 

Microsoft Office. For text messages created with an iPhone or Windows phone, see EPA’s 

Instructions for Saving Text Messages (last modified, 8/14/14) at: 

http://intranet.epa.gov/mobiledevices/pdf/Instructions-Saving-Text-Messages.pdf

Do I need to set up any special security on the Mobile Device? 

Information stored on your device requires the same degree of protection as similar EPA 

information stored elsewhere, whether on a LAN, PC, removable electronic media, or 

paper. Consult your organization's policy on handheld computing to see if there are special 

security requirements. Enable the password lock feature when the device is not being

used, to provide an initial form of protection against unauthorized users.

The following quick tips will help you protect your portable devices and the information 

they contain. 

Portable Devices Security Quick Tips

Keep your portable device with you or properly secured at all times. 
Make sure your portable devices are password protected and don’t share your 
passwords. 
Don’t connect your portable device to unknown networks or computers. 
If your portable device is lost or stolen report it to CTS Service Desk at 1-866-955-
4287 as soon as possible. Then contact either -

Federal Protective Service - 1-866-347-2423 (if stolen inside EPA facility) 
Local Police if stolen outside EPA facility 

Is the information on my Mobile Device subject to FOIA, subpoena, and 
discovery? 

Yes, information on your Mobile Device may be requested under FOIA or in response to 

litigation. The same exemptions apply to the release of the information that apply to all 

other EPA records.

My Mobile Device was not provided by the Agency. Do these rules still apply to 
me?

Yes, if you have Agency records on a personally-owned Mobile Device, they still need to be 

captured in an approved recordkeeping system. It is recommended that you do not use 

your personal device for EPA work purposes, unless there are no other options.

Do these guidelines apply to EPA contractors? 

Yes, these guidelines apply to EPA contractors and other agents. Contract terms should 

ensure that contractor systems satisfy legal requirements for creating and maintaining 

adequate and complete records of EPA transactions.
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How can I get additional guidance? 

If you have policy questions about managing records on your mobile or portable devices, 

contact the Records Help Desk. You can find additional guidance in the following 

publications:

Frequent Questions About Personal Papers 
Frequent Questions About Calendars
Frequent Questions About Email

 Files
Documenting Your Public Service , National Archives and Records 
Administration 

Page 3 of 3Frequent Questions about Mobile and Portable Devices, and Records | Records | US EPA

2/4/2015http://www.epa.gov/records/faqs/pda.htm



  

 

INFORMATION DIRECTIVE 
POLICY 

 

Page 1 of 7 

 
Freedom of Information Act Policy 

 

EPA Classification No.:  CIO 2157.1 CIO Approval Date: 09/30/2014 

CIO Transmittal No.: 14-006 Review Date: 09/30/2017 

  

Issued by the EPA Chief Information Officer, 
Pursuant to Delegation 1-19, dated July 7, 2005 

 

Freedom of Information Act Policy  
 

1. PURPOSE 
This policy establishes EPA requirements for complying with the Freedom of Information Act 
(FOIA) as amended, EPA FOIA regulations, and guidance issued by the U. S. Department 
of Justice and the National Archives and Records Administration. This policy supports open 
government through transparency, proactive disclosure, and, when possible, discretionary 
releases of information. It also serves as a framework for the associated procedures used to 
process FOIA requests and promote accountability for the timeliness and quality of EPA 
responses.   
 

2. SCOPE AND APPLICABILITY 

This policy addresses statutory, regulatory, federal guidance and Agency requirements for 
processing FOIA requests. The policy establishes management and staffing requirements 
for implementing FOIA; establishes accountability for managers and FOIA professionals; 
and sets requirements for using the FOIA management and tracking system that has been 
approved by the Agency’s Chief FOIA Officer for managing the lifecycle of FOIA requests. 
  

3. AUDIENCE 

The audience for this policy includes all EPA organizations, officials, and employees.  The 
audience for this policy is also contractors or grantees and others operating on behalf of the 
EPA, as described below.  
 

4. BACKGROUND 

The FOIA, 5 U.S.C. § 552, was enacted in 1966. The law gives any requester the right to 
obtain federal agency records unless such records or portions of such records are protected 
from public disclosure by one or more of the nine exemptions or three law enforcement 
exclusions contained in the statute. The FOIA applies only to administrative agencies within 
the federal Executive Branch. It does not apply to records held by Congress, the courts, or 
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by state, local, or tribal government agencies. The FOIA has undergone several 
amendments since its passage, including the e-FOIA amendments of 1996 and the 
Openness Promotes Effectiveness in our National (OPEN) Government Act of 2007. The e-
FOIA amendments clarified how electronic records should be handled under the FOIA and 
extended the statutory time for agencies to respond from ten working days to twenty working 
days. The OPEN Government Act of 2007 made changes to promote a more open and 
accountable government and established a requirement for each agency to have a Chief 
FOIA Officer and Public Liaison Officers to assist in reducing delays, increasing 
transparency and resolving disputes. In conformance with the OPEN Government Act, FOIA 
requests and EPA decisions are now managed in a FOIA management and tracking system. 
With very limited exceptions all EPA FOIA responses will be available in the Agency’s FOIA 
management and tracking system for public viewing and searching.   
 
EPA FOIA activities are performed across the Agency under the direction of the Chief FOIA 
Officer and the National FOIA Program located in the Office of Environmental Information 
(OEI). The National FOIA Specialists support the EPA FOIA community by providing 
training, offering guidance, supporting fee waiver and expedited processing activities and 
staffing the FOIA Requester Service Center. The Office of General Counsel and Offices of 
Regional Counsel provide legal advice to staff in EPA’s program offices who are responding 
to a request. The Office of Inspector General is independent and provides advice on FOIA 
matters pertaining to its own organization.  
 

5. AUTHORITY 
Freedom of Information Act , 5 U.S.C. § 552. 
EPA's FOIA Regulations, Title 40, C.F.R. Part 2, Subpart A. 
 
  

6. POLICY 
It is the policy of the EPA to manage Freedom of Information Act (FOIA) requests as follows:   

 
1. FOIA requests submitted to the Agency will be processed in accordance with the FOIA, 

applicable Presidential Orders and memoranda, EPA’s FOIA regulations, applicable 
guidance issued by the Department of Justice and the National Archives and Records 
Administration and applicable EPA FOIA guidance and procedures.    

2. FOIA requests submitted to the Agency will be processed throughout their lifecycle using 
the FOIA management and tracking system approved by the Agency’s Chief FOIA 
Officer.    

3. Records found to be responsive to a request will be released unless a mandatory 
exemption applies or, for discretionary exemptions, the Agency determines that a 
foreseeable harm that would result from disclosure.  

4. At least two knowledgeable individuals, who may be subject matter experts and 
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including one manager, will review all documents before they are released to the public 
under the FOIA to improve accuracy and consistency in release determinations. One of 
the reviews may be performed by the subject-matter expert who processes the request. 
This is in addition to the review conducted by staff responsible for initially identifying and 
collecting documents. 

5. Organizations will ensure that resources are allocated to comply with meeting FOIA 
requirements detailed in this policy. 

6. Organizations will develop and maintain procedures for processing FOIA requests within 
their offices that document their business practices. Processing procedures will comply 
with this policy and with the Agency’s FOIA processing procedures issued by the Chief 
Information Officer.   

7. Organizations will identify individuals who have critical FOIA responsibilities in their 
organizations by name and by position, including but not limited to FOIA Officers, FOIA 
Coordinators, individuals who are authorized to make decisions regarding the 
releasability of records (see Item 8 below) and those who review documents before they 
are released to the public. This information will be made available to the Agency FOIA 
Officer and to all staff in the organization. 

8. Determinations to release or withhold records will be made in accordance with the 
Freedom of Information Delegation of Authority, I-30. (See EPA Delegations Manual, 
Chapter 1, Section 30.) 

9. FOIA responses will be posted to the Agency’s FOIA management and tracking system  
unless posting the records will create a potential harm protected by a FOIA exemption  
or if a waiver to post records is granted by the Agency FOIA Officer.  

10. FOIA professionals will have the knowledge, skills and abilities to perform their duties. 
11. FOIA duties will be critical elements in the performance agreements of FOIA 

professionals. 
12. FOIA professionals will take mandatory annual trainings identified by the Agency FOIA 

Officer.   
13. Agency managers will have critical job elements in their performance agreements that 

establish accountability for ensuring their FOIA professionals have the knowledge, skills 
and abilities to perform their duties and respond in a timely manner to requests in 
accordance with the FOIA. 

14. The Agency’s FOIA Public Liaison will work to resolve FOIA issues with requesters and 
foster greater openness and transparency in the Agency’s FOIA administration activities 
and its interactions with the public. 

15. Organizations will comply with Agency procedures for processing FOIA requests, along 
with the guidance and direction issued by the Agency FOIA Officer. 

7. RELATED DOCUMENTS 
 
Freedom of Information, EPA Delegations Manual, Chapter 1, Section 30. 
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8. ROLES AND RESPONSIBILITIES 
 

Action Office – The organizational unit that maintains the majority of records responsive to 
a FOIA request.  
 
Agency FOIA Officer – The Agency FOIA Officer is the program manager for the National 
FOIA Program. The Agency FOIA Officer coordinates and oversees the EPA FOIA 
administration responsibilities; issues expedited processing and fee waiver determinations; 
develops and reviews FOIA policies, procedures, and guidance; provides advice to Agency 
FOIA personnel in the program and regional offices; prepares annual reports to the 
Department of Justice (DOJ); and provides FOIA training to Agency employees and other 
individuals covered under Section 3 of this policy. The Agency FOIA Officer is located in the 
Office of Environmental Information at EPA Headquarters. 
 
Authorized Officials – The Deputy Administrator, Assistant Administrators, Associate 
Administrators, the Inspector General, the General Counsel, Heads of Headquarters Staff 
Offices and Regional Administrators (or their appropriate designee) are authorized under 
section 2.113(b) of EPA's FOIA regulations to issue initial determinations to release or 
withhold records in response to FOIA requests. Freedom of Information, EPA Delegations 
Manual, Chapter 1, Section 30, provides that this authority may be redelegated to the office 
director level or equivalent, who may redelegate to the division director level or equivalent. 
 
Chief FOIA Officer – The designated high-level official within each federal agency who has 
overall responsibility for the agency’s compliance with the FOIA. At the EPA, the Assistant 
Administrator for the Office of Environmental Information is the Chief FOIA Officer. The 
Chief FOIA Officer is responsible for ensuring the efficiency and effectiveness of the 
Agency’s FOIA administration including compliance, accountability and reporting to the 
Administrator, the Department of Justice, and the Office of Management and Budget on the 
status of the Agency’s FOIA program. NOTE:  This role is different from that of the Agency 
FOIA Officer above. 
 
FOIA Coordinators – FOIA Coordinators stay informed on requests and assignments; route 
requests to the appropriate Action Office or subject matter expert within the Program Office; 
track FOIA requests for timeliness; monitor the quality of the responses; and provide 
guidance to program personnel including overdue reports, in collaboration with the Agency 
FOIA Officer. Each Headquarters Program Office has a lead FOIA Coordinator who works 
under the general direction of the Agency FOIA Officer.  
 
FOIA Officer – See “Agency FOIA Officer” or “Regional FOIA Officers.” 
 
FOIA Offices – The FOIA Office is the point of receipt for Agency FOIA requests where they 
are reviewed for conformance with the Act, acknowledged and assigned to the appropriate 
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Action Office. The locations are identified in the EPA’s FOIA regulations for submitting FOIA 
requests. Agency FOIA Offices are located in each Region and in the National FOIA 
Program at Headquarters.  
 
FOIA Professional – An EPA employee or contractor who directly interacts with FOIA 
requesters and is responsible for the day-to-day FOIA processing activities.  
 
FOIA Public Liaison – The FOIA Public Liaison is the EPA point of contact for the public if 
they have any issues with the handling of their FOIA request by the Agency. In the EPA, the 
FOIA Public Liaison is the Chief of the FOIA and Privacy Branch in the Office of Information 
Collection within the Office of Environmental Information. The Public Liaison supervises the 
staff in the FOIA Requester Service Center and is responsible for assisting in reducing 
delays, increasing transparency and understanding of the status of requests, and assisting 
in the resolution of disputes. 
 
FOIA Requester Service Center – The FOIA Requester Service Center (FOIA Hotline) 
provides the public information on the status of their requests if they do not have access to 
FOIAonline, general information on how and where to submit a FOIA request, or information 
about the types of information available on the EPA’s websites. The Center is staffed by the 
FOIA Public Liaison, Agency FOIA Officer and National FOIA Specialists. The Hotline 
number is 202-566-1667. 
 
Managers and Supervisors – EPA managers and supervisors oversee FOIA Officers and 
FOIA Coordinators to ensure that they have the knowledge, skills and ability to perform their 
duties and respond in a timely manner in accordance with the FOIA. They review and 
approve all FOIA responses before release.   
 
National FOIA Program – The National FOIA Program is staffed by the Agency FOIA 
Officer and National FOIA Specialists who develop Agency-level policies, procedures and 
trainings, respond to questions, provide guidance, deliver training, and make decisions on 
fee waiver and expedited processing requests. The National FOIA Program is located in the 
Office of Environmental Information. 
 
National FOIA Specialists – National FOIA Specialists manage the lifecycle of FOIA 
requests received at Headquarters; assign requests to Headquarters FOIA Coordinators; 
prepare responses to fee waiver and expedited processing requests; approve requests to 
extend due dates; respond to questions from Agency employees; and staff the FOIA 
Requester Service Center.    
 
Office of General Counsel (OGC) – OGC provides legal advice on FOIA matters; issues 
final decisions on FOIA appeals, final confidentiality determinations for confidential business 
information (CBI) claims originating in HQ, and fee waiver appeal determinations, except 
when a conflict of interest arises; provides counsel on FOIA exemptions and exclusions; and 
assists the U.S. Department of Justice attorneys in FOIA litigation.  
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Office of Inspector General (OIG) – OIG and the Counsel to OIG provide advice on FOIA 
matters pertaining to its organization; issue initial determinations and final decisions on 
FOIA appeals, final confidentiality determinations, except when a conflict of interest arises; 
provide counsel on FOIA exemptions and exclusions; and assist the U.S. Department of 
Justice attorneys in FOIA litigation.  
 
Office of Regional Counsel (ORC) – ORC provides legal advice on FOIA matters, final 
confidentiality determinations for CBI claims originating in the Region, FOIA litigation 
support to regional employees, and information as needed to the Agency FOIA Officer on 
fee waiver requests. ORC also assists OGC on appeals, as appropriate. 

 
Regional FOIA Officers – Regional FOIA Officers assign requests to the appropriate Action 
Office within the region; track FOIA requests; provide guidance to regional personnel in 
collaboration with the Agency FOIA Officer; coordinate with the Agency FOIA Officer and 
Action Offices on initial fee waiver decisions; compile data for the annual FOIA report; and 
monitor the quality and timeliness of responses in the regions. Regional FOIA Officers work 
under the general direction of the Agency FOIA Officer. 
 

9. DEFINITIONS 
Freedom of Information Act (FOIA) – The Freedom of Information Act (FOIA) was signed 
into law in 1966. The law provides individuals with a statutory right of access to certain 
federal agency records. The FOIA requires agencies to disclose requested records unless 
they are protected from public disclosure by the FOIA. Congress included in the FOIA nine 
exemptions and three law enforcement exclusions to protect important interests such as 
national security, personal privacy, privileged communications, and law enforcement. 
 
Records – Information in an agency’s possession and control in any format including 
electronic format. DOJ notes that for FOIA purposes, "records" includes all tangible 
documentations of information regardless of whether they are records under 44 U.S.C. § 
3301. (NOTE:  This is a broader definition than that used by the EPA records program and 
records schedules.)  
 
Requester – Any individual (including non-U.S. citizens), corporation or association, public 
interest group, and state, local, tribal, or foreign government making a FOIA request. 
Requests from Federal agencies, the Government Accountability Office, or Congress (e.g., 
the Speaker of the House, the President of the Senate, or the chair of a committee or 
subcommittee) are not covered under this policy. 
 
Responsive Record – A record falling within the scope of a FOIA request that an agency 
has located that may be provided or is under consideration for inclusion in a response to a 
FOIA request. A record may be “responsive” to a FOIA request, but may still be withheld as 
protected from disclosure by a FOIA exemption.   
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10. WAIVERS 

No waivers will be accepted from the requirements of this policy. 
 

11. RELATED POLICIES, STANDARDS AND GUIDANCE 
  

 Procedures for Responding to Freedom of Information Act Requests, CIO 2157-P-01.  
 FOIA memoranda and guidance documents (http://www.epa.gov/foia/reference.html). 
 FOIA guidance issued by the Department of Justice (http://www.justice.gov/oip/foia-

resources.html). 

 

12. MATERIAL SUPERSEDED 
Interim Freedom of Information Act Policy (CIO 2157.0/Transmittal 13-004 dated June 28, 
2013)  
 

 

13. ADDITIONAL INFORMATION 

For further information, please contact the Office of Environmental Information, Office of 
Information Collection.  
 
 
 

 Renee P. Wynn 
 Acting Assistant Administrator for Environmental Information 

 and Chief Information Officer 
U. S. Environmental Protection Agency 
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Issued by the EPA Chief Information Officer, 

Pursuant to Delegation 1-19, dated July 7, 2005 
 

Procedures for Responding to Freedom of Information Act 
Requests 

 

 
1. PURPOSE  
 
These procedures provide basic instructions for responding to Freedom of Information Act 
(FOIA) requests submitted to EPA. They address statutory, regulatory, policy, procedural and 
processing requirements to be followed by all EPA organizations and must comprise the core 
of all office-specific FOIA processing procedures.  
 
 
2. SCOPE AND APPLICABILITY 
 
The scope of these procedures covers work performed by EPA employees, grantees, 
contractors, and interns in support of FOIA administration activities in Headquarters, regional 
offices, field offices and EPA laboratories. 
 
 
3. AUDIENCE 
 
The audience for these procedures includes all EPA organizations, officials, and employees. 
The audience for these procedures is also contractors or grantees and others operating on 
behalf of the EPA.  
 
 
4. BACKGROUND    
 
The FOIA, 5 U.S.C. § 552, was enacted in 1966. The law gives any requester the right to obtain 
access to federal agency records unless such records or portions of such records are protected 
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from public disclosure by one or more of the nine exemptions or three law enforcement 
exclusions contained in the statute. There are nine FOIA exemptions: 
 
 

 

 

 

 

 

 

 

 

 

 

  

The FOIA applies only to administrative agencies within the federal Executive Branch. It does not 
apply to records held by Congress, the courts, or by state, local, or tribal government agencies. 
The FOIA has undergone several amendments since its passage, including the e-FOIA 
amendments of 1996 and the Open Government Act of 2007. The e-FOIA amendments clarified 
how electronic records should be handled under the FOIA and extended the statutory time to 
respond from ten working days to twenty working days. The Open Government Act of 2007 
made changes to promote a more open and accountable government and established a 
requirement for each agency to have a Chief FOIA Officer and a FOIA Public Liaison to assist in 
reducing delays, increasing transparency and resolving disputes. It also established the Office of 
Government Information Services within the National Archives and Records Administration to 
provide mediation services for resolution of disputes between persons making FOIA requests 
and administrative agencies as well as to provide input and guidance on the effective 
administration of the FOIA across federal agencies.   

1) Classified national defense and foreign relations information. 
2) Internal agency rules and practices.  
3) Information that is prohibited from disclosure by another federal law.  
4) Trade secrets and other confidential business information.  
5) Inter-agency or intra-agency communications that are protected by legal privileges. 
6) Information involving matters of personal privacy (protected under the Privacy Act or 

containing sensitive personally identifiable information). 
7) Information compiled for law enforcement purposes, to the extent that the production 

of those records: 
a) Could reasonably be expected to interfere with enforcement proceedings. 
b) Would deprive a person of a right to a fair trial or an impartial adjudication. 
c) Could reasonably be expected to constitute an unwarranted invasion of personal 

privacy. 
d) Could reasonably be expected to disclose the identity of a confidential source. 
e) Would disclose techniques and procedures for law enforcement, investigations or 

prosecutions, or would disclose guidelines for law enforcement investigations or 
prosecutions. 

f) Could reasonably be expected to endanger the life or physical safety of any 
individual. 

8) Information relating to the supervision of financial institutions.  
9) Geological information on wells. 
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The Open Government Act promotes the use of technology to achieve more efficient disclosure 
of information to the public. To improve its FOIA management and processes, the EPA deployed 
FOIAonline, a shared service, as its new FOIA management system in October 2012. 
FOIAonline automates core processing and administrative activities. All FOIA requests received 
at the EPA will be managed throughout their lifecycle in FOIAonline. All records provided by the 
EPA in response to a FOIA request will be entered into FOIAonline for public viewing and 
searching unless the volume of paper records is very large and conversion to electronic format is 
not practical or the response is subject to special handling requirements or policies (e.g., 
contains Confidential Business Information that is only appropriate to release to the 
requester/owner of the CBI and is not appropriate for public release). These exceptions will be 
reviewed on a case by case basis by the Agency FOIA Officer. A copy of the exception decision 
will be maintained in the system. If records provided in response to a request are not entered 
into FOIAonline because of these conditions, a placeholder document must be uploaded with 
contact information for obtaining a copy of the response. The organizational unit that has 
responsibility for responding to the request (known throughout this document as the Action 
Office) must maintain the records and make them readily available for responding to future 
requests.   

This document does not provide “how-to” instructions for using FOIAonline, but does reference 
features of the system that help accomplish certain FOIA tasks outlined in this procedure. The 
Agency sponsors FOIAonline trainings for managers, supervisors and staff and has developed 
FOIAonline user guides that are available at 
https://foiaonline.regulations.gov/foia/action/public/home. 

These procedures are intended to ensure that the Agency responds to FOIA requests in 
accordance with statutory requirements, the EPA’s implementing regulations, and open 
government and transparency policies.   

Program Offices and Regions will develop or update organizational FOIA procedures to conform 
to this document within 180 days of this document being finalized. All procedures must be 
consistent with the EPA’s FOIA regulations and statutory requirements.   

These procedures will be supplemented by role-based and general awareness trainings for the 
audience identified under Section 3, above.  

 
5. AUTHORITY 
 
Freedom of Information Act , 5 U.S.C. § 552. 
EPA's FOIA Regulations, Title 40, C.F.R. Part 2, Subpart A. 
CIO Policy 2157.0, Freedom of Information Act (FOIA) Policy 
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6. PROCEDURES 
 
The Agency’s FOIA regulations direct the public to send FOIA requests, in writing, to EPA 
Headquarters, Regional FOIA Offices or through a form on the Agency’s FOIA website (which 
provides a link to FOIAonline). Requests received in any other Agency office should be 
immediately forwarded to the appropriate FOIA Officer so that the requester does not incur 
undue processing delays. See 40 C.F.R. 2.102(a).   
 
The actions identified in Steps 1-5, below, are performed by staff in FOIA offices. Regions and 
Program Offices will decide who performs the steps identified in these procedures.   
 
 
INITIATING THE PROCESS 
 
The FOIA process officially begins when a request is received in any Agency FOIA Office. 
Requesters may request a fee waiver and/or expedited processing at the time they submit their 
request. 
 
Step 1 – Receive, Review, and Acknowledge Incoming Requests. The public may submit 
requests to the Agency via FOIAonline, postal mail, email, or hand delivery. The FOIA Office 
receiving the request will verify that the request: 1) is in writing; 2) provides a mailing address; 3) 
asks for Agency records; and 4) reasonably describes the records sought. A description is 
sufficient if it enables an Agency employee familiar with the subject area to locate the record with 
a reasonable amount of effort. See also, 40 C.F.R. § 2.102(c). 
 
 
 
 
 
 
 
 
 
 
 
If the requestor provided an email address, FOIAonline will automatically send a receipt to 
the requester that includes the tracking number and submission date for all requests 
processed in the system. Requests received after 5 pm EST or on weekends or holidays are 
not considered received until the next business day. If a request is not received through 
FOIAonline, the FOIA Office will enter the request in the system within one working day of 
receipt and issue an acknowledgement through FOIAonline if an email address is provided. 
Postal mail will be used by the FOIA Office if an email address is not provided. The 

 Improper FOIA requests include:  
 Requests that do not reasonably describe the records sought; 
 Requests that pose questions, rather than seek documents. 

 FOIA does not require EPA to: 
 Create new records or future records in response to a request; 
 Re-create records which were properly disposed of; 
 Produce records the Agency retains no control over; 
 Re-provide records which EPA already makes available to the public; or  
 Produce purely personal records. 
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acknowledgement letter will provide the tracking number and the date the request was 
received by EPA. 
 
Step 2 – Determine if the Request is in the Correct FOIA Office. The receiving FOIA Office 
will determine where responsive records are most likely located in the Agency. When a request 
is received at an Agency FOIA Office and all responsive records are determined to be located in 
another Region or Headquarters, the receiving FOIA Office will assign the request in FOIAonline 
to the appropriate FOIA Office for processing. If the receiving FOIA Office does not know where 
responsive records are located, the FOIA Office will consult with the Headquarters FOIA Office. 
See also, 40 C.F.R. § 2.103(a). 
 
The FOIA allows agencies up to 10 working days to route a misdirected request before the 20 
working day period to respond begins. For the purposes of this 10 day allowance, a request is 
“misdirected” if it is sent to a FOIA Office that is not located with the Program or Regional Office 
that will have the responsive records. Requests sent by the public to an office other than a FOIA 
Office are also misdirected and must be immediately sent to the local FOIA Office. 
 
After steps 1 and 2 are complete, the request is considered “perfected.” Requests should be 
“perfected” on the same day they are received by the correct FOIA Office. The FOIA Office 
will enter the “perfected” status in FOIAonline to initiate the 20 day working period. 
FOIAonline will automatically initiate the 20 working day period on the 11th working day after 
the request was received, even if the request has not been perfected. 
 
Step 3 – Determine the Fee Category. EPA FOIA Offices will determine how requesters 
will be charged processing fees based on their fee category. The fee categories under the 
FOIA are: (1) Commercial Use, (2) Educational Institution or Non-Commercial Scientific 
Institution, (3) Representative of the News Media and (4) Other. See also, 40 C.F.R. § 
2.107. (See Step 8 below for information on calculating fees.)  
 
Step 4 – Process Fee-Waiver (FW) and Expedited Processing (EP) Requests. All requests 
for fee waivers and expedited processing must be submitted with the initial FOIA request (see 40 
C.F.R. § 2.107(l) (5)). Decisions on FW and EP requests will be made by the Agency FOIA 
Officer based on the factors outlined in 40 C.F.R. § 2.107(I) (5) and 2.104(e), respectively.   
 
FW and EP requests submitted to a Regional FOIA Office will be transferred by the Regional 
FOIA Officer to the Headquarters FOIA Office through FOIA-online for processing. (Please note 
that the region retains the responsibility for responding to the request for records.)   
 
Whether a request is likely billable or unbillable will be communicated to the Headquarters FOIA 
Office by the organization to which the request is assigned within 48 hours of receipt of the 
request. The Agency FOIA Officer will determine if fees will likely be incurred by the requester 
before deciding on the request. (A request for a fee waiver is moot when no fees are associated 
with processing the request.)    
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The Agency FOIA Officer will make the initial decision whether to grant or deny a FW or EP 
request. The individual assigned the request will be notified via an email from FOIAonline that a 
determination has been issued. If the FW and EP request is assigned to a group rather than to 
an individual, FOIAonline will not send an email, but will alternatively provide an internal system 
message to each group member the next time that person logs on.    
 
The Agency must decide whether to grant or deny an EP request within 10 calendar days of 
receipt. If the request is granted, it must be given priority by the Action Office and be the next 
request in line for processing. See C.F.R. § 2.104(3) (4). However, the request itself is not 
required to be processed within the 10 calendar days. 
 
Step 5 – Assign the Request to the Action Office. In most cases, the FOIA Office will assign 
the request in FOIAonline to the primary FOIA Coordinator in the Program or Regional Office 
believed to most likely house the majority of responsive records. The FOIA Coordinator will 
assign a lead office within that organization (the “Action Office”). When the requester is seeking 
records about or created by an individual, the organization where the individual worked at the 
time the records were created will become the Action Office and have responsibility for 
processing the request.   
 
Often, additional Programs and/or Regions may have responsive records (“Contributing Office”). 
The Action Office will assign each Contributing Office a task in FOIAonline for them to provide 
responsive records. These Contributing Offices will coordinate the Agency’s response with the 
Action Office, including uploading responsive records to the system.    
 
PROCESSING THE REQUEST IN ACTION OFFICES  
 
An organization’s1 internal FOIA processing procedures will determine who performs steps 6-16 
identified in this procedure on behalf of the Action Office and the FOIA Coordinator. However, 
the steps will remain the same regardless of who performs them.   
 
At Headquarters, each Office of an Assistant Administrator and the Office of the 
Administrator has a primary FOIA Coordinator who receives the assignment from the 
Headquarters FOIA Office. FOIA requests in regions are received by the Regional FOIA 
Officer who selects the appropriate division, branch or individual within the organization 
which is known as the Action Office. Regions have a primary FOIA Coordinator and the 
function may be performed by various staff persons. At Headquarters, the primary FOIA 
Coordinator will assign the request to the Action Office. Non-primary FOIA Coordinators may 
also be located at the division and branch levels at Headquarters and in regions depending 
on the business practices of the particular organization. An organization’s business 
practices determine the workflow and roles and responsibilities when a request is received 
for action. These practices will be detailed in the organization’s FOIA procedures.   
 

                                                 
1 An EPA region (e.g., Region 1) or the Office of an Assistant Administrator (e.g., OGC). 
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When an assignment is received from a FOIA Office, the primary FOIA Coordinator or regional 
person (designated by the Regional FOIA Officer) will determine which of the offices in the 
organization (e.g., staff offices, divisions, or branches) are likely to have records responsive to 
the request. The primary FOIA Coordinator or regional person will assign the request to the 
appropriate office or FOIA professional using FOIAonline. If the description of the records 
requested is not sufficient for the primary FOIA Coordinator or regional person to assign the 
request to an office, the primary FOIA Coordinator or regional person will contact the requester 
for additional information. All communications, including verbal conversations with the requester, 
will be documented for the official record and entered into FOIAonline. Communications may 
include discussion of scope, deadlines, or other issues.   
 
NOTE: For large, complex FOIA requests, it is suggested that the Action Office convene 
meetings with all interested Agency parties in order to clarify responsibilities, methods to be 
used for collection, and similar issues. Those meetings should include programmatic 
experts, Records Liaison Officers, information technology specialists, and legal counsel, as 
appropriate.   
  
Step 6 – Determine Search Parameters. The Action Office will determine the cut-off date for 
records subject to the request. Under the EPA’s regulations (40 C.F.R. § 2.103 (a)) for 
determining what records are within the scope of the request, the Action Office will usually 
include only those records in its possession as of the date the request was received by the FOIA 
Office, unless the request specifically seeks a more limited scope. If a different date is used, the 
Action Office will inform the requester of that date. 
 
The request will also be reviewed to determine the subject matter of the records the requester is 
seeking. If it is deemed necessary for the person processing the FOIA to obtain clarification or 
additional information from the requester, the time necessary to reformulate the request will be 
excluded from the statutory 20 working day period (or any authorized extension of time) that the 
EPA has to respond to the request. The FOIA permits the Agency to “stop the clock” one time 
during the first 20 days after receipt, to seek information and clarification from the requester. 
Although the requester may be contacted as many times as needed to clarify the scope of the 
request, the clock may only be stopped once. Once the clock has been stopped, it should not be 
restarted until the information or clarification is provided. All communications must be 
documented for the official record and entered into FOIAonline, and the deadlines adjusted in the 
system, as appropriate.   
 
Step 7 – Determine if Additional Responsive Records are in Other Agency Organizations. 
When additional responsive records are determined to be located in other Agency organizations, 
or the request is incorrectly assigned, the appropriate FOIA Office should be notified by the FOIA 
Coordinator or the organizational subject matter expert within two working days of receiving the 
assignment. Action Offices should return misdirected requests to the local FOIA Office for re-
assignment within two working days.   
   
NOTE: The FOIA Office will create a task in FOIAonline to request additional records from 
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another EPA organization.  
 
Step 8 – Estimate Processing Fees. The EPA’s FOIA regulations require an assurance of 
payment from the requester if fees are expected to exceed $25.00 or an amount specified by the 
requestor. Unless a waiver of fees has been granted by the Agency FOIA Officer, the Action 
Office will estimate the processing fee which will be charged as specified in 40 C.F.R. § 2.107. 
Search fees may apply even when no responsive records are identified or no responsive records 
are disclosed to the requester. The EPA’s FOIA Regulations (40 C.F.R. § 2.107(j)) also define 
circumstances where it may be appropriate to require advance payment of the estimated fees, if 
the fees are expected to exceed $250.  
 
Fees are determined by the type of staff performing the work, the type of requester, and the 
category of work performed. Fees are calculated as follows: 
 

Type of Staff  Charge Per Quarter Hour 
Clerical Staff $4.00 per ¼ hr 
Professional Staff $7.00 per ¼ hr 
Managerial Staff $10.25 per ¼ hr 

 
 

Type of Requester  Fee Category to be Charged 
 Search Review Duplication 
Commercial Yes * Yes Yes 
Educational  No No Yes (100 pages free)* 
Non-commercial 
Scientific 

No No Yes (100 pages free)* 

News Media No No Yes (100 pages free)* 
All Others Yes (First 2 hours 

free)* 
No Yes (100 pages free) 

 
*Fees shaded in grey above cannot be charged if the Agency fails to comply with time limits for 
response. 
 
Step 9 - Determine Response Time. The FOIA requires agencies to provide a substantive 
response within 20 working days. In such instances when the Action Office determines the 
response cannot be completed within 20 working-days, the EPA may extend the due date if 
“unusual circumstances,” as defined by the FOIA, apply.   
 
An “unusual circumstance” exists when there is: (1) a need to search for and collect the 
requested records from field facilities or other establishments that are separate from the office 
processing the request; (2) a need to search for, collect, and appropriately examine a 
voluminous amount of separate and distinct records which are demanded in a single request; 
and (3) a need for consultation, which will be conducted with all practicable speed, with another 
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agency or among two or more components of the EPA having a substantial interest in the 
determination of the request.    
 
If unusual circumstances exist and there is a need to extend the due date for 10 working days or 
less, the Action Office must, within the 20 working day time limit, notify the requester in writing 
that unusual circumstances exist and provide the new due date. When the unusual 
circumstances result in a need to extend the due date for more than 10 working days, the Action 
Office must also provide the requester, within the 20 working days, the contact information for 
the EPA’s FOIA Public Liaison and an opportunity to either (a) modify the request so that it may 
be processed within the 10 working day extension or (b) arrange an alternative time period for 
processing the original or modified request.  
 
If unusual circumstances do not exist, or if the due date has already been extended and 
additional time is needed to complete the response, the Action Office should seek a reasonable 
extension from the requester. To aid the requester, the Action Office will provide the requester 
the contact information for the EPA FOIA Public Liaison, who will assist in the resolution of any 
disputes between the requester and the EPA. If the requester does not agree to an extension, 
the Action Office will fulfill the request as soon as possible. The requester may file an 
administrative appeal or may pursue litigation. For instances where the FOIA requester is the 
prevailing party of a litigation case and the EPA is required to pay legal fees, please refer to 
Office of the Chief Financial Officer’s FOIA Fee Policy, RMDS 2540-04-P2. In any event, the 
Action Office should communicate any extensions and expected completion dates with the 
requester. All communications must be documented for the official record and entered into 
FOIAonline.   
 
The Action Office also enters the new requested due date and the justification for the extension 
into FOIAonline. The system generates a notice to the Headquarters or appropriate Regional 
FOIA Office for approval. The FOIA Office will make a decision within two working days, 
document the decision, with comments if necessary, in FOIAonline, and communicate the new 
date to the Action Office. The Action Office will communicate the new due date to the requestor.  

Step 10 – Collect and Review the Records. The Action Office and each Contributing Office is 
responsible for identifying, collecting and reviewing records within the scope of the request as 
discussed in Step 6, and as outlined in any organization-specific procedures. This includes the 
responsibility for consultation and referral with other federal agencies. Contributing Offices are 
also responsible for coordinating responsive activities with the Action Office (i.e., the office that is 
determined to have the majority of responsive records) when more than one office has 
responsive records (see Step 5 above). The Action Office and each Contributing Office should 
also assure that protected information has been redacted from records before they are released.  

The Action Office and Contributing Offices will: 1) ensure that redacted information cannot be 
read through photocopied records; 2) remove “hidden” metadata as appropriate (e.g. Microsoft 
Word document properties); and 3) annotate records with the applicable FOIA exemption(s) at 
the location of the redacted information. A copy of both the original and redacted record will be 
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stored in FOIAonline, unless subject to special handling requirements (e.g., large volume) or 
policies. Exceptions to this storage requirement are approved on a case by case basis by the 
Agency FOIA Officer. FOIAonline allows FOIA professionals to put records in the system that are 
not released to the public. This protects records that have been withheld.   

If records provided in response to a request are not entered into FOIAonline because of special 
handling requirements or policies, or because the volume of files make it impractical to upload 
the complete response, a placeholder document must be uploaded with contact information for 
how to obtain a copy of the response that the responding office will maintain and make readily 
available. 

NOTE: Only records that have been: 1) marked published and 2) approved for release are 
available to the public in FOIAonline.   

Step 11 – Determine Which Records (or Portions) May Be Released. After thorough review, 
the Action Office will prepare to release responsive, non-exempt records or portions of records. 
All records released or being withheld in total in response to a FOIA request must be reviewed 
by at least two knowledgeable individuals, including one manager or supervisor to ensure 
openness, transparency, consistency, and the appropriate application of FOIA exemptions. One 
of the reviews may be performed by the individual who processes the request. Action Offices 
may consult with the Agency FOIA Officer, their Office of Regional Counsel (ORC), or Office of 
General Counsel (OGC) for questions regarding withholding of records under a FOIA exemption. 
If a discretionary FOIA exemption (Exemptions 2, 5, 7 (excluding 7(c)), 8 and 9) is implicated, 
Action Offices should only withhold records, or portions of records, when they reasonably 
foresee that disclosure would harm an interest protected by one of the exemptions or when 
disclosure is prohibited by law.    
 
Responsive records that have been properly reviewed and redacted (if necessary) will be subject 
to one of the following outcomes: 

 
a) Release in Full. The record, in its entirety, may be released to the requester.  
b) Partial Grant/Partial Denial. Portions of the record will be withheld from the requester if 

covered by either one or multiple FOIA exemptions. The portions of the record that are not 
redacted are released to the requester.  

c) Withhold in Full. The record, in its entirety, will be withheld from the requester if covered by 
either one or multiple FOIA exemptions.   

d) No Record. If, after a reasonable search likely to uncover all responsive documents, no 
records are located that are responsive to the request, the requester will be informed in 
writing. A no records certification form must be completed for no record responses and 
entered in FOIAonline. Please note: This form is not sent to the requester.   

e) Confidential Business Information (CBI). For records or parts of records that have been 
claimed as CBI or would be claimed as CBI if the business knew the EPA proposed to 
disclose the information, the procedures set out in 40 C.F.R. § 2.204 must be followed.   
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f) Glomar Response. In some instances, the EPA may expressly refuse to confirm or deny the 

existence of records responsive to a FOIA request; this is called a Glomar response. The 
response letter will inform the requester that the request is denied because "either the 
records do not exist or they are exempt from mandatory disclosure under the applicable 
provision of FOIA." The Action Office must obtain approval from OGC or ORC prior to issuing 
a Glomar response.   
 

Step 12 – Prepare Response Letter. The Action Office will prepare the response letter using 
standard language, if suitable, and obtain necessary concurrences. All response letters must 
include: (1) the FOIA tracking number and (2) appeal language, as appropriate. FOIA requesters 
have the right to appeal initial FOIA decisions made by the EPA if: 
 

 No records were found; 
 The response time has exceeded the statutory authority or documented extensions; 
 The request for expedited processing was denied; 
 The request for a fee waiver was denied; 
 The requestor believes some records or portions of records were improperly withheld; 
 The requestor believes the search was inadequate; or  
 The requestor believes the fee category in which they were placed is incorrect. 

In addition, response letters that withhold Agency records, in total or in part, are required to 
identify the:  
 

 Records withheld individually or by category of similar documents if voluminous; 
 Applicable FOIA exemption(s) under which the record is being withheld and a brief 

statement explaining the reason for the denial; and 
 Authorizing official by name and title (see Step 14 below for list of Authorized Officials). 

 
Step 13 – Finalize Processing Fees. The Action Office will inform the requesters in the 
response letter if fees for processing the request are not billable (i.e., equal to or less than 
$14.00). If the processing fees are billable (i.e., greater than $14.00), FOIAonline will generate 
the invoice.  
 
NOTE: The Administrative Cost section in FOIAonline must be completed to document billable 
and unbillable costs in FOIAonline. All offices working on a request will enter their administrative 
costs in FOIAonline. The EPA is required to document actual fees charged to the public (billable) 
and the administrative costs (unbillable) incurred by the agency in processing FOIA requests. 
 
Step 14 – Obtain Approval from an Authorized Official to Release or Withhold Records. 
The Deputy Administrator, Assistant Administrators, Regional Administrators, the General 
Counsel, the Inspector General, Associate Administrators, and heads of headquarters staff 
offices (or their appropriate designee) are delegated the authority to issue initial determinations 
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to release or withhold records in response to FOIA requests. See EPA Freedom of Information 
Delegation of Authority, Section 1-30.   
 
NOTE: Initial determinations (both release and withholding determinations) may be redelegated 
only to persons occupying positions not lower than division director or equivalent. 
 
Step 15 – Respond to Request. The Action Office will provide the response letter, responsive 
records and invoice (when applicable) to the requester through FOIAonline. If an email address 
is provided, the requester will be notified via email that the responsive records are available in 
FOIAonline. Otherwise, the response package will be provided via postal mail.     
 
The response letter must include a description of the information withheld either by category and 
volume, or by a list. In all cases the response letter must also include the standard administrative 
appeal language.  
 
Step 16 – Finalize Actions. The Action Office will ensure all supporting documentation is 
entered in FOIAonline (e.g., records of conversations or notes to the record). The record copy of 
the FOIA response will be maintained in FOIAonline, including all responsive records. Once 
published, these records become available for public searching and viewing.  

If the volume of paper records is very large and conversion to electronic format is not practical or 
the response is subject to special handling requirements or policies, the Agency FOIA Officer will 
consider granting an exception to the requirement to load the records into FOIAonline. Reviews 
are made on a case by case basis. A copy of the decision by the Agency FOIA Officer will be 
maintained in the system. If the exception is granted, a placeholder document must be uploaded 
in FOIAonline with contact information for obtaining a copy of the responsive records. The Action 
Office that has responsibility for responding to the request must maintain the records according 
to applicable record schedules and make them readily available for responding to future 
requests.  

The Action Office will close the request in FOIAonline. 
 

7. RELATED DOCUMENTS 
 http://www.epa.gov/FOIA/FOIAregs.htm 
 http://www.justice.gov/oip/amended-FOIA-redlined.pdf 
 http://intranet.epa.gov/oei/imitpolicy/qic/ciopolicy/2171-p-01.pdf  
 http://www.archives.gov/about/organization/summary/ogis.html 
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8. ROLES AND RESPONSIBILITIES   
 
Action Office – The organizational unit that maintains the majority of records responsive to a 
FOIA request.  
 
Agency FOIA Officer – The Agency FOIA Officer is the program manager for the National 
FOIA program. The Agency FOIA Officer coordinates and oversees the EPA FOIA 
administration responsibilities; issues expedited processing and fee waiver determinations; 
develops and reviews FOIA procedures, policies, and guidance; provides advice to Agency 
FOIA personnel in the program and regional offices; prepares annual reports to the Department 
of Justice (DOJ); and provides FOIA training to agency employees and other individuals 
covered under Section 3 of these procedures. The Agency FOIA Officer is located in the Office 
of Environmental Information at EPA headquarters. 
 
Authorized Officials – The Deputy Administrator, Assistant Administrators, Associate 
Administrators, the Inspector General, the General Counsel, Heads of Headquarters Staff 
Offices and Regional Administrators (or their appropriate designee) are authorized under 
section 2.113(b) of EPA's FOIA regulations to issue initial determinations to release or withhold 
records in response to FOIA requests. Freedom of Information, EPA Delegations Manual, 
Chapter 1, Section 30, provides that this authority may be redelegated to the office director 
level or equivalent, who may redelegate to the division director level or equivalent. 
 
Contributing Office – Organizational units that possess responsive records in addition to the 
Action Office. 
 
Chief FOIA Officer – The designated high-level official within each federal agency who has 
overall responsibility for the agency’s compliance with the FOIA. At the EPA, the Assistant 
Administrator for the Office of Environmental Information is the Chief FOIA Officer. The Chief 
FOIA Officer is responsible for ensuring the efficiency and effectiveness of the Agency’s FOIA 
administration including compliance, accountability and reporting to the Administrator, the 
Department of Justice, and the Office of Management and Budget on the status of the Agency’s 
FOIA program. NOTE: This role is different from that of the Agency FOIA Officer above. 
 
FOIA Coordinators – FOIA Coordinators stay informed on requests and assignments; route 
requests to the appropriate Action Office or subject matter expert within the Program Office; 
track FOIA requests for timeliness; monitor the quality of the responses; and provide guidance 
to program personnel including overdue reports, in collaboration with the Agency FOIA Officer. 
Each Headquarters Program Office has a lead FOIA Coordinator who works under the general 
direction of the Agency FOIA Officer. See also “Primary FOIA Coordinators”. 
 
FOIA Officer – See “Agency FOIA Officer” or “Regional FOIA Officers.” 
 
FOIA Offices – The FOIA Office is the point of receipt for Agency FOIA requests where they 
are reviewed for conformance with the Act, acknowledged and assigned to the appropriate 
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Action Office. The locations are identified in the EPA’s FOIA regulations for submitting FOIA 
requests. Agency FOIA Offices are located in each Region and in the National FOIA Program at 
Headquarters. 
 
FOIA Professional – An EPA employee or contractor who directly interacts with FOIA 
requesters and is responsible for the day-to-day FOIA processing activities.  
 
FOIA Public Liaison – The FOIA Public Liaison is the EPA contact point for the public if they 
have any issues with the handling of their FOIA request by the Agency. In the EPA, the FOIA 
Public Liaison is the Chief of the FOIA and Privacy Branch in the Office of Information 
Collection within the Office of Environmental Information. The Public Liaison supervises the 
staff in the FOIA Requester Service Center and is responsible for assisting in reducing delays, 
increasing transparency and understanding of the status of requests, and assisting in the 
resolution of disputes. 
 
FOIA Requester Service Center – The FOIA Requester Service Center (FOIA Hotline) 
provides the public information on the status of their requests if they do not have access to 
FOIAonline, general information on how and where to submit a FOIA request, or information 
about the types of information available on the EPA’s websites. The Center is staffed by the 
FOIA Public Liaison, Agency FOIA Officer and National FOIA Specialists. The Hotline number 
is 202-566-1667. 

Managers and Supervisors – EPA managers and supervisors oversee FOIA Officers and 
FOIA Coordinators to ensure that they have the knowledge, skills and ability to perform their 
duties and respond in a timely manner in accordance with the FOIA. They review and approve 
all FOIA responses before release.   
 
National FOIA Program – The National FOIA Program is staffed by the Agency FOIA Officer 
and National FOIA Specialists who develop Agency-level policies, procedures and trainings, 
respond to questions, provide guidance, deliver training, and make decisions on fee waiver and 
expedited processing requests. The National FOIA Program is located in the Office of 
Environmental Information. 
 
National FOIA Specialists – National FOIA Specialists manage the lifecycle of FOIA requests 
received at Headquarters; assign requests to Headquarter FOIA Coordinators; prepare 
responses to fee waiver and expedited processing requests; approve requests to extend due 
dates; respond to questions from Agency employees; and staff the FOIA Requester Service 
Center.    
 
Office of General Counsel (OGC) – OGC provides legal advice on FOIA matters; issues final 
decisions on FOIA appeals, final confidentiality determinations for CBI claims originating in HQ, 
and fee waiver appeal determinations, except when a conflict of interest arises; provides 
counsel on FOIA exemptions and exclusions; and assists the U.S. Department of Justice 
attorneys in FOIA litigation.  
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Office of Inspector General (OIG) – OIG and the Counsel to OIG provide advice on FOIA 
matters pertaining to its organization; issue initial determinations and final decisions on FOIA 
appeals, final confidentiality determinations, except when a conflict of interest arises; provide 
counsel on FOIA exemptions and exclusions; and assist the U.S. Department of Justice 
attorneys in FOIA litigation. 
 
Office of Regional Counsel (ORC) – ORC provides legal advice on FOIA matters, final 
confidentiality determinations for CBI claims originating in the Region, FOIA litigation support to 
regional employees, and information as needed to the Agency FOIA Officer on fee waiver 
requests. ORC also assists OGC on appeals, as appropriate. 
 
Primary FOIA Coordinator – The lead FOIA Coordinator in an organization who works under 
the general direction of the Agency FOIA Officer.  
 
Regional FOIA Officers – Regional FOIA Officers assign requests to the appropriate Action 
Office within the region; track FOIA requests; provide guidance to regional personnel in 
collaboration with the Agency FOIA Officer; coordinate with the Agency FOIA Officer and Action 
Offices on initial fee waiver decisions; compile data for the annual FOIA report; and monitor the 
quality and timeliness of responses in the regions. Regional FOIA Officers work under the 
general direction of the Agency FOIA Officer. 
 
Subject Matter Experts – Subject matter experts identify and locate records requested under 
FOIA. These individuals are located in all EPA organizations and include all professional 
disciplines. If permitted under the applicable delegation and after obtaining any necessary 
concurrences, the subject matter experts may respond to requests directly or provide the 
responsive records to the FOIA Coordinator who facilitates the response for the Agency. They 
must, however, follow the review process prescribed in this procedure. 

 
9. DEFINITIONS 
 
Administrative Appeal – An independent review of the initial determination made in 
response to a FOIA request. Requestors who are dissatisfied with the response made on their 
initial request have a statutory right under 40 C.F.R. § 2.104(j) to appeal the initial 
determination to an office in the Agency which will conduct an independent review. (NOTE: 
OGC is responsible for managing all FOIA appeals at the EPA with the exception of appeals 
that involve FOIA requests to the OIG or FOIA requests where OGC is the Action Office on 
the initial response. OIG handles its own appeals. The Office of the Administrator processes 
appeals where the OGC is the Action Office on the initial response.)    
 
Case – All records pertaining to a FOIA request.   
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Commercial Use – A type of request from or on behalf of a person who seeks information for 
a use or purpose that furthers his/her commercial, trade, or profit interests, which can include 
furthering those interests through litigation.   
 
Consultation – When an agency locates a record or a record that contains information 
provided by or of interest to another agency, it will ask for the views of that other agency on 
the disclosability of the records before any final determination is made. This process is called 
a “consultation.” (See also “referral.”) 
 
Confidential Business Information – Trade secrets and commercial or financial information 
obtained from a person [that is] privileged or confidential.   
 
Educational Institution – A preschool, public or private elementary or secondary school, an 
institution of undergraduate higher education, an institution of graduate higher education, an 
institution of professional education or an institution of vocational education, which operates a 
program or programs of scholarly research. 
 
Existing records – Agency records that exist as of the date a FOIA request is received by the 
EPA.    
 
Expedited Processing – The processing of a FOIA request out of the order in which it was 
received and prioritized over other pending FOIA requests. The standards for expedited 
processing are set out in the FOIA and in the regulations of each federal agency.  
 
Fee Categories – Categories under FOIA that determine assessments of fees to requesters. 
Requesters fall into one of five fee categories: (1) commercial requesters; (2) educational; (3) 
noncommercial scientific institutions; (4) representatives of the news media; and (5) all other 
requesters (i.e., requesters who do not fall into any of the other four categories).   
 
Fee Waiver – A request made to an agency to waive any applicable fees for its processing of 
a FOIA request. Fee waivers are limited to situations in which a requester can show that the 
disclosure of the requested information is in the public interest because it is likely to contribute 
significantly to public understanding of the operations and activities of the government and is 
not primarily in the commercial interest of the requester. Requests for a fee waiver are 
evaluated on a case-by-case basis.   
 
FOIAonline – The EPA’s FOIA tracking and management system.   
 
FOIA Exemptions – Contained at 5 U.S.C. § 552(b) (1)-(9). See 
http://intranet.epa.gov/foia/exemptions.html or the box on page 2 of these procedures. 
 
FOIA Time Limits – The time period in the FOIA statute for an agency to respond to a FOIA 
request (ordinarily twenty working days from the day a FOIA request is received and logged in 
by the appropriate FOIA Office). 
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Freedom of Information Act (FOIA) – The Freedom of Information Act (FOIA) was signed 
into law in 1966. The law provides individuals with a statutory right of access to certain federal 
agency records. The FOIA requires agencies to disclose requested records unless they are 
protected from public disclosure by the FOIA. Congress included in the FOIA nine exemptions 
and three law enforcement exclusions to protect important interests such as national security, 
personal privacy, privileged communications, and law enforcement. 
 
Full Denial – An agency decision not to release any records in response to a FOIA request 
because the records are exempt in their entirety under one or more of the FOIA exemptions, 
or because of a procedural reason, such as when no records could be located. A denial 
response must be signed by an Authorized Official. 
 
Full Grant – An agency decision to disclose all records in full in response to a FOIA request. 

Glomar Response – An agency’s express refusal to confirm or deny the existence or non-
existence of records responsive to a FOIA request.  
 
Initial Request – The request submitted by an individual to a federal agency for access to 
agency records on any topic. A FOIA request can generally be made by any person, to any 
federal agency, and only requires that requesters reasonably describe the records they are 
seeking and comply with agency regulations for making such requests.   
 
Media Requester – Any person making a FOIA request who actively gathers news for an 
entity that is organized and operated to publish or broadcast news to the public that actively 
gathers information of potential interest to a segment of the public, uses its editorial skills to 
turn the raw materials into a distinct work, and distributes that work to an audience. A request 
for records that supports the news-dissemination function of the requester shall not be 
considered to be for a commercial use. 
 
Non-Commercial Scientific Institution – An institution that is not operated on a commercial 
basis but operated solely for conducting scientific research, the results of which are not 
intended to promote any particular product or industry. 
 
No Records Response – A FOIA request for which no responsive records were located. 
 
Partial Grant/Partial Denial – An agency decision to disclose records or portions of records 
while withholding other records or portions of records that are exempt under the FOIA, or to 
otherwise deny a portion of the request for a procedural reason.  
 
Pending Request or Administrative Appeal – A request or administrative appeal for which 
an agency has not taken final action in all respects. 
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Perfected Request – A request for records that clearly describes the records sought and the 
procedures that will be followed to develop a response.  
 
Processed Request or Processed Administrative Appeal – A request or administrative 
appeal for which an agency has taken final action in all respects. 
 
Records – Information in an agency’s possession and control in any format including 
electronic format. DOJ notes that for FOIA purposes, "records" includes all tangible 
documentations of information regardless of whether they are records under 44 U.S.C. § 
3301. (NOTE: This is a broader definition than that used by the EPA records program and 
records schedules.)  
 
Redact – The act of removing exempt information from responsive documents either manually 
or utilizing redaction software. 
 
Referral – When an agency locates a record that originated with, or is of otherwise primary 
interest to another agency, it will forward that record to the other agency to process the record 
and to provide the final determination directly to the requester. This process is called a 
“referral.” (See also “consultation.”) 
 
Requester – Any individual (including non-U.S. citizens), corporation or association, public 
interest group, and state, local, tribal, or foreign government making a FOIA request. 
Requests from federal agencies, the Government Accountability Office, or Congress (e.g., the 
Speaker of the House, the President of the Senate, or the chair of a committee or 
subcommittee) are not processed under these procedures. 
 
Responsive Record – A record falling within the scope of a FOIA request that an agency has 
located that may be provided or is under consideration for inclusion in a response to a FOIA 
request. A record may be “responsive” to a FOIA request, but may still be withheld as 
protected from disclosure by a FOIA exemption. 

Unusual Circumstances – When there is: (1) a need to search and collect documents from 
organizations separate from the organization processing the request; (2) a need to search and 
collect a large volume of records; or (3) a need to consult with another agency (or a separate 
subdivision of the same agency) having a substantial subject-matter interest in the request. 

___________________________________________________________________________

10. WAIVERS 
 
No waivers will be accepted from the requirements of this procedure. 
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11. RELATED PROCEDURES, STANDARDS AND GUIDANCE 
 
Not applicable. 
 
 
12. MATERIAL SUPERSEDED 
 
Interim Procedures for Responding to Freedom of Information Act (FOIA) Requests (CIO 2157-
P-01-0/Transmittal 13-010 dated September 30, 2013)  
 
 

13. ADDITIONAL INFORMATION 
 
This document is not intended to create any rights or privileges for the public, or 
obligations on the part of EPA.  
 
 
 
 
 
 

 
 

Renee P. Wynn 
 Acting Assistant Administrator for Environmental Information 

and Chief Information Officer 
U.S. Environmental Protection Agency 
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Frequent Questions about Mobile 
and Portable Devices, and Records

What are Mobile and Portable Devices?
When and how should I use my Mobile or Portable Device?
Wait, what is a "non-transitory" or "substantive" record?
What kind of records might I have on my Mobile Device?
What should I do with Agency records created on my Mobile Device?
After I have captured Agency records, do I need to delete them from my Mobile Device?
Can Instant Messages (IMs) be Agency records?
Do I need to set up any special security on the Mobile Device?
Is the information on my Mobile Device subject to FOIA, subpoena, and discovery?
My Mobile Device was not provided by the Agency. Do these rules still apply to me?
How can I get additional guidance?

What are Mobile and Portable Devices?

Mobile and portable devices include, but are not limited to, laptops, tablets, netbooks, smart
 phones, and USB drives.

As of October 2014, the iPhone or Windows phone are the only smart phones available through
 the EPA Working Capital Fund. Exceptions to this rule require an approved reasonable
 accommodation. The link below will take you to the eBusiness MD Catalog, which lists all of the
 current available mobile devices through the Working Capital Fund.

https://ebusiness.epa.gov/ebusiness/index.cfm?event=catalog.extendedinfo&oidCatalog=223

When and how should I use my Mobile or Portable Device?

Agency-issued mobile and portable devices should be used thoughtfully to carry out your work.
 When using your device, be mindful that you are responsible for following the procedures
 described below for managing federal records.

As reflected in the Agency’s Records Policy, all official business should first and foremost be done
 on Agency devices, and not on personal devices. The 2014 amendments to the Federal Records
 Act add clear responsibilities to employees who use a non-official messaging system to send or
 receive federal records. (see “My Mobile Device was not provided by the Agency. Do these rules
 still apply to me?” question below for more information on those requirements). EPA strongly
 discourages the use of personal mobile devices to send or receive federal records, but to the
 extent such use occurs, the individual sending or receiving federal records on a personal mobile
 device must follow the Federal Records Act requirements, as detailed below.

Additionally, EPA discourages the use of text messaging, on any mobile device, to send or receive
 substantive (or non-transitory) Agency records. However, EPA recognizes that some Agency staff
 perform time-sensitive work that may, at times, require the creation of substantive (or non-
transitory) records in the form of text messages for emergency or environmental notification
 purposes. In those limited instances, staff must continue to save and manage any text message
 records related to their work, as discussed below.

Wait, what is a "non-transitory" or "substantive" record?

Transitory records are defined as records of short-term (180 days or less) interest, which have
 minimal or no documentary or evidential value. An example of a transitory record is a record
 documenting routine activities containing no substantive information, such as routine
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 notifications of meetings, scheduling of work-related trips and visits, and other scheduling
 related activities. Transitory records can be deleted immediately, or when no longer needed for
 reference, or according to a predetermined time period or business rule. According to NARA, a
 "non-transitory" record is any record that does not meet the definition of a "transitory" record.
 See NARA GRS 23/EPA 167.

An example of a text message that qualifies as a transitory record (which can be deleted when it
 is no longer needed) might be:

"I'm 5 minutes behind";

while an example of a text message that qualifies as a non-transitory record (and which would be
 required to be forwarded into your EPA email account for longer term preservation under a
 records schedule) might be:

"I'm 5 minutes behind, go ahead and make the decision without me."

In the first example, the record value of the message is only to those participants in the meeting
 who may be wondering where a colleague is, and thus there is no long term value of the
 message that requires its preservation beyond the start of the meeting. In the second example,
 the informational value of the message extends beyond the meeting's time-frame, to document
 information about who participated in an agency decision or action.

As this example demonstrates, you need to pay careful attention to use of text messaging as it
 relates to Agency business to ensure proper management of non-transitory federal records.

What kind of records might I have on my Mobile Device?

In addition to having records with different retention periods on your mobile device as discussed
 above, you may have records in different forms or formats on your mobile device. Examples of
 Agency records that might be maintained on mobile devices can include e-mail, calendars, voice
 mail, text messages, photographs, and any other information related to your work at EPA.
 Records on mobile devices might be stored only on the device, or stored on the device and on
 Agency systems, depending on the type of record and whether it is backed up to Agency
 systems.

Currently, your e-mail, Calendar, and contacts are backed up on Agency systems, and are not
 stored only on your mobile device. This means, for example, if you send a non-transitory email
 record from your epa.gov email account using your mobile device, you do not need to take any
 extra steps to forward that message into an Agency system. You can save the record from the
 EPA email system into EZ Email Records.

On the other hand, if you were to take a photograph with your Agency-issued mobile device that
 qualified as a non-transitory record, you would need to transfer that photograph to an Agency
 system for retention in an approved recordkeeping system. The same is true for a non-transitory
 text message that is sent or received on your mobile device.

What should I do with Agency records stored only on my Mobile Device?

Substantive (or non-transitory) records located only on your mobile device should be transferred
 to your office's recordkeeping system on a regular basis (it is recommended that you do so
 within 20 days). A recordkeeping system may be either electronic or hard-copy, as long as
 records are organized and accessible. If a text message is a substantive (or non-transitory)
 record, then it and related contextual information (e.g., to, from, date, time, and subject) must
 be forwarded to an approved EPA email system and then saved as a record using EZ Email
 Records (or another approved record keeping system) on a regular basis. For text messages
 created using an iPhone or Windows phone, see EPA’s Instructions for Saving Text Messages.

The following chart summarizes your obligations:

What is the retention and where is it
 stored? Forward to EPA Email?

Transitory – stored only on the device No

http://www.archives.gov/records-mgmt/grs/grs23.html
http://www.epa.gov/records/policy/schedule/sched/167.htm
http://intranet.epa.gov/mobiledevices/pdf/Instructions-Saving-Text-Messages.pdf
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Transitory – stored on the device AND
 agency systems No

Non-Transitory– stored only on the device Yes (then save with EZ Email Records
 from EPA email)

Non-Transitory– stored on the device AND
 agency systems

No (but save with EZ Email Records
 from EPA email)

After I have captured all appropriate Agency records into an official recordkeeping
 system, do I need to delete them from my mobile device?

No, you may maintain convenience or reference copies on the device, or you can delete them if
 appropriate. Both official records and convenience copies should be disposed of in accordance
 with applicable Agency record schedules. However, it is important to remember that you must
 first confirm that there is no other obligation, such as a litigation hold, to preserve the record on
 the device before you delete the record. If there is, consult with the Office of General Counsel or
 Regional Counsel’s office as appropriate before taking any action.

Can Instant Messages (IMs) be Agency records?

IMs are distinct from text messages and are exchanged using agency messaging systems such as
 Lync on Agency systems. Users of IM or other transient technologies are responsible for ensuring
 that IMs that result in the creation of a substantive or non-transitory federal record are saved for
 Federal Records Act purposes. This can be done by reviewing the IMs in your conversations
 folder in Microsoft Outlook, and marking IM conversations as records using EZ Email Records, as
 appropriate.

Do I need to set up any special security on the mobile device?

Information stored on your device requires the same degree of protection as similar EPA
 information stored elsewhere, whether on a LAN, PC, removable electronic media, or paper.
 Consult your organization's policy on handheld computing to see if there are special security
 requirements. Enable the password lock feature when the device is not being used, to provide an
 initial form of protection against unauthorized users.

The following quick tips will help you protect your portable devices and the information they
 contain.

Portable Devices Security Quick Tips

Keep your portable device with you or properly secured at all times.
Make sure your portable devices are password protected and don’t share your
 passwords.
Don’t connect your portable device to unknown networks or computers.
If your portable device is lost or stolen, it is considered an EPA Security incident and
 should be reported according to instructions located at the Computer Security Incident
 Response Capability (CSIRC) "How do I Report a Security Incident?"

Is the information on my Mobile Device subject to FOIA, subpoena, and discovery?

Yes, information on your Agency-issued mobile device may be requested under FOIA, in response
 to litigation or in response to a Congressional request. The same rules and exemptions that
 apply to the release of all other EPA documents under these laws also apply to documents
 contained on mobile devices. It is important to note that if information on your mobile device is
 responsive to a litigation hold, FOIA or other request, you must preserve the information even if
 it is a transitory record that could otherwise be deleted consistent with the Federal Records Act
 requirements.

My Mobile Device was not provided by the Agency. Do these rules still apply to me?

Yes. As reflected in the Agency’s Records Policy, EPA strongly discourages the use of personal
 mobile devices for sending or receiving Agency records, but to the extent such use occurs, the
 individual creating or sending the record from a non-EPA device must copy their EPA email
 account at the time of transmission or forward that record to their EPA email account within 20

http://cfint.rtpnc.epa.gov/otop/security/csirc/incident_how.cfm
http://www.epa.gov/records/policy/2155/rm_policy_cio_2155-3.pdf
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 days of creation or sending. This requirement to forward Agency records from a personal device
 is based on the 2014 amendments to the Federal Records Act. These amendments further
 provide that the intentional violation of the requirement to copy or forward a record from a
 personal device into Agency systems in the time-frame set forth in the amendments shall be a
 basis for disciplinary action.

How can I get additional guidance?

If you have policy questions about managing records on your mobile or portable devices, contact
 the Records Help Desk. You can find additional guidance in the following publications:

Frequent Questions About Personal Papers
Frequent Questions About Calendars
Frequent Questions About Email
Frequent Questions About Working Files
Documenting Your Public Service , National Archives and Records
 Administration
Managing Records in Mobile Environments , National Archives and Records
 Administration

http://www.epa.gov/
http://www.epa.gov/epafiles/usenotice.htm
http://www.epa.gov/records/contact.htm
http://www.epa.gov/records/contact.htm
http://www.epa.gov/records/faqs/personal.htm
http://www.epa.gov/records/faqs/calendar.htm
http://www.epa.gov/records/faqs/email.htm
http://www.epa.gov/records/faqs/working.htm
http://www.archives.gov/records-mgmt/publications/documenting-your-public-service.html
http://www.epa.gov/epahome/exitepa.htm
http://blogs.archives.gov/records-express/2014/03/27/managing-records-in-mobile-environments-addressing-records-management-implications/
http://www.epa.gov/epahome/exitepa.htm


Frequent Questions about Mobile and Portable Devices, and Records | Records | US EPA

http://www.epa.gov/records/faqs/pda.htm[2/25/2015 9:01:29 AM]

You are here: EPA Home Records Frequent Questions Frequent Questions about Mobile and Portable Devices,
and Records

Records
Contact Us Search: All EPA Records  

Frequent Questions about Mobile 
and Portable Devices, and Records

What are Mobile and Portable Devices?
When and how should I use my Mobile or Portable Device?
Wait, what is a "non-transitory" or "substantive" record?
What kind of records might I have on my Mobile Device?
What should I do with Agency records created on my Mobile Device?
After I have captured Agency records, do I need to delete them from my Mobile Device?
Can Instant Messages (IMs) be Agency records?
Do I need to set up any special security on the Mobile Device?
Is the information on my Mobile Device subject to FOIA, subpoena, and discovery?
My Mobile Device was not provided by the Agency. Do these rules still apply to me?
How can I get additional guidance?

What are Mobile and Portable Devices?

Mobile and portable devices include, but are not limited to, laptops, tablets, netbooks, smart
phones, and USB drives.

As of October 2014, the iPhone or Windows phone are the only smart phones available through
the EPA Working Capital Fund. Exceptions to this rule require an approved reasonable
accommodation. The link below will take you to the eBusiness MD Catalog, which lists all of the
current available mobile devices through the Working Capital Fund.

https://ebusiness.epa.gov/ebusiness/index.cfm?event=catalog.extendedinfo&oidCatalog=223

When and how should I use my Mobile or Portable Device?

Agency-issued mobile and portable devices should be used thoughtfully to carry out your work.
When using your device, be mindful that you are responsible for following the procedures
described below for managing federal records.

As reflected in the Agency’s Records Policy, all official business should first and foremost be done
on Agency devices, and not on personal devices. The 2014 amendments to the Federal Records
Act add clear responsibilities to employees who use a non-official messaging system to send or
receive federal records. (see “My Mobile Device was not provided by the Agency. Do these rules
still apply to me?” question below for more information on those requirements). EPA strongly
discourages the use of personal mobile devices to send or receive federal records, but to the
extent such use occurs, the individual sending or receiving federal records on a personal mobile
device must follow the Federal Records Act requirements, as detailed below.

Additionally, EPA discourages the use of text messaging, on any mobile device, to send or
receive substantive (or non-transitory) Agency records. However, EPA recognizes that some
Agency staff perform time-sensitive work that may, at times, require the creation of substantive
(or non-transitory) records in the form of text messages for emergency or environmental
notification purposes. In those limited instances, staff must continue to save and manage any
text message records related to their work, as discussed below.

Wait, what is a "non-transitory" or "substantive" record?

Transitory records are defined as records of short-term (180 days or less) interest, which have
minimal or no documentary or evidential value. An example of a transitory record is a record
documenting routine activities containing no substantive information, such as routine
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notifications of meetings, scheduling of work-related trips and visits, and other scheduling
related activities. Transitory records can be deleted immediately, or when no longer needed for
reference, or according to a predetermined time period or business rule. According to NARA, a
"non-transitory" record is any record that does not meet the definition of a "transitory" record.
See NARA GRS 23/EPA 167.

An example of a text message that qualifies as a transitory record (which can be deleted when it
is no longer needed) might be:

"I'm 5 minutes behind";

while an example of a text message that qualifies as a non-transitory record (and which would
be required to be forwarded into your EPA email account for longer term preservation under a
records schedule) might be:

"I'm 5 minutes behind, go ahead and make the decision without me."

In the first example, the record value of the message is only to those participants in the meeting
who may be wondering where a colleague is, and thus there is no long term value of the
message that requires its preservation beyond the start of the meeting. In the second example,
the informational value of the message extends beyond the meeting's time-frame, to document
information about who participated in an agency decision or action.

As this example demonstrates, you need to pay careful attention to use of text messaging as it
relates to Agency business to ensure proper management of non-transitory federal records.

What kind of records might I have on my Mobile Device?

In addition to having records with different retention periods on your mobile device as discussed
above, you may have records in different forms or formats on your mobile device. Examples of
Agency records that might be maintained on mobile devices can include e-mail, calendars, voice
mail, text messages, photographs, and any other information related to your work at EPA.
Records on mobile devices might be stored only on the device, or stored on the device and on
Agency systems, depending on the type of record and whether it is backed up to Agency
systems.

Currently, your e-mail, Calendar, and contacts are backed up on Agency systems, and are not
stored only on your mobile device. This means, for example, if you send a non-transitory email
record from your epa.gov email account using your mobile device, you do not need to take any
extra steps to forward that message into an Agency system. You can save the record from the
EPA email system into EZ Email Records.

On the other hand, if you were to take a photograph with your Agency-issued mobile device
that qualified as a non-transitory record, you would need to transfer that photograph to an
Agency system for retention in an approved recordkeeping system. The same is true for a non-
transitory text message that is sent or received on your mobile device.

What should I do with Agency records stored only on my Mobile Device?

Substantive (or non-transitory) records located only on your mobile device should be transferred
to your office's recordkeeping system on a regular basis (it is recommended that you do so
within 20 days). A recordkeeping system may be either electronic or hard-copy, as long as
records are organized and accessible. If a text message is a substantive (or non-transitory)
record, then it and related contextual information (e.g., to, from, date, time, and subject) must
be forwarded to an approved EPA email system and then saved as a record using EZ Email
Records (or another approved record keeping system) on a regular basis. For text messages
created using an iPhone or Windows phone, see EPA’s Instructions for Saving Text Messages.

The following chart summarizes your obligations:

What is the retention and where is it
stored? Forward to EPA Email?

Transitory – stored only on the device No

http://www.archives.gov/records-mgmt/grs/grs23.html
http://www.epa.gov/records/policy/schedule/sched/167.htm
http://intranet.epa.gov/mobiledevices/pdf/Instructions-Saving-Text-Messages.pdf
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Transitory – stored on the device AND
agency systems No

Non-Transitory– stored only on the device Yes (then save with EZ Email Records
from EPA email)

Non-Transitory– stored on the device AND
agency systems

No (but save with EZ Email Records
from EPA email)

After I have captured all appropriate Agency records into an official recordkeeping
system, do I need to delete them from my mobile device?

No, you may maintain convenience or reference copies on the device, or you can delete them if
appropriate. Both official records and convenience copies should be disposed of in accordance
with applicable Agency record schedules. However, it is important to remember that you must
first confirm that there is no other obligation, such as a litigation hold, to preserve the record on
the device before you delete the record. If there is, consult with the Office of General Counsel or
Regional Counsel’s office as appropriate before taking any action.

Can Instant Messages (IMs) be Agency records?

IMs are distinct from text messages and are exchanged using agency messaging systems such
as Lync on Agency systems. Users of IM or other transient technologies are responsible for
ensuring that IMs that result in the creation of a substantive or non-transitory federal record are
saved for Federal Records Act purposes. This can be done by reviewing the IMs in your
conversations folder in Microsoft Outlook, and marking IM conversations as records using EZ
Email Records, as appropriate.

Do I need to set up any special security on the mobile device?

Information stored on your device requires the same degree of protection as similar EPA
information stored elsewhere, whether on a LAN, PC, removable electronic media, or paper.
Consult your organization's policy on handheld computing to see if there are special security
requirements. Enable the password lock feature when the device is not being used, to provide an
initial form of protection against unauthorized users.

The following quick tips will help you protect your portable devices and the information they
contain.

Portable Devices Security Quick Tips

Keep your portable device with you or properly secured at all times.
Make sure your portable devices are password protected and don’t share your
passwords.
Don’t connect your portable device to unknown networks or computers.
If your portable device is lost or stolen, it is considered an EPA Security incident and
should be reported according to instructions located at the Computer Security Incident
Response Capability (CSIRC) "How do I Report a Security Incident?"

Is the information on my Mobile Device subject to FOIA, subpoena, and discovery?

Yes, information on your Agency-issued mobile device may be requested under FOIA, in
response to litigation or in response to a Congressional request. The same rules and exemptions
that apply to the release of all other EPA documents under these laws also apply to documents
contained on mobile devices. It is important to note that if information on your mobile device is
responsive to a litigation hold, FOIA or other request, you must preserve the information even if
it is a transitory record that could otherwise be deleted consistent with the Federal Records Act
requirements.

My Mobile Device was not provided by the Agency. Do these rules still apply to me?

Yes. As reflected in the Agency’s Records Policy, EPA strongly discourages the use of personal
mobile devices for sending or receiving Agency records, but to the extent such use occurs, the
individual creating or sending the record from a non-EPA device must copy their EPA email
account at the time of transmission or forward that record to their EPA email account within 20

http://cfint.rtpnc.epa.gov/otop/security/csirc/incident_how.cfm
http://www.epa.gov/records/policy/2155/rm_policy_cio_2155-3.pdf


Frequent Questions about Mobile and Portable Devices, and Records | Records | US EPA

http://www.epa.gov/records/faqs/pda.htm[2/25/2015 9:01:29 AM]

EPA Home Privacy and Security Notice Contact Us

http://www.epa.gov/records/faqs/pda.htm
Print As-Is

Last updated on Thursday, February 12, 2015

days of creation or sending. This requirement to forward Agency records from a personal device
is based on the 2014 amendments to the Federal Records Act. These amendments further
provide that the intentional violation of the requirement to copy or forward a record from a
personal device into Agency systems in the time-frame set forth in the amendments shall be a
basis for disciplinary action.

How can I get additional guidance?

If you have policy questions about managing records on your mobile or portable devices, contact
the Records Help Desk. You can find additional guidance in the following publications:

Frequent Questions About Personal Papers
Frequent Questions About Calendars
Frequent Questions About Email
Frequent Questions About Working Files
Documenting Your Public Service , National Archives and Records
Administration
Managing Records in Mobile Environments , National Archives and Records
Administration

http://www.epa.gov/
http://www.epa.gov/epafiles/usenotice.htm
http://www.epa.gov/records/contact.htm
http://www.epa.gov/records/contact.htm
http://www.epa.gov/records/faqs/personal.htm
http://www.epa.gov/records/faqs/calendar.htm
http://www.epa.gov/records/faqs/email.htm
http://www.epa.gov/records/faqs/working.htm
http://www.archives.gov/records-mgmt/publications/documenting-your-public-service.html
http://www.epa.gov/epahome/exitepa.htm
http://blogs.archives.gov/records-express/2014/03/27/managing-records-in-mobile-environments-addressing-records-management-implications/
http://www.epa.gov/epahome/exitepa.htm
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This alternative text version is intended only for employees with disabilities that use Assistive 
Technology.  Since completion of text version cannot be automatically tracked, please notify your supervisor 
once you have read and understood the course, to ensure that you receive proper credit for completing the 
training. 

Introduction to EPA’s Records Management Training 
Welcome to EPA’s Records Management Training. This course is designed to be an introduction for all EPA staff 
and contractors to basic records management concepts and responsibilities.   

This course is divided into five parts and addresses the following questions:  

1. Why is records management important?  
2. What is a record? 
3. Who is responsible for records management? 
4. What are the records lifecycle, records schedules and file plans? 
5. Where can additional information on records management be found? 

By the end of the training, you will be able to answer each of these questions and understand how to manage 
your EPA records. 

This course will take approximately ½ an hour to complete.  

After completing the course, please visit the National Records Management Program’s website 
at http://intranet.epa.gov/records for the most up-to-date information on records management at EPA. 

Overview of Records Management at EPA 
The Federal Records Act of 1950 provides the basic requirements for the management of all federal records, 
while the National Archives and Records Administration (NARA) provides specific regulations and guidance.  The 
OMB and NARA Managing Government Records Directive, issued August 24, 2012, establishes a robust 21st 
century framework for managing federal records, with a focus on electronic records. 

All EPA employees and contractors have the responsibility to manage their records, regardless of format.  

Good records management ensures that you can: 

• Identify the records needed to document your work; 
• Minimize duplication of records, allowing you to work more effectively; 
• Decrease the costs associated with the storage of electronic and paper documents; 
• Keep records accessible to all those that need to use them, therefore improving communications and 

knowledge-sharing across EPA; 
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• Eliminate time spent trying to find lost or misfiled records; 
• Protect vital records and information in the event of an emergency or disaster, such as a fire, flood or 

tornado; and 
• Respond quickly and efficiently to requests made through litigation (e.g., discovery) and FOIA. 

Why is Records Management Important? 
Whether you are a contractor or an employee, you must follow certain basic guidance when managing records.  

• Follow EPA and the National Archives and Records Administration (NARA) guidance on records 
management.   

• Manage records in accordance with records retention schedules, which provide specific instructions on 
how long to keep records.  

• Do not remove or dispose of records created or received during the course of business without 
approval; and 

• Official EPA business should first and foremost be done on official EPA information systems (e.g., email, 
instant messaging (IM), computer work stations, shared service solutions, etc.). If, due to extraordinary 
circumstances, EPA’s systems are not readily available; and you use a non-EPA system, forward any 
emails on the non-EPA system into the EPA system. 

Why is Records Management Important? Question 1 
Good records management is important because: 

a. It enables cost savings 
b. It ensures full compliance with laws and regulations 
c. It reduces risks associated with litigation and potential penalties 
d. All of the above 

The correct answer is d, all of the above. 

What is a Record? 

General Definition 
To ensure that everyone is fully aware of what a record is, let us define the term here at the EPA. 

A record is an information resource, in any format that: 

• Is created in the course of business; 
• Is received for action;  
• Is needed to document your activities and decisions;  
• Supports EPA’s financial obligations and legal claims; or 
• Communicates EPA requirements or guidance. 

Records may include documentary information in any format and in any media, such as: 

• Spreadsheets; 
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• Textual documents; 
• Databases; 
• Photographs and maps; 
• Text messages; 
• Instant messages;  
• Voicemail;  
• Information on mobile devices; 
• Documented verbal communications; and 
• Email messages.   

No matter what the format, information resources that document your work or decisions for EPA could be 
considered records.   

Of course, it is much easier to understand exactly what a record is by looking at specific examples. 

Created in the Course of Business Examples 
Examples of records you create while doing business include: 

• Memos or emails outlining work accomplishments or giving someone work directions; 
• Documentation of your activities with universities or other government agencies under a grant or an 

interagency agreement;  
• EPA financial documents related to transactions you approve; 
• Sampling and analytical data files; and  
• Official EPA blogs, websites and social media postings with unique content. 

Received for Action Examples 
Examples of records that are received for action include: 

• Freedom of Information Act (FOIA) requests;  
• Permit applications;  
• Controlled correspondence, such as direction on a program, and public or congressional inquiries; 
• Comments received pursuant to Federal Register notices published on proposed rulemaking; 
• Accounts payable information, such as invoices for materials purchased or for services provided under 

contracts; 
• Complaints filed from any source, such as those from the general public or within the EPA on waste, 

fraud and abuse, or discrimination complaint; 
• Public comments received on proposed agency actions other than regulatory actions, such as 

environmental restoration; and  
• Emails and correspondence with individuals outside the Agency about Agency business 

Documents EPA Activities Examples 
Examples of records that document EPA activities and actions include: 

• Calendars that document your important meetings and work related appointments;  
• Meeting materials and minutes; 
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• Recorded video conferences; 
• Project status reports; and 
• Audit reports.  

Supports Financial Obligations and Legal Claims Examples 
Examples of records that might be needed to support financial obligations and legal claims include: 

• Grant payouts or proof of expenditures; 
• Approval for contract invoices;  
• Time and attendance, and associated leave records; and 
• Litigation files, including litigation hold notices, court orders and settlement documents. 

Communicates EPA Requirements or Guidance Examples 
Examples of records that communicate EPA requirements or guidance include: 

• Guidance documents; and 
• Policies or procedures issued by your office. 

Email and Other Electronic Records Examples 
In concert with the November 28, 2011 “Presidential Memorandum - Managing Government Records,” EPA is 
moving towards a “digital first” policy.   

When possible electronic records should be managed digitally throughout their lifecycle, either in an EPA 
electronic content management system or in other approved recordkeeping systems, such as the 
Correspondence Management System (CMS) and the Electronic Grants Records System (EGRS).   

Similar to records in other formats, an email message is considered to be a record if it meets any of the criteria 
in the definition of a record: created in the course of business, received for action, needed to document your 
activities and decisions as an EPA employee or contractor, supports financial obligations and legal claims, or 
communicates EPA requirements or guidance. Content determines whether something is a record, not the 
format. 

Official EPA business should first and foremost be done on official EPA information systems (e.g., email, instant 
messaging (IM), computer work stations, shared service solutions, etc.). When, due to extraordinary 
circumstances, this does not occur, the creator must ensure that any use of a non-governmental system does 
not affect the preservation of federal records for Federal Records Act purposes, or the ability to identify and 
process those records if requested under the Freedom of Information Act (FOIA) or for other official business 
(e.g., litigation, Congressional oversight requests, etc.).  In this very rare occasion, staff should forward email (or 
“cc” email) or electronic files to their EPA email account in order for records to be captured in an approved EPA 
electronic records management system.  Once the electronic files have been captured in an approved EPA 
records management system, they should be removed from non-EPA information systems, unless you are under 
a specific obligation to preserve these materials wherever they exist.   

Users of instant messaging or other transient technologies are responsible for ensuring that IMs that result in 
the creation of a federal record are saved for Federal Records Act purposes.  
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Information posted to the Internet, Intranet, Agency blogs, Agency wikis, and social networking sites may also 
be considered records.  The same rules apply to these types of information resources as print documents. You 
must ensure it is captured as a record. 

Technologies for electronic records management are constantly evolving.  Please visit the National Records 
Management Program’s Intranet site at: http://intranet.epa.gov/records for the most up to date training and 
guidance on managing electronic records.  

For immediate assistance with records management questions, please contact the NRMP Help Desk 
at records@epa.gov or 202-566-1494. Alternatively, please contact your Records Liaison 
Officer: http://intranet.epa.gov/records/about.htm.   

Non-Records and Personal Papers Examples 
Not everything is considered to be a record.  “Non-records” are government-owned information resources that 
do not provide evidence of your activities or decisions.  Non-records may not meet the definition of a record, 
however, their management is controlled via EPA records retention and guidance policies.  It is important to 
remember that documents under EPA control are subject to FOIA and litigation requests, whether they meet 
EPA’s definition of a record or not. 

Examples of possible non-records include: 

• Extra copies of technical publications kept only for reference; 
• Copies of articles from professional journals; 
• Convenience copies of directives or any other document being maintained as a record by the office of 

record; and 
• All-hands email messages you receive informing you of activities in your building. 

Pursuant to Federal law and agency policy, non-records must be kept separate from records.  Destroy non-
records when they are no longer needed and are not subject to a FOIA or litigation hold. 

“Personal papers” (both paper and electronic) are not considered to be records.  Personal papers are unrelated 
to your work at EPA and, therefore, not owned by the agency.  Like non-records, they are excluded from the 
definition of a record and must be maintained separately from records. 

Examples of personal papers include: 

• Materials brought into the workplace by employees from previous jobs, or from home, such as sports 
schedules and league activities;  

• Information from personal involvement in non-agency sponsored professional associations and 
conferences; or  

• Any other information related solely to an individual’s private affairs, including personal, non-work 
emails exchanged between you and another EPA employee. 

However, be careful with personal planners and calendars.  They may be considered a record if they are used to 
document agency activities and actions. 
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Working Files Examples 
“Working files” can be records or non-records.  They include rough notes, calculations, or preliminary drafts that 
are used to prepare or analyze other documents.   

They may be records when: 

• A records schedule specifically requires the retention of these records; 
• They significantly add to the understanding of an important subject or issue; 
• They are circulated to other staff for official comment or review; or 
• They document the formulation and execution of basic policies, decisions, actions, or responsibilities. 

They may be non-records when: 

• They are not circulated to staff for approval, comment, action, or recommendation;   
• They do not contain unique information, such as substantive annotations or comments that add to the 

understanding of the agency’s decisions or actions; 
• They are not needed to document a decision-making process; or 
• Their retention is not described by an agency-wide or EPA organization-specific requirement. 

Personally Identifiable Information (PII) and Confidential Business Information 
(CBI) Examples 
There are certain types of records that are sensitive and require special handling. Sensitive records include those 
that are categorized as Controlled Unclassified Information (CUI) or contain Personally Identifiable Information 
(PII), some of which are covered under the Privacy Act. CUI is unclassified information that meets the standards 
for safeguarding and dissemination controls pursuant to law, regulations and government-wide policies under 
Executive Order 13556.  Sensitive records may also include those that are categorized as Confidential Business 
Information (CBI). 

For more information on CUI, please visit http://www.archives.gov/cui. 

PII is any information about an individual that is maintained by an agency, which can be used to distinguish, 
trace or identify an individual’s identity, including personal information, which is linked or linkable to an 
individual.  Examples of PII include name, home address, personal telephone number, date of birth, mother’s 
maiden name, social security number and many other types of information that can identify an individual.  

EPA has three categories of sensitive PII. These categories of information present the highest risk of harm to 
individuals if compromised and include Social Security numbers as well as medical and financial information.  
Sensitive PII requires additional levels of protection (e.g., encryption).   

Records that contain PII must be appropriately managed, safeguarded, and when appropriate, destroyed with 
caution by shredding, pulping or burning at final disposition. 

The loss or disclosure of PII must immediately be reported to the EPA Call Center at 1-866-411-4372, Option 1. 

For more information about CBI, see the appropriate manual. (e.g., the Toxic Substances Control Act [TSCA], 
Federal Insecticide, Fungicide, and Rodenticide Act [FIFRA], Resource Conservation and Recovery Act [RCRA], 
etc.) 
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For more information on PII, please visit http://intranet.epa.gov/privacy. 

What is a record? Question 1 
Employees and contractors should refrain, if possible, from conducting EPA business with private email 
accounts, i.e., Gmail, Yahoo, etc. 

a. True; or 
b. False 

The correct answer is a, True. All federal agencies, including EPA, are accountable to the public. The use of 
private email accounts is discouraged.  When, due to extraordinary circumstances, non-EPA information systems 
are used, staff should forward email (or “cc” email) or electronic file(s) to their EPA email account. 

What is a record? Question 2 
The three EPA categories of sensitive PII are:  

a. Personal Identifiers, Social Security Numbers and financial information 
b. Social Security Numbers, Date of Birth and Home address or phone number 
c. Social Security numbers and medical and financial information; or 
d. Medical and Financial Information and benefit information 

The answer is c. Although all of the choices listed contain examples of PII, the three EPA categories of sensitive 
PII are listed under item c, Social Security numbers, and medical and financial information. 

What is a record? Question 3 
Confidential Business Information does not need to be stored in a secured location, as long as the file folders are 
labeled. 

a. True; or 
b. False 

The answer is b, False.  CBI needs to be properly secured, accessible only by authorized individuals. 

What is a record? Question 4 
All of the following are records that must be maintained: an email notification of an optional conference; a 
calendar entry showing routine staff meetings on a particular day; and a post-it note with your handwritten 
directions to the airport. 

a. True; or 
b. False 

The correct answer is b, False. These are good examples of non-records. 

What is a record? Question 5 
Which of the following can be records that must be maintained?  

a. Databases 
b. Photographs and maps 

EPA Records Management Training 7 July 30, 2013 

http://intranet.epa.gov/privacy


c. Instant messages 
d. Voicemail 
e. Documents on mobile devices 
f. Documented verbal communications 
g. Email messages 
h. All of the above 

The correct answer is h, all of the above.  Records may exist in any format and in any media. 

Who is Responsible for Records Management? 
Within the EPA’s records management program, there are key players who hold important roles and 
responsibilities. These roles include: 

• The National Records Management Program (NRMP) Agency Records Officer, who is responsible for 
providing leadership and direction for EPA’s records management programs; 

• Records Liaison Officers (RLOs), who are responsible for their Program or Region’s records management 
programs; 

• Records contacts who work closely with their office staff and their Program or Region’s RLO; and 
• You – all EPA staff and, contractors and grantees with access to EPA systems, who are responsible for 

the creation, receipt, management and preservation of records in their day to day activities.  As the 
people closest to records, you are the most important part of the EPA’s compliance with the agency’s 
records management responsibilities.  

Who is Responsible for Records Management? All EPA Staff and Contractors 
Every person who works for the Agency is responsible for: 

• Creating and managing the records necessary to document the Agency's official activities and actions, 
including those EPA records generated by EPA contractors and grantees with access to EPA systems, in 
accordance with EPA recordkeeping requirements;   

• Destroying records only in accordance with approved records schedule and that have been cleared from 
all other preservation requirements, and never removing records from EPA without authorization; 

• Filing records for safe storage and efficient retrieval, should they be subject to an information request; 
• Maintaining personal papers and non-record materials separately from official EPA records; 
• Filing all electronic records, including: email records, social media posting records and other e-records in 

an approved EPA records management system; and 
• Transferring all paper and electronic records to management or designee prior to separation from EPA 

and not removing extra copies of records or other work material without prior approval.   

Records are documents that you create or receive which demonstrate your activities or decisions on behalf of 
the EPA.  They are government property and belong to EPA.  EPA employees and contractors do not maintain 
any personal ownership over the records they create or receive on behalf of the EPA and are merely custodians 
of the records on behalf of the Federal government.   

Remember, there may be criminal penalties for unauthorized removal or destruction of records. 
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Who is Responsible for Records Management? Question 1 
All EPA employees, contractors and grantees with access to EPA systems are responsible for: 

a. Transferring records to management or designee upon separation from the agency  
b. Filing records for safe storage and efficient retrieval 
c. Creating records documenting their activities and decisions; or 
d. All of the above 

The correct answer is d, all of the above. 

Who is Responsible for Records Management? Question 2 
As an EPA employee, contractor or grantee with access to EPA systems, I am responsible for maintaining which 
of the following as an EPA record: 

a. Correspondence with a state or federal employee about an EPA action 
b. Guidance I prepared and circulated to my coworkers for comment 
c. E-mail not related to my job at EPA; or 
d. Both A and B 

The correct answer is d, both A and B. 

What are the records lifecycle, records schedules and file plans?  

The Records Lifecycle 
The Records Lifecycle begins with the knowledge that you must document an activity or decision.  You must 
capture records that you create or receive into a recordkeeping system.  At this point, the record is needed to 
conduct current agency business and is called an “active record.”  

Recordkeeping systems are constantly evolving.  Please visit the National Records Management Program’s 
Intranet site at http://intranet.epa.gov/records for the latest information, including updated training and 
guidance. 

All records reach a point when they are no longer needed for current business.  At this stage the record is 
considered “inactive” and is “closed,” which means no more information will be added to it and you may have 
the option of retiring it to off-site storage, such as a Federal Records Center. 

At the end of its lifecycle, the record reaches its final disposition, which means it is either destroyed or 
transferred, according to the records schedule.  A temporary record is destroyed.  A permanent record is 
transferred to the National Archives and Records Administration (NARA). 
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Records Schedules and File Plans 
A record is either “permanent”, and eventually transferred to the National Archives, or “disposable” (also called 
“temporary”) and eventually destroyed or deleted at the end of its lifecycle.   

A records schedule provides mandatory instructions on how long to keep different types of records and what to 
do with them after they are no longer needed for current EPA business. 

A records schedule also provides additional information, including:  

• The unique assigned number of the schedule, and the disposition authority number issued by NARA; 
• Which program and location can use the records schedule; 
• A description of the records that are covered by the records schedule;  
• Guidance on how to apply the schedule; and 
• Disposition instructions which provide information on how long to keep records and what to do when 

the approved retention period is over. 

A well-planned and well-documented file plan should be a complete listing of all information created, received 
and/or maintained by staff and contractors, with the appropriate records schedules and disposition items 
identified. It describes all records and non-records, and provides instructions for determining when they are 
closed and how long to keep them afterward.  File plans are a handy reference for staff and should also include 
the locations and custodians of all of your office’s records. 

If you have any questions regarding your specific records, please consult with your RLO or 
visit: http://intranet.epa.gov/records/about.htm. 

What are the records lifecycle, records schedules and file plans? Question 1 
A records schedule: 

a. Shows if and when a record should be destroyed 
b. Is an inventory of all records of the same category 
c. Describes a group of records and tells how long they must be kept; or 
d. Both A and C 

The correct answer is d, both A and C. 

What are the records lifecycle, records schedules and file plans? Question 2 
“Permanent” records are eventually transferred to the National Archives and Records Administration. 

a. True; or 
b. False 

The correct answer is a, True. 

Where can additional information on records management be found? 
Additional information about managing EPA records is available online at http://intranet.epa.gov/records.  As 
records technologies evolve, please visit the website for the latest information, including updated training and 
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guidance. The website also includes links to Records Liaison Officers’ contact information and to all EPA’s 
records schedules. 

For immediate assistance with records management questions, please contact the NRMP Help Desk 
at records@epa.gov or 202-566-1494.  Alternatively, please contact your Records Liaison Officer. 

Additional Training Forthcoming 
For information on how to properly capture a record from any format, please contact your RLO, call or email the 
NRMP helpdesk, or visit http://intranet.epa.gov/ecms.  

Comprehensive training on capturing records in multiple formats is planned for FY2014 and will be announced 
when available. 

Later this year, we will provide information and training on EPA’s EZ Email Records tool for Outlook email and 
our EZ Email Records tool for your old Lotus Notes email records.  Both will allow employees to save email 
records into EPA’s official recordkeeping system directly from Outlook or from Lotus Notes. 

Conclusion 
That concludes this training on records management.  The training answered the following questions: 

1. Why is records management important?  
2. What is a record? 
3. Who is responsible for records management? 
4. What are the records lifecycle, records schedules and file plans? 
5. Where can additional information on records management be found? 
 

We hope you enjoyed learning about records management! 
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Quick Reference Guide 

How to Save Text Messages 

EPA discourages the use of text messages for transmitting substantive (or non-transitory) 
federal records. (Wait, what is a “non-transitory” or “substantive” record?) If a substantive (or 
non-transitory) text message is sent or received on your mobile device, it must be saved into an 
approved records management system. In order to comply with this requirement, you can 
forward the text message into the EPA email system, so that you may then save it as a record 
using EZ Email Records, or another approved recordkeeping system.  When forwarding the text 
message from the mobile device to the EPA email system, you must include contextual 
information such as the time, date, subject, and sender/recipient of the message. Please follow 
the instructions below to manage text messages that are substantive (or non-transitory) 
records. 

How to Forward Text Messages to Email from an iPhone 

1. Tap the Messages icon  on the device. 
2. Find the text message conversation that you need to save as a record. 
3. Tap and hold one of the text messages in the conversation. 
4. Tap the “More” option that appears above the text message. 
5. Put a check mark in the circle beside any or all of the text messages that you want to 

save as records.  
6. Tap the blue arrow icon in the lower right corner of the screen. 
7. Type your EPA email address in the “To” field. 
8. After the text message, enter contextual information about the message including: to, 

from, date, time, and a relevant subject, then tap “Send.”  For example, add “(To: Susan 
Employee, From John Worker, Date: 01.01.15, Time: 6:35 PM, Subject: Project Y).” 

9. After receiving the email containing the text message, follow the EZ Email Records 
process in Outlook to save the email as a record. After following these instructions, you 
may also notice that a copy of the message containing the contextual information 
created in step 8, appears in your list of messages in the Messages app on your phone. 
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How to Forward Text Messages to Email from a Windows Phone 

1. On Start , tap “Messaging” , then tap the thread that contains the text message 
you want to save as a record. 

2. Open the text message, press and hold the message to be forwarded, then click 
“Forward”.  

3. Type your EPA email address in the “To” field. 
4. After the text message, enter contextual information about the message including: to, 

from, date, time, and a relevant subject, then tap “Send” . For example, add “(To: 
Susan Employee, From John Worker, Date: 01.01.15, Time: 6:35 PM, Subject: Project 
Y).” 

5. After receiving the email containing the text message, follow the EZ Email Records 
process in Outlook to save the email as a record.  

Note: This approach for saving text messages on a Windows phone can only be used for 
forwarding individual text messages. If multiple messages need to be stored as records, 
forward each message and the related contextual information to EPA’s email system 
individually.  

Technical Assistance 

If you have questions about managing records on your mobile or portable devices, contact 
the Records Help Desk, and refer to the Frequent Questions about Mobile and Portable 
Devices, and Records for more information. 
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It is the responsibility of the employee to preserve any records from their device that needs to be 
saved as EPA records. This is in accordance with established EPA Policies regarding retention of 
EPA records. Since there isn’t an automated way to save text messages as records either through 
the carrier or ActiveSync, employees will have to perform the following instructions when saving 
text messages as records on their device: 
 
 
iPhone 
 

1. Tap the Messages icon on your device. 
2. Find the text message conversation that you wish to save as a record. 
3. Tap and hold on one of the text messages in the conversation. 
4. Tap the More option that appears above the text message. 
5. Put a check mark in the circle beside any of the text messages or all of the text messages 

you wish to save records. 
6. Tap the blue right arrow icon in the lower right corner of the screen. 
7. Type in your EPA email address in the To: field 
8. After you have received the email with the texts, you can then follow the process to use 

EZ Records in Outlook to preserve these records in accordance with EPA Records 
Retention policies. 

 

Windows Phone  

1. On Start , tap Messaging , then tap the Thread that has the message or 

messages you want to forward. 

2. Do one or more of the following: 

o To forward a single message, tap and hold the message you want to forward, then tap 

Forward. 

o To forward multiple messages at one time, tap More > Select messages, select 

the messages you want to forward, then tap New . (Note that you need to have 

Windows Phone 8.1 Update installed to forward multiple messages. Which version do 

I have? ) 

3. Enter a phone number or contact (your EPA email address) on the To line, then tap Send 

. 

https://remoteworkplacedr.epa.gov/en-ie/how-to/wp8/basics/,DanaInfo=.awxyC0ntkw520t11tPt65+which-version-of-windows-phone-do-i-have
https://remoteworkplacedr.epa.gov/en-ie/how-to/wp8/basics/,DanaInfo=.awxyC0ntkw520t11tPt65+which-version-of-windows-phone-do-i-have
https://remoteworkplacedr.epa.gov/epahome/,DanaInfo=.awxyCiugGox5+exitepa.htm
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4. Tap the “More” option that appears above the text message. 
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8. After the text message, enter contextual information about the message including: to, 

from, date, time, and a relevant subject, then tap “Send.”  For example, add “(To: Susan 
Employee, From John Worker, Date: 01.01.15, Time: 6:35 PM, Subject: Project Y).” 
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may also notice that a copy of the message containing the contextual information 
created in step 8, appears in your list of messages in the Messages app on your phone. 
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How to Forward Text Messages to Email from a Windows Phone 

1. On Start , tap “Messaging” , then tap the thread that contains the text message 
you want to save as a record. 

2. Open the text message, press and hold the message to be forwarded, then click 
“Forward”.  

3. Type your EPA email address in the “To” field. 
4. After the text message, enter contextual information about the message including: to, 

from, date, time, and a relevant subject, then tap “Send” . For example, add “(To: 
Susan Employee, From John Worker, Date: 01.01.15, Time: 6:35 PM, Subject: Project 
Y).” 

5. After receiving the email containing the text message, follow the EZ Email Records 
process in Outlook to save the email as a record.  

Note: This approach for saving text messages on a Windows phone can only be used for 
forwarding individual text messages. If multiple messages need to be stored as records, 
forward each message and the related contextual information to EPA’s email system 
individually.  

Technical Assistance 

If you have questions about managing records on your mobile or portable devices, contact 
the Records Help Desk, and refer to the Frequent Questions about Mobile and Portable 
Devices, and Records for more information. 
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Frequent Questions about Personal Digital Assistants (PDAs) and Official 
Records 
 
What kind of records might I have on my PDA? 
 
Common Agency records maintained on PDAs include e-mail, calendars, and other information 
related to your EPA work.  
 
What should I do with Agency records created on my PDA? 
 
You should capture records from your PDA into your organization’s recordkeeping system on a 
regular basis.  A recordkeeping system may be either electronic or hard-copy, as long as records 
are organized and accessible. 
 
After I have captured Agency records, do I need to delete them from my PDA? 
 
No, you may maintain convenience or reference copies on your PDA.  Both official records and 
convenience copies should be disposed of in accordance with applicable Agency record 
schedules. 
 
Do I need to set up any special security on the PDA? 
 
Information stored on your PDA requires the same degree of protection as similar EPA 
information stored elsewhere, whether on a LAN, PC, removable electronic media, or paper.  
Consult your organization’s policy on handheld computing to see if there are special security 
requirements.  Also, it is a good idea to enable the password lock feature when the device is not 
being used, to provide an initial form of protection against unauthorized users. 
 
Is the information on my PDA subject to FOIA, subpoena, and discovery? 
 
Yes, information on your PDA may be requested under FOIA or in response to litigation.  The 
same exemptions apply to the release of PDA information that apply to other EPA records. 
 
My PDA was not provided by the Agency.  Do these rules still apply to me? 
 
Yes, if you have Agency records on a personally-owned handheld device, they still need to be 
captured in an approved recordkeeping system. 
 
Do these guidelines apply to EPA contractors? 
 
Yes, these guidelines apply to EPA contractors and other agents.  Contract terms should ensure 
that contractor systems satisfy legal requirements for creating and maintaining adequate and 
complete records of EPA transactions. 
 
How can I get additional guidance? 
 
If you have policy questions about your PDAs, contact the Records Help Desk.  You can find 
additional guidance in the following publications: 
 

• Personal Papers FAQ 
• Calendars FAQ 
• Email FAQ 
• Working Papers FAQ 
• Documenting Your Public Service (NARA) 
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Records Management

About NRMP
 The National Records Management Program
 (NRMP) provides leadership and direction in
 managing the records that support EPA's mission.

 The Agency Records Officer leads NRMP in
 accordance with EPA's policy and guidance and
 federal statutes and regulations. The NRMP is part
 of the Office of Environmental Information.

 

Responsibilities
 NRMP is responsible for providing leadership and
 direction for the Agency's records management
 program. This includes developing an overall
 records management strategy; producing and
 updating EPA records management policies,
 procedures, standards and guidance; cooperating
 with other organizations in developing policies
 and guidance on the application of technology to
 records management; developing records
 schedules authorizing disposal of temporary
 records and transfer of permanent records to the
 National Archives; conducting specialized
 briefings on records management; coordinating
 the program within the Agency and with outside
 parties such as the National Archives and Records
 Administration (NARA); representing the Agency
 in intra-agency records management groups; and
 assisting records programs across the Agency with
 advice and technical expertise.

Services
 NRMP provides a wide range of services to EPA
 records managers and staff, such as developing
 guidance and training materials to meet the needs
 of the Agency's records management staff,

Quick Links

Features

NRMP Alert: Update on Status of
 Consolidated Records Schedules
 April 14, 2015

NRMP Alert: Essential (Vital)
 Records Procedure Updated April
 13, 2015

NRMP Alert: Records Schedule
 Changes - March 2015 April 10,
 2015

NRMP Alert: Process for
 Disposition of Records Related to
 Lifting the Tobacco Industry
 Litigation (TIL) Freeze March 31,
 2015

NRMP Alert: Release of the Final
 Position Classification Flysheet
 for the Records and Information
 Management Series, 0308 March
 25, 2015

NRMP Alert: Updated Records
 Management Briefing for Senior
 Officials and Political Appointees
 March 13, 2015

NRMP Alert: Update on Status of
 Consolidated Records Schedules
 March 11, 2015

Presidential Memorandum
Managing Government Records, November 28, 2011: Read the memo.
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 responding to requests for technical assistance on
 all aspects of records management, coordinating
 communications and networking among records
 managers Agency-wide, promoting improved
 communications among records managers
 through meetings, site visits, and conferences, and
 distributing agency best practices and
 publications such as Alerts.

NRMP Alert: New Records
 Management Policy, Updated
 FAQ about Mobile and Portable
 Devices and Records and a Quick
 Reference Guide, How to Save
 Text Messages, are Now
 Available February 20, 2015

NRMP Alert: Mandatory -
 Preservation of Separating,
 Transferring or Separated
 Personnel's Records in
 Accordance with the Federal
 Records Act January 28, 2015

2014 Senior Agency Official (SAO)
 Annual Report to the Chief
 Records Officer for the U.S.
 Government, December 17, 2014
 (PDF, 7 pp., 856 kb)

NRMP Alert: NARA Memo and
 Bulletin on Guidance for
 Managing Email Available,
 September 17, 2014

NRMP Alert: OPM Releases Draft
 Records Management
 Professional Flysheet, January 09,
 2014

Presidential Memorandum:
 Managing Government Records,
 November 28, 2011

EPA's Response to the
 Presidential Memo

NARA Directive in response to the
 Presidential Memo

Accessibility EPA Locator EPA Home

One EPA Workplace OEI@Work OIC@Work

Contact Us
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Issued by the EPA Chief Information Officer, 
 Pursuant to Delegation 1-19, dated 07/07/2005 

Records Management Policy 

1. PURPOSE 
 

 To advance a focus on overall records management responsibilities under the Federal 
Records Act (FRA), as amended, and other applicable authorities. 

 
 To confirm and align principles, responsibilities and requirements for managing the 

Environmental Protection Agency’s (EPA’s) records to ensure that the Agency is in 
compliance with federal laws and regulations; EPA policies; and best practices for 
managing records. 

 
 To provide the framework for specific guidance and detailed operating procedures 

governing records management. 
 

2. SCOPE AND APPLICABILITY 
 
This policy addresses all records made or received by EPA employees under federal law or in 
connection with the transaction of public business, and preserved or appropriate for preservation 
as evidence of EPA functions, organization and activities or because of the value of the 
information they contain. This policy applies to all EPA headquarters, regional, laboratory and 
other organizations. 

 

3. AUDIENCE 
 
The audience for this policy includes all EPA organizations, officials, and employees; those who 
oversee contractors and grantees; and non-EPA employees who manage Agency records, as 
appropriate. 

 

4. BACKGROUND 
 
The FRA, as amended, requires all federal agencies to make and preserve records containing 
adequate and proper documentation of their organization, function, policies, decisions, 
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procedures and essential transactions. These records are public property and must be managed 
according to applicable laws and regulations. 
 
The FRA also requires agencies to establish a records management program, defined as a 
planned, coordinated set of policies, procedures, and activities needed to manage their recorded 
information. Major elements include periodically issuing up-to-date records management 
directives, properly training those responsible for implementation and carefully evaluating the 
results to ensure adequacy, effectiveness and efficiency. 
 
Records serve a number of purposes including: planning for administrative and program needs, 
providing evidence of EPA activities, protecting legal and financial rights, enabling oversight by 
Congress and other authorized agencies, documenting the Agency’s history, and continuing key 
functions and activities in the event of an emergency or disaster. Records capture the Agency’s 
institutional memory and preserve the historical record; they are of critical importance in 
ensuring that the organization continues to function effectively and efficiently. In conformance 
with the Presidential Memorandum, Managing Government Records, November 28, 2011, the 
Agency must “meet the executive branch-wide effort to reform records management policies and 
practices. [The results will improve] performance and promote openness and accountability by 
better documenting agency actions and decisions.” 

 

5. AUTHORITY 
a. 44 U.S.C. Chapter 31 – Records Management by Federal Agencies (Federal Records Act) 

[http://www.archives.gov/about/laws/fed-agencies.html] 
 

b. 44 U.S.C. Chapter 33 – Disposal of Records [http://www.archives.gov/about/laws/disposal-
of-records.html] 
 

c. 44 U.S.C. Chapter 35 – Coordination of Federal Information Policy (Paperwork Reduction 
Act of 1980, as amended, Paperwork Reduction Reauthorization Act of 1995, and 
Government Paperwork Elimination Act) [http://www.archives.gov/about/laws/fed-
information-policy.html] 
 

d. 36 CFR Chapter XII, Subchapter B – Records Management 
[http://www.archives.gov/about/regulations/regulations.html] 
 

e. OMB Circular A-123 – Management’s Responsibility for Internal Control 
[http://www.whitehouse.gov/omb/circulars/a123/a123_rev.html] 
 

f. OMB Circular A-130 – Management of Federal Information Resources 
[http://www.whitehouse.gov/omb/circulars/a130/a130trans4.html] 
 

g. U.S. EPA, National Security Emergency Preparedness Policy (Order 2040.1A1) 
[http://intranet.epa.gov/ohr/rmpolicy/ads/orders/2040-1a1.pdf] 
 

h. U.S. EPA, Uniform Continuity of Operations (COOP) Plan Policy (Order 2030.1a)  
[http://intranet.epa.gov/ohr/rmpolicy/ads/orders/2030-1a.pdf] 
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i. Federal Emergency Management Agency (FEMA) Federal Preparedness Circular 65 - 
Federal Executive Branch Continuity of Operations (COOP) 
[http://www.fema.gov/pdf/library/fpc65_0604.pdf] 
 

j. Presidential Memorandum, Managing Government Records, November 28, 2011 
[http://www.whitehouse.gov/the-press-office/2011/11/28/presidential-memorandum-
managing-government-records] 
 

k. U.S. Environmental Protection Agency, Report on Managing Government Records, March 
27, 2012. [http://intranet.epa.gov/records – click on “EPA’s Response to Presidential Memo” 
under “Features”] 
 

l. Memorandum for the Heads of Executive Departments and Agencies and Independent 
Agencies, from The Office of Management and Budget and the National Archives and 
Records Administration, Managing Government Records Directive, August 24, 2012 
[http://www.whitehouse.gov/sites/default/files/omb/memoranda/2012/m-12-18.pdf] 
 

m. The Presidential and Federal Records Act Amendments H.R. 1233, signed by President 
Obama, November 26, 2014. 

 

6. POLICY 
a. EPA’s Responsibility and Commitment 

 
As a regulatory agency charged with protecting human health and the environment, the EPA 
is committed to managing the Agency’s records properly to comply with legal requirements 
and to support the Agency’s mission. Records identification, management and access are 
essential in allowing the Agency to meet its mission. The accuracy and consistency of how 
records are identified, captured, stored and retrieved provide the cornerstone to the effective 
functioning and transparent operation of the Agency. EPA is required to preserve Agency 
records in accordance with applicable statutory and regulatory requirements and to facilitate 
access to information by EPA staff, partners, stakeholders and the public, as appropriate. 
 
The Records Management Policy establishes specific requirements to effectively and 
efficiently identify, manage, search, retrieve and provide access to records throughout their 
lifecycle. 
 

b. Creating and Receiving Records 
 
According to the FRA, every federal agency is required to “make and preserve records 
containing adequate and proper documentation of the organization, functions, policies, 
decisions, procedures, and essential transactions of the agency and designed to furnish the 
information necessary to protect the legal and financial rights of the Government and of 
persons directly affected by the agency’s activities.”  Records contain the information that 
documents how EPA carries out its mission. The Agency’s past and current work generates 
records. Records typically include information which is: 

 Created in the course of doing Agency business; 
 Received for action; 
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 Needed to document EPA activities and decisions; 
 Required to support EPA’s financial and other obligations and legal claims; or 
 Communicated to assert EPA requirements or guidance. 

 
All EPA staff generate and receive records and are legally required to maintain them. 
 
Records document the Agency’s business and can be found in all media such as paper, 
email, instant messaging (IM), text messages, telephone messages, voice mail messages, 
presentations, websites, social media (e.g., Facebook, Twitter, etc.), word processing 
documents, spreadsheets, and information systems. If electronic records are created using 
any of these media, they need to be transferred to an electronic records management 
system.  
 
Not all information created or received constitutes a record. Non-records include reference 
material, supplementary or convenience copies, a draft document or working paper with no 
substantive comments, and personal information which is unrelated to EPA business. 
 
Some records are transitory in nature, which means they are of short-term (180 days or 
less) interest, including in electronic form, and have minimal or no documentary or evidential 
value.  
 
Official Agency business should first and foremost be done on official EPA information 
systems. The FRA now prohibits the creation or sending of a federal record using a non-
EPA electronic messaging account unless the individual creating or sending the record 
either:  (1) copies their EPA email account at the time of initial creation or transmission of 
the record, or (2) forwards a complete copy of the record to their EPA email account within 
20 days of the original creation or transmission of the record.  These FRA requirements are 
designed to ensure that any use of a non-EPA information system does not affect the 
preservation of federal records for FRA purposes, or the ability to identify and process those 
records if requested under the Freedom of Information Act (FOIA), Privacy Act or for other 
official business (e.g., litigation, congressional oversight requests, etc.). EPA strongly 
discourages the use of personal email or other personal electronic messaging systems, 
including text messaging on a personal mobile device, for sending or receiving Agency 
records, but to the extent such use occurs, the individual creating or sending the record from 
a non-EPA electronic messaging system must copy their EPA email account at the time of 
transmission or forward that record to their EPA email account within 20 days of creation or 
sending.   
 
Additionally, EPA discourages the use of text messaging on a mobile device for sending or 
receiving substantive (or non-transitory) Agency records. However, EPA recognizes that 
some Agency staff perform time-sensitive work that may, at times, require the creation of 
substantive (or non-transitory) records in the form of text messages for emergency or 
environmental notification purposes. In those limited instances, staff must continue to save 
and manage any text message records related to their work, as discussed below.  
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c. Managing Records 
 
Records are managed for the benefit of EPA and its staff, partners, stakeholders and the 
public. EPA is committed to maintaining and converting its records to electronic formats, 
where practical, to facilitate moving away from paper toward more effective and efficient 
electronic solutions. Non-transitory records should be stored in approved records 
management systems with records management capabilities or registered information 
management systems associated with an approved records schedule. 
 
It is important not to use non-EPA systems to conduct Agency business, since such use 
could potentially lead to the mismanagement of Agency records and/or the unauthorized 
disclosure of Agency information. In the rare situation when a non-EPA messaging system 
must be used and a federal record is created or received on a non-EPA messaging system 
(such as a personal email account or personal mobile device), pursuant to the FRA, staff 
must either: (1) copy their EPA email account at the time of initial creation or transmission of 
the record, or (2) forward a complete copy of the record to their EPA email account within 20 
days of the original creation or transmission of the record. Once the message is sent or 
forwarded to the EPA messaging system, you must save the record in an approved EPA 
electronic records management system. Once the electronic files have been captured in an 
approved EPA records management system, they should be removed from non-EPA 
messaging systems, unless there is a specific obligation (such as a litigation hold) to 
maintain the files on all systems on which they appear. 
 
Additionally, emails forwarding a news article or Web links from a personal email account to 
EPA’s system and emails from EPA forwarding a document to a personal email account 
both create a copy of the email in EPA’s email system. Users can then properly preserve 
the copy of the email record in a recordkeeping system to meet their preservation 
requirements, if needed. 
 
Similarly, users of text messaging, instant messaging or other transient messaging 
technologies on EPA information systems are responsible for ensuring that messages that 
result in the creation of a substantive (or non-transitory) federal records are saved for FRA 
purposes and placed in a recordkeeping system. For example, if a text message on an EPA 
mobile device is received or sent that qualifies as a substantive (or non-transitory) federal 
record, it must be saved into an approved recordkeeping system. In order to comply with 
this requirement, you can forward the text message into the EPA system, so that you may 
then save it in an approved recordkeeping system such as EZ Email Records. When 
forwarding the text message from the mobile device to the EPA email system, be sure to 
include the time, date, subject, and sender/recipient of the message whenever possible. 
Guidance on how to email a text message from a mobile device to yourself is available at 
http://intranet.epa.gov/mobiledevices/pdf/Instructions-Saving-Text-Messages.pdf.   
 
Instant messages (such as Lync chats) that constitute substantive (or non-transitory) 
records should also be saved into an approved Agency recordkeeping system. Guidance on 
how to save instant messages (Lync chats) is available at 
http://intranet.epa.gov/ecms/guides/im.htm. 
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d. Access 

EPA records must be maintained in an appropriate manner, captured and organized to 
ensure timely search and retrieval for internal Agency use as well as for responses to 
outside inquiries. Sensitive records (e.g., sensitive personally identifiable information (SPII), 
and other Controlled Unclassified Information (CUI)) must be maintained with restricted 
access in accordance with statutory and regulatory requirements. 

 
e. Implementation 

 
Each office within EPA must establish and maintain a records management program with 
the following minimum requirements. 
 
1. Create, receive and maintain records providing adequate and proper documentation 

and evidence of EPA’s activities. 
 

2. Manage records in any format (e.g., paper, emails, IMs, text messages, electronic 
documents, spreadsheets, presentations, images, maps, videos, blogs and other social 
media tools that generate communications) in accordance with applicable statutes, 
regulations, and EPA policy and guidance, including records schedules. 
 

3. Maintain electronic records (e.g., emails, IMs, text messages, electronic documents, 
spreadsheets, presentations, images, maps, videos, blogs and other social media tools 
that generate communications) electronically in an approved electronic records system. 
Non-email electronic records, including electronic records that cannot be forwarded to 
and managed as an email record, should be saved in their native format in an organized 
way on an EPA network drive until an approved electronic records management system 
is available for desktop records. 
 

4. Transfer or migrate records in paper and legacy electronic systems to approved or 
registered information management systems which are associated with a records 
schedule for manual management of disposition where practicable and when available. 
The Registry of Environmental Applications and Databases (READ) often captures 
information on systems which have a records schedule and require manual disposition. 
 

5. Ensure that non-electronic records are managed appropriately in paper-based official 
recordkeeping systems which facilitate their preservation, retrieval, use and disposition, 
if they are not appropriate for scanning (or digitization). 
 

6. Maintain records so they can be accessed by staff with a need to know the information 
for appropriate business reasons and maintained for the required retention period. 
 

7. Secure records to protect the legal and financial rights of the government and persons 
affected by government activities. 
 

8. Implement a plan to protect essential (vital) records and assess damage to and recover 
any records affected by an emergency or disaster (e.g., financial, legal and emergency 
operating records). 
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9. Ensure that instructions for the management and disposition of records as specified in 
the approved records schedules are followed. 

 

7. RELATED DOCUMENTS 
 
a. EPA Records Management Manual  [http://www.epa.gov/records/policy/manual/index.htm] 

 
b. Additional documents, including forms, guidance and other relevant information are 

maintained on EPA’s records management website. [http://www.epa.gov/records/] 
 

c. International Standard ISO 15489-1:2001 – Information and documentation – Records 
management – Part 1: General.  [http://www.iso.org/iso/catalogue_detail?csnumber=31908] 

 
d. International Standard ISO/TR 15489-2:2001 – Information and documentation – Records 

management – Part 2: Guidelines. 
[http://www.iso.org/iso/catalogue_detail.htm?csnumber=35845] 

 
e. NARA Bulletin 2013-03: Guidance for agency employees on the management of federal 

records, including email accounts, and the protection of federal records from unauthorized 
removal. [http://www.archives.gov/records-mgmt/bulletins/2013/2013-03.html] 

 
f. NARA Bulletin 2013-02: Guidance on a new approach to managing email records. 

[http://www.archives.gov/records-mgmt/bulletins/2013/2013-02.html] 
 

g. NARA Bulletin 2012-02: Guidance on managing content on shared drives, December 6, 
2011. [http://www.archives.gov/records-mgmt/bulletins/2012/2012-02.html] 

 
h. EPA Privacy Policy, CIO 2151.0 [http://www.epa.gov/privacy1/policy/2151/index.htm] 
 
i. EPA Guidance, Frequent Questions about E-Mail and Records 

[http://www.epa.gov/records/faqs/email.htm] 
 

j. EPA Guidance, Managing Social Media Records - DRAFT - 12/05/12 
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8. ROLES AND RESPONSIBILITIES 
 

a. The EPA’s Administrator is responsible for creating and preserving records that adequately 
and properly document the organization, functions, policies, decisions, procedures and 
essential transactions of EPA. This responsibility is delegated to the Assistant Administrator 
(AA) for the Office of Environmental Information (OEI) and Chief Information Officer (CIO).  
As mandated by the Presidential Memorandum of November 28, 2011, the Administrator is 
also responsible for designating a Senior Agency Official (SAO) at the Assistant Secretary 
level or its equivalent who has direct responsibility for ensuring that the Agency efficiently 
and appropriately complies with all applicable records management statutes, regulations, 
and NARA policy, and requirements of the OMB/NARA Directive of August 24, 2012 – 
Managing Government Records. The Administrator has designated the OEI AA/CIO as this 
SAO for records management. 

b. OEI is responsible for leadership, planning, overall policy, guidance and general oversight of 
records management in the Agency, and its incorporation into the broader information 
resources management framework. OEI is responsible for the following: 

 
1. Incorporating records management requirements and policies into the Agency’s overall 

information resources management (IRM) policy and planning. 
 

2. Designating an Agency Records Officer responsible for: 
 
 Leading and managing the Agency-wide national records management program. 

 
 Ensuring Agency senior officials are aware of their programmatic and individual 

records management responsibilities and requirements. 
 

 Advising EPA on records management issues and developing Agency-wide records 
management policies, procedures, guidance, and training materials. 

 
 Coordinating the approval of the Agency’s records schedules and the transfer of 

records to NARA. 
 

 Coordinating records management issues with other federal agencies, including 
federal oversight agencies such as the Office of Management and Budget (OMB), 
NARA, and the General Services Administration (GSA). 

 
 Providing technical advice and training to all Agency organizations on establishing 

and maintaining effective records management programs. 
 

 Evaluating recordkeeping practices to determine the effectiveness of the program. 
 

 Obtaining NARA’s Certificate in Federal Records Management. 
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3. Promulgating and communicating Agency-wide policies and guidance that reflect 
records management missions and goals and incorporate federal requirements. 
 

4. Designating other records management staff as required by regulations or as deemed 
necessary. 
 

5. Assigning overall responsibility for the records management aspects of centrally 
provided information technology infrastructure, including local area network 
applications. 

 
6. Ensuring senior Agency officials are aware of their records management 

responsibilities. 
 

7. Conducting periodic evaluations of records management programs within the Agency 
as part of the Agency’s IRM review and oversight program.  
 

c. Assistant Administrators, Chief Financial Officer, General Counsel and Regional Counsel, 
Inspector General, Regional Administrators and Laboratory/Center/Office Directors are 
responsible for the following:  
 
1. Being an advocate for records management in their organization. 
 
2. Personally demonstrating the importance of records management and ensuring their 

organization is aware of the importance of and processes for managing records. 
 
3. Demonstrating their commitment to the proper management of records in their 

organization through appropriate means (e.g., sending out messages, being present 
during days devoted to records management, encouraging managers and staff to take 
records training). 

 
4. Designating a Records Liaison Officer (RLO) accountable to the Information  

Management Official (IMO) or other official designated to oversee the program. The 
IMO or other official designated to oversee the program reports to the Assistant 
Administrators, Chief Financial Officer, General Counsel, Inspector General, Regional 
Administrators and Laboratory/Center/Office Directors on a quarterly basis. 

 
5. Ensuring the RLO has adequate skills, resources, time and appropriate authority to 

perform the job. 
 
6. Overseeing the implementation of a records management program within their area of 

responsibility to accomplish the objectives identified in federal regulations and EPA 
policies and procedures.  Minimum program components include responsibilities for: 

 
 Identifying recordkeeping requirements for major programmatic and administrative 

records. 
 

 Ensuring that records are identified, proper records schedules are assigned, and 
the records are properly stored. 
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 Developing file plans and indexing approaches where appropriate to simplify the 
use of, access to, and integration of information within the organization. 

 
 Drafting and updating records schedules for records created and maintained by the 

organization. 
 

 Implementing approved records schedules to ensure records are not destroyed 
without proper authorization. 

 
 Reviewing file plans and procedures at least every three years to ensure they are 

current and updating them as necessary. 
 
 Assisting in planning and implementing information management technology and 

reviewing the purchase of records management equipment and services to ensure 
they conform to federal statutory and regulatory requirements. 

 
 Implementing an essential (vital) records plan to ensure the continuation of key 

functions and activities in the event of an emergency or disaster. 
 

 Providing records management briefings for all managers and training to staff 
within their organizations, as needed. 

 
 Actively supporting managers, RLOs, staff and others in carrying out their records 

management responsibilities. 
 

7. Developing records management oversight roles and communication networks with all 
program units including field offices and other facilities, as appropriate, to ensure that 
the records management program is implemented at all sites under their jurisdiction. 
 

8. Developing and disseminating directives and operating procedures, as needed, to 
supplement Agency-wide policy to meet the unique records management needs of their 
organizations and to support a records management program within the organization. 

 
9. Ensuring records and other types of required documentary materials are not unlawfully 

removed from EPA by current or departing officials, employees, or agents.  
 

d. The General Counsel and Regional Counsel provide legal advice and counseling on records 
management issues as well as assist in determining the retention of Agency records that 
may be needed for legal purposes. 

 
e. The Inspector General assists in determining the retention of Agency records that may be 

needed for internal investigation and audit purposes.  
 

f. Managers and supervisors (Office Directors, Division Directors, Branch Chiefs, etc.) are 
responsible for: 

 
1. Ensuring that a records management program is implemented within their organization. 
 
2. Understanding and emphasizing the importance of records management to staff. 
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3. Designating selected staff as records contacts in order to meet recordkeeping 

requirements and responsibilities as described in this document. 

4. Providing support, time, and resources for records contacts to successfully carry out 
their recordkeeping responsibilities. 

 
5. Ensuring that the organization’s file plans are current. 
 
6. Obtaining training so that they and their staff can carry out their recordkeeping 

responsibilities. 
 
7. Implementing an essential (vital) records program within the organization. 
 
8. Participating in records program reviews and assessments and developing and 

implementing corrective action plans to address gaps. 
 
9. Supporting initiatives to move from paper to electronic recordkeeping. 
 
10. Ensuring that all records of separating employees have been identified, that temporary 

records that have met their retention are properly disposed of according to applicable 
records schedules, and that records that must be preserved have been assigned to 
other employees. 

 
g. Headquarters, Regional, Laboratory/Center/Office RLOs are responsible for: 

 
1. Creating and updating procedures for their offices in accordance with established EPA 

and program policies. 
 
2. Performing evaluations of their records management and essential records program. 
 
3. Developing file plans and procedures so records are organized and can be found when 

needed. 
 

4. Assisting with disposition activities, including retirement of inactive records, transfer of 
permanent records to NARA, and destruction in accordance with approved records 
schedules. 
 

5. Reviewing office-specific records schedules annually to ensure they are current, and 
initiating changes if not. 
 

6. Ensuring sensitive records are protected in accordance with federal and EPA 
requirements, and making sure designated individuals maintain access lists to ensure 
such information is released only to authorized individuals. 
 

7. Coordinating the identification and maintenance of essential (vital) records and 
submitting an annual inventory and certification of essential (vital) records through 
senior management to the Agency Records Officer. 
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8. Reviewing and verifying their organizations’ section of the Federal Records Centers 
invoices on a monthly basis verifying the status of their off-site records and costs. 
 

9. Conducting briefings and training sessions on the records management program. 
 

10. Reviewing and recommending requests for records management equipment, services 
and supplies. 
 

11. Obtaining NARA’s Certificate in Federal Records Management. 
 

12. Completing Records Management Training for RLOs and Records Contacts 
[http://intranet.epa.gov/records/training/rlo/index.html]. 
 

13. Organizing, maintaining and training a network of records contacts within the 
organization. 

 
h. Records contacts are responsible for: 

 
1. Working within their organization as a liaison between the RLO and staff to provide 

records management training, guidance and support. 
 
2. Being qualified and active in records management issues and participating in records 

management training when resources are available. 
 
3. Creating file plans specific to their organization. 
 

i. Completing Records Management Training for RLOs and Records Contacts 
[http://intranet.epa.gov/records/training/rlo/index.html].Information resources and system 
managers are responsible for: 

 
1. Working with the local RLO, the Agency Records Officer and NARA to establish and 

update records schedules for electronic systems. 
 
2. Implementing proper recordkeeping procedures for existing information systems and 

ensuring recordkeeping requirements are included in proposed systems. 
 

3. Ensuring that information systems intended to carry out electronic records management 
comply with NARA’s and EPA’s requirements for electronic recordkeeping systems 
(these requirements available on the NRMP Intranet site 
[http://intranet.epa.gov/records/] 

 
4. Maintaining electronic information systems in accordance with approved records 

schedules and NARA requirements. 
 

5. Working with their RLO to transfer permanent systems to the National Archives in 
accordance with approved records schedules and NARA requirements. 
 

6. Ensuring that EPA Internet and Intranet postings containing records are maintained in 
accordance with Agency recordkeeping requirements. 
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7. Ensuring that prior approval is obtained before the removal of SPII from the Agency 

network or facility. 
 

8. Coordinating the handling of electronic records and information with the local 
RLO/records management program and legal office when appropriate. 

 
 

j. Project Officers (PO)/ Contracting Officer Representatives (CORs) and Senior Employee 
Employment (SEE) program coordinators/monitors are responsible for: 

 
1. Creating and maintaining appropriate records of the management and oversight of their 

related projects, contracts, staff and SEE employees. 
 

k. Continuity of Operations Program (COOP) planners are responsible for:  
 

1. Working with records management staff to implement the essential (vital) records plan 
to ensure the continuation of designated COOP essential functions. 
 

2. Ensuring that essential (vital) records are accessible from designated COOP locations. 
 

l. All EPA employees are responsible for:  
 

1. Creating and managing the records necessary to document the Agency’s official 
activities and actions, including those records generated by EPA contractors and 
grantees, in accordance with EPA recordkeeping requirements. 
 

2. Destroying records only in accordance with approved records schedules and never 
removing records from EPA without authorization. 
 

3. Filing records for safe storage and efficient retrieval and maintaining and disposing of 
personal papers and non-record materials separately from records. 
 

4. Ensuring that when secondary email accounts for individuals, groups or systems are 
created for business reasons, the records thus created are appropriately managed. 
 

5. Identifying all records, in any format, in the employee’s possession, and transferring 
them to another EPA custodian before separating or transferring to another 
organization. Note: Non-records and records which have met their disposition per 
appropriate records schedule should be destroyed unless subject to FOIA, litigation or 
audit. Records containing SPII must be shredded. 
 

6. Taking annual records management training and any other related training and 
participating in records management activities such as records management days, 
records clean-up days, etc. 
 

7. Contractors, grantees and others doing work on behalf of EPA are required to take 
annual records management training, as appropriate. 
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9. DEFINITIONS 

 
Definitions can also be found on EPA’s National Records Management Program Website 
athttp://intranet.epa.gov/records/.  
 
Approved Records Management System: An agency records management application 
approved for storing electronic federal records, including applications certified as compliant with 
the DOD 5015.2-STD standard or meeting the NARA standards for a records management 
application. Examples include EPA’s Correspondence Management System and People Plus. 
[Need better example]. 
 
Authorized Federal Information Management System: A major information system managed 
by a federal agency which is used by other federal agencies. Records in these systems are 
managed by the agency owning the system. Examples include Concur, Employee Express and 
eOPF. 
 
Destruction: In records management, the major type of disposal action. Non-records and 
records which have reached the end of their retention period per the appropriate record 
schedule can be legally destroyed. Records containing SPII must be shredded, pulped or 
burned, and never simply placed in the trash. 
 
Disposition: The actions taken regarding records no longer needed for current government 
business. These actions include transfer to agency storage facilities or federal records centers, 
transfer from one Federal agency to another, transfer of permanent records to the National 
Archives, and disposal of temporary records. Disposition is the third stage of the records life 
cycle, and the actions taken regarding non-record materials when no longer needed, including 
screening and destruction.  
 
Electronic messaging account: The term “electronic messaging account” means any account 
that sends electronic messages for purposes of communicating between individuals. 
 
Official EPA Information System: Any information system that EPA employees are permitted 
to access, create, share, store or transmit information on for official government business.  
 
Official Recordkeeping System: An “information management system which captures, 
manages and provides access to records through time” and can be electronic or paper-based, 
until an appropriate electronic recordkeeping system becomes available. 
 
Federal Records: Records include all recorded information, regardless of physical form or 
characteristics, made or received by an agency of the United States Government under federal 
law or in connection with the transaction of public business and preserved or appropriate for 
preservation by that agency or its legitimate successor as evidence of the organization, 
functions, policies, decisions, procedures, operations, or other activities of the Government or 
because of the informational value of the data in them (44 U.S.C. 3301).  
 
Records Schedule: Also called records disposition schedule, records control schedule, 
records retention schedule, records retention and disposition schedule, or schedule. A 
document that describes agency records, establishes a period for their retention by the agency, 
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and provides mandatory instructions for what to do with them when they are no longer needed 
for current government business. The term refers to: (1) an SF 115, Request for Records 
Disposition Authority, that has been approved by NARA to authorize the disposition of federal 
records; (2) a General Records Schedule (GRS) issued by NARA; and (3) a printed agency 
manual or directive containing the records descriptions and disposition instructions approved 
by NARA on one or more SF 115s or issued by NARA in the GRS. (Source: 36 CFR 1220.14) 
 
Registered Information Management System: An Agency electronic information system 
which has an associated records schedule or an information management system which holds 
records and is manually managed. Such EPA systems should be registered in the Agency’s 
Registry of EPA Applications and Databases (READ) so they can be identified for scheduling, 
and the retention periods tracked. Examples include the Toxics Release Inventory Processing 
System (TRIPS), Safe Drinking Water Information System  (SDWIS), and the Air Quality 
System (AQS). 
 
Transitory Record: Records of short-term (180 days or less) interest, including in electronic 
form (e.g., e-mail messages), which have minimal or no documentary or evidential value. An 
example of a transitory record is a record documenting routine activities containing no 
substantive information, such as routine notifications of meetings, scheduling of work-related 
trips and visits, and other scheduling related activities. See NARA GRS 23/ EPA 167.   

 
 

10. WAIVERS 
 

a.  Waiver Process. The Agency Records Officer may grant waivers to any provisions of this 
Policy for sufficient cause. 

 
b.  Applications. Applications for waivers to specific provisions should contain: (1) 

identification of the Policy provision; (2) a listing of reasons why the Policy cannot be applied 
or maintained; (3) an assessment of impacts resulting from non-compliance; and (4) the 
signature of the AA, RA or Laboratory/Center/Office Director, the Chief Financial Officer, the 
General Counsel, or the Inspector General responsible for the records management 
program in question. 

 
c.  Notification. The Agency Records Officer will notify the requesting office in writing of the 

decision on the waiver request within two weeks of receipt of the request. Circumstances 
will dictate whether the waiver may be renewed. 

 

11. RELATED PROCEDURES, STANDARDS AND GUIDANCE 
Required procedures and implementation guidelines for this Policy are found on the records 
management website [http://www.epa.gov/records/].  Supporting procedures to implement this 
Policy at the Program Office or other Administrative level must be approved by the Agency 
Records Officer in OEI. 
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12. MATERIAL SUPERSEDED 

 
CIO 2155.2: Interim Records Management Policy, Dated 06/28/13 
 
EPA IRM Policy Manual, Chapter 10, 1996 
 
Vital Records Order (Order 2160.1) 

 
 

13. ADDITIONAL INFORMATION 
 
For further information about this Policy, please contact the EPA Office of Environmental 
Information, Office of Information Collection. 
 

 

 

 

 

 

 

______________________________________ 
Renee P. Wynn 

Acting Assistant Administrator for Environmental Information  
and Chief Information Officer 

U.S. Environmental Protection Agency 
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Date Published: 11/06/2014

Title: Reminder: Today is Records Management Day!

Records Management Day Mass Mailer #2

DATE: November 6, 2014

SUBJECT: Reminder: Today is Records Management Day!

FROM: Renee P. Wynn, Acting Assistant Administrator, OEI and CIO

TO: All EPA Employees

Today is Records Management Day! I invite everyone to set aside one to two hours to focus on managing your

 email records here at EPA. As you read in the attached Mass Mailer from Acting Deputy Administrator Stan

 Meiburg, effective records management is a vital part of our ability to carry out EPA’s mission. Please take

 advantage of the resources provided below to learn more about how you can manage your email records.

Thank you for your attention to this important priority.

MEMORANDUM

DATE: October 30, 2014

FROM: Stan Meiburg, Acting Deputy Administrator
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TO: All EPA Employees

SUBJECT: The Next Records Management Day will be November 6, 2014!

One week from today, on Thursday, November 6, 2014, EPA will hold its next Records Management Day for

 2014. Records management is every EPA employee’s responsibility and all EPA email accounts are likely to

 contain federal records. So, please mark your calendars for Records Management Day and plan to set aside a

 few hours to manage your email records.

Failure to identify and manage email records can result in the loss of federal records. It is important that all

 employees familiarize themselves with EPA records management policies to ensure that emails identified as

 federal records are filed in agency recordkeeping systems.

Here are some resources that can help you better understand records management policies and tools:

· Records Management at EPA: What Staff Need to Know: http://go.usa.gov/7jxm

· What are email records: http://go.usa.gov/7jCV

· Training on the EZ Email Records tool, which can help you easily manage your email records from

 Microsoft Outlook and the Microsoft Outlook Web Application (OWA):

 https://epa.skillport.com/skillportfe/login.action.

· In addition, please read the Office of Management and Budget (OMB) and the National Archives

 Records Administration (NARA) Memorandum

 (http://www.whitehouse.gov/sites/default/files/omb/memoranda/2014/m-14-16.pdf) and NARA

 Bulletin 2014-06, Guidance for Managing Email (http://www.archives.gov/records-

mgmt/bulletins/2014/2014-06.html), which were issued on September 15, 2014.

If you have any questions about records, please contact your Records Liaison Officer (RLO). Your RLO

 coordinates with EPA’s National Records Management Program and is your first resource to assist you with

 records management activities. A list of RLOs is available at: http://go.usa.gov/7jYW.

Proper records management is a top agency priority and is a vital part of EPA’s commitment to transparency and

 openness. Thank you for taking the time to make sure that we effectively meet this commitment.
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Date Published: 01/07/2015

Title: Reminder: Today is Records Management Day!

SUBJECT: Reminder: Today is Records Management Day!

FROM: Renee P. Wynn, Acting Assistant Administrator and Chief Information Officer

Office of Environmental Information

TO: All EPA Employees

Today is Records Management Day! I invite everyone to set aside one to two hours to focus on managing your

 records here at EPA. As you read in the attached Mass Mailer from Acting Deputy Administrator Stan Meiburg,

 effective records management is a vital part of our ability to carry out EPA’s mission. Please take advantage of

 the resources provided below to learn more about how you can manage your communications technology

 records.

Thank you for your attention to this important priority.

FROM: A. Stan Meiberg, Acting Deputy Administrator

TO: All EPA Employees 

Records management is a vital part of the EPA’s commitment to transparency and is a responsibility we all

 share. During our first Quarterly Records Management day of 2015 on January 7th, I ask that you set aside one
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 to two hours to refresh your knowledge of your records responsibilities here at EPA and to manage your

 records.

January is historically a time when the agency sees an increase in employee retirements and separations. If you

 are among this group, please accept our congratulations, best wishes, and thanks for your service to EPA. Of

 course, separating staff must properly preserve their records, transfer their records to the appropriate person or

 persons in their program or regional offices, and properly dispose of their records according to the records

 schedules.

Whether leaving EPA or transferring to another office within the Agency, all personnel must complete two

 checklists, EPA Form 3110-49 EPA Records Management Checklist for Separating, Transferring and Separated
 Personnel (http://intranet.epa.gov/records/files/EPA-

RM_checklist_for_separating_personnel_draftUpdated.docx) and EPA Form 3110-1 Employee Separation
 Checklist (http://intranet.epa.gov/webforms/) before leaving or transferring. In addition to preserving records, if

 you are subject to Freedom of Information Act requests or litigation holds, you are not permitted to dispose of

 any non-record materials until the requests/holds are complete.

If you have a question about records or your responsibility in managing records, please contact your records

 liaison officer (RLO): http://intranet.epa.gov/records/contact_us.html. Your RLO coordinates with the National

 Records Management Program and is your first resource to assist you with records management policies and

 procedures.

For more information about the EPA’s National Records Management Program and upcoming records

 management activities, please visit http://intranet.epa.gov/records. You’ll find resources there like the “What is a

 Record” tool (http://www.epa.gov/records/whatis/index.htm), to help you decide whether a document is a record.

Thank you very much for your support of our efforts to properly manage EPA’s records. By doing so, you help us

 all support EPA’s transparency and integrity, and effectively carry out our mission to protect human health and

 the environment.
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Date Published: 12/31/2014

Title: Ring in the New Year with Records Management Day on January 7th

FROM: A. Stan Meiberg

Acting Deputy Administrator

TO: All EPA Employees 

Records management is a vital part of the EPA’s commitment to transparency and is a responsibility we all

 share. During our first Quarterly Records Management day of 2015 on January 7th, I ask that you set aside one

 to two hours to refresh your knowledge of your records responsibilities here at EPA and to manage your

 records.

January is historically a time when the agency sees an increase in employee retirements and separations. If you

 are among this group, please accept our congratulations, best wishes, and thanks for your service to EPA. Of

 course, separating staff must properly preserve their records, transfer their records to the appropriate person or

 persons in their program or regional offices, and properly dispose of their records according to the records

 schedules.

Whether leaving EPA or transferring to another office within the Agency, all personnel must complete two

 checklists, EPA Form 3110-49 EPA Records Management Checklist for Separating, Transferring and Separated
 Personnel (http://intranet.epa.gov/records/files/EPA-

RM_checklist_for_separating_personnel_draftUpdated.docx) and EPA Form 3110-1 Employee Separation
 Checklist (http://intranet.epa.gov/webforms/) before leaving or transferring. In addition to preserving records, if

 you are subject to Freedom of Information Act requests or litigation holds, you are not permitted to dispose of

 any non-record materials until the requests/holds are complete.

If you have a question about records or your responsibility in managing records, please contact your records

 liaison officer (RLO): http://intranet.epa.gov/records/contact_us.html. Your RLO coordinates with the National

 Records Management Program and is your first resource to assist you with records management policies and

 procedures.

For more information about the EPA’s National Records Management Program and upcoming records
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 management activities, please visit http://intranet.epa.gov/records. You’ll find resources there like the “What is a

 Record” tool (http://www.epa.gov/records/whatis/index.htm), to help you decide whether a document is a record.

Thank you very much for your support of our efforts to properly manage EPA’s records. By doing so, you help us

 all support EPA’s transparency and integrity, and effectively carry out our mission to protect human health and

 the environment.
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Staf: What you need to know

Your Records Responsibilities
Create and manage the records necessary to document the Agency's official activities and actions,
 including those records generated by EPA contractors and grantees, in accordance with EPA
 recordkeeping requirements.

Destroy records only in accordance with approved records schedules and never removing records
 from EPA without authorization.

File records for safe storage and efficient retrieval and maintaining personal papers and nonrecord
 materials separately from official EPA records.

For more info: What Every EPA Staffer Should Know About Records Management

What is a record?
If you answer yes to any of the following questions, you may have a record:

Was it created in the course of business?

Was it received for action? Does it document EPA activities and actions?

Is it mandated by statute or regulation?

Does it support financial obligations or legal claims?

Does it communicate EPA requirements?

Electronic Records
Can records be created in any electronic media? Yes. Examples are email, voicemail, instant messages,
 blogs/wikis/social media. Treat such messages the same way you treat paper records. Any electronic
 message is a record if it documents the EPA mission or provides evidence of an EPA business transaction
 and if you or anyone else would need to retrieve the message to find out what had been done or to use it
 in other official actions. For additional information, please refer to the EPA Records Management Policy
 2155.3. (PDF, 16 pp., 182K)

: EPA staff should not use any outside e-mail account to conduct official Agency business. If there is
 an emergency situation requiring the use of an outside e-mail account, it is the individual’s responsibility
 to ensure all Agency records are captured and managed in an approved recordkeeping system.

What is a records schedule? (A sample EPA schedule)
A document that describes a group of records, and mandates:

how long the records are kept (retention), and

what happens to them at the end of that time period (disposition).

What is a recordkeeping system?
A system, paper-based or electronic, that:

collects, organizes and categorizes records, and

facilitates their preservation, retrieval, use and disposition.

You are here:

NOTE

http://intranet.epa.gov/records/index.html
http://intranet.epa.gov/records/help_desk.html
http://intranet.epa.gov/records/loop/index.html
http://intranet.epa.gov/records/files/new_employee_flyer.pdf
http://ofmpub.epa.gov/sor_internet/registry/termreg/searchandretrieve/glossariesandkeywordlists/search.do?details=&glossaryName=Records%20Glossary
http://intranet.epa.gov/records/schedule/index.html
http://www.epa.gov/records/tools/toolkits/filecode/index.htm
http://intranet.epa.gov/ecms/
http://intranet.epa.gov/records/guidance/index.html
http://intranet.epa.gov/records/meetings/index.html
http://intranet.epa.gov/records/training/index.html
http://www.epa.gov/records/links.htm
http://workplace.epa.gov/
http://intranet.epa.gov/records/index.html
http://www.epa.gov/records/what/index.htm
http://www.epa.gov/records/whatis/index.htm
http://www.epa.gov/records/policy/2155/rm_policy_cio_2155-3.pdf
http://www.epa.gov/records/policy/2155/rm_policy_cio_2155-3.pdf
http://www.epa.gov/records/policy/schedule/sched/1003.htm
http://intranet.epa.gov/oei/index.htm
http://intranet.epa.gov/records/index.html
http://intranet.epa.gov/records/senior_officials/index.html
http://intranet.epa.gov/records/staff/index.html
http://intranet.epa.gov/records/rlos/index.html
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What is a fle plan?
A document that lists the records in your office, and describes:

how they are organized (file structure), and

how they are maintained (procedures).

Who is my RLO?
Depending on which office you belong to, choose one of these links to find out:

Agency

Headquarters

Regional

Lab, Center & Field Office

Accessibility EPA Locator EPA Home

One EPA Workplace OEI@Work OIC@Work

Contact Us

Comments

http://www.epa.gov/records/people/index.htm
http://www.epa.gov/records/people/hq.htm
http://www.epa.gov/records/people/region.htm
http://www.epa.gov/records/people/labs.htm
http://intranet.epa.gov/accessibility/statement.html
http://cfint.rtpnc.epa.gov/locator/
http://www.epa.gov/
http://workplace.epa.gov/
http://intranet.epa.gov/oeiintra/
http://intranet.epa.gov/oic/
http://intranet.epa.gov/records/contact_us.html
http://intranet.epa.gov/records/comments.html


http://dchqdomino1.dcicc.epa.gov:9876/...er.nsf/7dc02cfd4fae9d0385256608004b201d/394d9e6b6202014585257d820053a149?OpenDocument[4/23/2015 10:49:21 AM]

 Previous  Next

All Hands Messages
EPA-Wide

Date Published: 10/30/2014

Title: The Next Records Management Day will be November 6, 2014!

MEMORANDUM

DATE: October 30, 2014

FROM: Stan Meiburg

Acting Deputy Administrator

TO: All EPA Employees

SUBJECT: The Next Records Management Day will be November 6, 2014!

One week from today, on Thursday, November 6, 2014, EPA will hold its next Records Management Day for

 2014. Records management is every EPA employee’s responsibility and all EPA email accounts are likely to

 contain federal records. So, please mark your calendars for Records Management Day and plan to set aside a

 few hours to manage your email records.

Failure to identify and manage email records can result in the loss of federal records. It is important that all

 employees familiarize themselves with EPA records management policies to ensure that emails identified as

 federal records are filed in agency recordkeeping systems.

Here are some resources that can help you better understand records management policies and tools:

· Records Management at EPA: What Staff Need to Know: http://go.usa.gov/7jxm

· What are email records: http://go.usa.gov/7jCV

· Training on the EZ Email Records tool, which can help you easily manage your email records from

 Microsoft Outlook and the Microsoft Outlook Web Application (OWA):

 https://epa.skillport.com/skillportfe/login.action.

· In addition, please read the Office of Management and Budget (OMB) and the National Archives
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 Records Administration (NARA) Memorandum

 (http://www.whitehouse.gov/sites/default/files/omb/memoranda/2014/m-14-16.pdf) and NARA

 Bulletin 2014-06, Guidance for Managing Email (http://www.archives.gov/records-

mgmt/bulletins/2014/2014-06.html), which were issued on September 15, 2014.

If you have any questions about records, please contact your Records Liaison Officer (RLO). Your RLO

 coordinates with EPA’s National Records Management Program and is your first resource to assist you with

 records management activities. A list of RLOs is available at: http://go.usa.gov/7jYW.

Proper records management is a top agency priority and is a vital part of EPA’s commitment to transparency and

 openness. Thank you for taking the time to make sure that we effectively meet this commitment.
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Date Published: 06/18/2014

Title: Third Quarter Records Management Day will be June 25, 2014

MEMORANDUM 

FROM: Bob Perciasepe 

TO: All EPA Employees 

SUBJECT: Third Quarter Records Management Day will be June 25, 2014

One week from today, on Wednesday, June 25, 2014, EPA will hold its third Quarterly Records Management
 Day. Please mark your calendars and plan to set aside a few hours to manage your records. The focus of this
 Quarterly Records Management Day is managing our paper records. As space consolidation efforts occur
 throughout the agency, we must ensure that our paper records are managed appropriately. June 25th will be a
 day devoted to clean up and organize paper records.

In addition, you should continue to use the EZ Email Records tool to save your email records from Lotus
 Notes, Outlook, and the Outlook Web Application (OWA). Saving your email records electronically reduces
 the agency’s use of paper, one of the priority actions from EPA’s GreenSpark Sustainability Challenge
 (http://intranet.epa.gov/greenspark/challenge/index.html).

Records management is a responsibility we all share. It allows us to do our jobs in a more efficient and
 effective manner. Records management is also a vital part of EPA’s commitment to transparency and
 openness, which is a pledge that we all are obligated to take seriously. Please use June 25th as an opportunity
 to focus on this important requirement.

For more information about the third Quarterly Records Management Day – including information on how to
 organize paper records – please see: http://intranet.epa.gov/records/cleanup.pdf.

If you have any question about records, please contact your Records Liaison Officer (RLO). A list of RLOs is
 available at http://intranet.epa.gov/records/contact_us.html.
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For more information about the National Records Management Program, please visit:
 http://intranet.epa.gov/records/.
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Date Published: 06/25/2014

Title: Today is Records Management Day!

From: Jones-Parra, Lisa On Behalf Of Wynn, Renee
Sent: Wednesday, June 25, 2014 8:00 AM
Subject: Today is Records Management Day!
Importance: High

This message is being sent to all EPA employees

Today is the third Quarterly Records Management Day! Please set aside a few hours today to manage your records with a
 focus on cleaning up and organizing your paper records.

With space consolidation efforts underway throughout the Agency, we must ensure our paper records are appropriately
 managed. To do this, it is important to understand which records schedules apply to your records and where the records
 are in their lifecycle. Remember, records clean-up does not necessarily mean removal and recycling; it can be a time to
 focus on organizing paper records. Before getting rid of any paper documents, make sure they are not subject to a FOIA
 request, litigation hold or congressional inquiry.

I also encourage you to continue to use the EZ Email Records tool to manage your email records in Lotus Notes, Outlook
 and the Outlook Web Application. With EZ Email Records, saving your email records is a one-step process! And, by saving
 your email records electronically, you reduce the Agency’s use of paper, one of the priority actions from the Agency’s
 GreenSpark Sustainability Challenge.

Records management is a responsibility we all share. It allows us to do our jobs in a more efficient and effective manner.
 Records management is also a vital part of EPA’s commitment to transparency and openness, which is a pledge that we all
 are obligated to take seriously. I take the Agency’s commitment to managing its records seriously and thank you for your
 participation in today’s Records Management Day.

If you have any questions about records, please contact your Records Liaison Officer (RLO). Your RLO coordinates with EPA’s
 National Records Management Program and is your first resource to assist you with records management activities. A list of
 RLOs is available at: http://intranet.epa.gov/records/contact_us.html.

For more information about the Third Quarterly Records Management Day, please visit:
 http://intranet.epa.gov/records/cleanup.pdf.

For more information about the National Records Management Program, please visit: http://intranet.epa.gov/records/

Thanks.
Renee
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Acting Assistant Administrator
and
Acting Chief Information Officer
U.S. Environmental Protection Agency 
1200 Pennsylvania Ave (Mail Code: 2810A)
Washington DC 20460

OEI Main Office Number: (202) 564-6665
Scheduler: Georgia Bednar, (202) 564-6665
Information Senior Advisor: Lisa Jones-Parra, (202) 566-1157
Fax Number: (202)501-1622
Direct Number: (202) 566-1884
Cell Number: (202) 365-4934

Pin: 32D42665

From: Mass Mailer [mailto:Mass_Mailer@epa.gov] 
Sent: Wednesday, June 18, 2014 1:37 PM
To: All Users of EPA Email
Subject: Message from the Deputy Administrator: Third Quarter Records Management Day will be June 25, 2014
Importance: High

MEMORANDUM 

FROM: Bob Perciasepe 

TO: All EPA Employees 

SUBJECT: Third Quarter Records Management Day will be June 25, 2014

One week from today, on Wednesday, June 25, 2014, EPA will hold its third Quarterly Records Management
 Day. Please mark your calendars and plan to set aside a few hours to manage your records. The focus of this
 Quarterly Records Management Day is managing our paper records. As space consolidation efforts occur
 throughout the agency, we must ensure that our paper records are managed appropriately. June 25th will be a
 day devoted to clean up and organize paper records.
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In addition, you should continue to use the EZ Email Records tool to save your email records from Lotus
 Notes, Outlook, and the Outlook Web Application (OWA). Saving your email records electronically reduces
 the agency’s use of paper, one of the priority actions from EPA’s GreenSpark Sustainability Challenge
 (http://intranet.epa.gov/greenspark/challenge/index.html).

Records management is a responsibility we all share. It allows us to do our jobs in a more efficient and
 effective manner. Records management is also a vital part of EPA’s commitment to transparency and
 openness, which is a pledge that we all are obligated to take seriously. Please use June 25th as an opportunity
 to focus on this important requirement.

For more information about the third Quarterly Records Management Day – including information on how to
 organize paper records – please see: http://intranet.epa.gov/records/cleanup.pdf.

If you have any question about records, please contact your Records Liaison Officer (RLO). A list of RLOs is
 available at http://intranet.epa.gov/records/contact_us.html.

For more information about the National Records Management Program, please visit:
 http://intranet.epa.gov/records/.
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Date Published: 03/17/2015

Title: Tomorrow is the Next Quarterly Records Management Day!

Subject: Tomorrow is the Next Quarterly Records Management Day!

From: Ann Dunkin, Chief Information Officer

To: All EPA Employees

EPA will hold its next Quarterly Records Management Day on Wednesday, March 18, 2015. All EPA employees

 are responsible for creating and preserving records that adequately and properly document the organization,

 functions, policies, decisions, procedures, and essential functions. 

On this Quarterly Records Management Day, I ask that you set aside time to read the agency’s recently revised

 Records Management Policy (issued on February 10, 2015) and manage your records. The revised policy

 includes the updated definition of a record, updated policies on records created or received on non-EPA

 messaging systems (e.g., personal email accounts or personal mobile devices), text messages, and instant

 messages. 

Significantly, the new policy reflects a recent change to federal law that prohibits the creation or sending of a

 record on a personal electronic messaging account (such as a personal email account) unless an employee

 copies their official account at the time of transmission, or forwards the record into their official account within 20

 days of the original transmission. 

In light of the new law, EPA’s revised Records Management Policy strongly discourages the use of personal

 email or other personal electronic messaging systems, including text messaging on a personal mobile device,

 for sending or receiving agency records. However, to the extent such use occurs, the individual creating or

 sending the record from a non-EPA electronic messaging system must copy their EPA email account at the time

 of transmission or forward that record to their EPA email account within 20 days of creation or sending. EPA

 also discourages the use of text messages for transmitting agency records on any device, regardless of whether

 the device is agency-issued or not. Take time to review the recently updated guidance related to text message
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 records identified below.

The following links provide guidance on how to save your records:

· FAQ About Mobile and Portable Devices, and Records

· How to Save Text Messages

· How to Save Lync Conversations

· How to Save Records to EZ Email Records

If you have any questions about records, please contact your Records Liaison Officer (RLO). Your RLO

 coordinates with EPA’s National Records Management Program and is your first resource to assist you with

 records management activities. A list of RLOs is available at: http://intranet.epa.gov/records/contact_us.html
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