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	CROMERR System Checklist

	Item
	GENERAL NOTE:  This checklist is provided as a template to authorized programs implementing the enfoTech system. Local control authorities implementing this system require review and approval by EPA under CROMERR Part 3. An indirect regulated utility may require approval by the state regulatory agency.  This checklist describes implementation of the enfoTech system.  The control authority must provide additional detail where indicated in blue text.  Also, where a control authority chooses to deviate from the system as described in this application, those deviations must be described in the checklist below.  It is generally helpful in EPA’s review of your application if you mark deviations from the template in text that is of a different color.

	Registration (e-signature cases only)

	1. Identity-proofing of registrant

	 
	Business Practices:
1. A "Subscriber Agreement" process to help satisfy identity-proofing of registrants. When the user registers himself/herself as a signatory (or, Responsible Official), he/she is required to provide a handwritten, wet-ink signature on a paper-based Electronic Signature Agreement (ESA) to a designated (Insert Local/Agency Acronym) staff in order to be able to certify and submit any application in (Insert System Name). This document establishes the identity of authorized signatories.

2. Due-diligence to Validate Identity: After the signatory completes the registration process and mails in a signed ESA, (Insert Local/Agency Acronym) staff use reasonable due-diligence on the identification of the signatory.  They either phone the facility directly to verify the authenticity of the signatory (and their position/authority) or can visually compare the ESA signature with previously mailed hard-copy permit application for that facility, if there is any doubt as to the signature's identity. Furthermore, periodic inspections by (Insert Local/Agency Acronym) field staff include validation of the authorized facility representative who signed the ESA. (Revise or insert any additional due diligence processes as needed)
3. PIN Management:
a. Once the signatory’s identity is verified (through the “Subscriber Agreement” and “Due-diligence to Validate Identify” processes described in Item 1: Identify-proofing of Registrant), (Insert Local/Agency Acronym) Staff can log into (Insert System Name) to issue a "temporary" PIN to the signatory. 

b. The temporary PIN is sent by the system to the subscriber’s email address registered on the ESA.  

c. The submitter is forced to change the “temporary” PIN to a "permanent PIN" when he/she logs in for the first time after receiving the temporary PIN. 

d. The permanent PIN will be stored in (Insert System Name) database in an encrypted way. 

e. If the PIN holder forgets the "permanent PIN", he/she must make a request to the appropriate (Insert Local/Agency Acronym) staff to acquire a new PIN. 

f. When a new PIN request is made, the current PIN will be deactivated.  A temporary PIN is issued via email to the email address registered on the ESA.  The PIN holder will be required to change the temporary PIN to a permanent PIN.
g. The following items require that the (Insert Local/Agency Acronym) be notified and the (Insert System Name) registration or PIN authorization be changed:

a. The facility’s authorized representative(s) has changed,

b. The facility has a reason to believe that the PIN security has been compromised,

c. The (Insert Local/Agency Acronym) has a reason to believe that the PIN security has been compromised.

See item 3 – “Issuance (or registration) of a signing credential in a way that protects it from compromise” for additional information on PIN Management.
4. A Knowledge-Based Second Factor Authentication Solution: In addition to the use of a PIN, username and password, the report certifier must answer five security questions.  See item 3 – “Issuance (or registration) of a signing credential in a way that protects it from compromise” for additional information on Knowledge-Based Second Factor Authentication Solution.
5. Submission Validation: At the submission stage, (Insert System Name) will conduct a 2-part validation process.   See item 13a - “Determination that credential is authentic” for additional information regarding submission validation.
6. Authorized Personnel Data Management: the (Insert System Name) database will store the authorized personnel name, title, phone, email, fax, address, the associated facility, facility address, and other pertinent information.


	
	System Functions: 
1. After the registrant associates his/her account with facilities, the self-registered RO needs to click the “Print Subscriber Agreement” button to print out an electronic signature agreement  for each facility associated to his/her account (one ESA for each facility, with all the responsible application programs on it)

2. The RO needs to sign the ESA and mail it to (Insert Local/Agency Acronym).  

3. Once an account is created successfully, (Insert System Name) will send email notification to the user with the user name and a system randomly generated password

4. At this point, the RO can log into (Insert System Name) using the password provided by (Insert System Name) to:

a. Manage his/her account info and change password

b. Create and edit a permit application or report
The user cannot certify or submit a permit application or report at this point.
5. After (Insert Local/Agency Acronym) receives the RO’s ink signature and validates the account, a (Insert System Name) Admin needs to turn on the RO’s “certify and submit” right to these facilities in (Insert System Name). When the “certify and submit” role is turned on, RO will receive a temporary PIN. (Insert System Name) will force user to change the temporary PIN to a permanent one when the RO logs in. The user cannot sign a submission with a temporary PIN.

6. Permanent PINs will be saved in (Insert System Name) in an encrypted way. 
7. Only after (Insert Local/Agency Acronym)’s authorization, can the RO be able to certify and submit an application or compliance report. 

8. At the submission stage, the system will ask RO to: 

a. Read and agree to a certification statement

b. Enter a PIN, which is validated by system via comparing the entered PIN with the encrypted PIN.

c. Provide an answer to a security question randomly selected from the 5 questions preset by the user.

d. Only when items a through c all pass system validation, can the RO submits an application or a compliance report.



	
	Supporting Documentation (list attachments):
Attachment #1 – (Insert System Name) Subscriber Agreement Template 

Attachment #2 – Facility Participation Package

Attachment #3 – (Insert Local/Agency Acronym) (Insert System Name) System Documentation

Attachment #4 – (Insert Local/Agency Acronym) (Insert System Name) System Flow Diagram

Attachment #5 – (Insert System Name) Account Registration Instructions

Attachment #6 - (Insert State Name) State Government IT Policies, Standards, and Guidelines

Attachment #7 – (Insert State Name) State Uniform Electronic Transaction Act

Attachment #8 – (Insert Local/Agency Acronym) IT Resources User Security Agreement


	1a. (priority reports only) Identity-proofing before accepting e-signatures

	 
	Business Practices:

Only after signatory’s identify is verified (through the “Subscriber Agreement” and “Due diligence to Validate Identity” processes described in Item 1, (Insert Local/Agency Acronym)) can staff can log into (Insert System Name) to issue a “temporary” PIN to the signatory.


	
	System Functions: 
Please refer to Item 2 and Item 3.


	
	Supporting Documentation (list attachments):
See attachments listed in Item 2 and 3.

	1b. (priority reports only) Identity-proofing method (See 1bi, 1bii, and 1b-alt)

	1bi. (priority reports only) Verification by attestation of disinterested individuals

	 
	Business Practices:
Not applicable.  See Item 1 for the Electronic Signature Agreement process.

	
	System Functions:

Not applicable.  See Item 1 for the Electronic Signature Agreement process.

	
	Supporting Documentation (list attachments): N/A


	CROMERR System Checklist

	1bii. (priority reports only) Information or objects of independent origin

	 
	Business Practices:
Not applicable. See Item 1 for the Electronic Signature Agreement process.

	
	System Functions:
Not applicable. See Item 1 for the Electronic Signature Agreement process.

	
	Supporting Documentation (list attachments):
N/A


	1b-alt. (priority reports only) Subscriber agreement alternative

	 
	Business Practices:
The submission process is covered under item 1 above.  



	
	System Functions:
The submission process is covered under item 1 above.


	
	Supporting Documentation (list attachments):
N/A

	2. Determination of registrant's signing authority 

	 
	Business Practices:
1. Submit ESA: In order to subscribe to electronic application submission process, a facility owner or authorized certifier must submit a signed Subscriber Agreement (or, ESA). 
2. Due-Diligence on Handwritten Signature on ESA: (Insert Local/Agency Acronym) staff use reasonable, due-diligence when receiving signed ESA's.  They either phone the facility directly to verify the authenticity of the signatory (and their position/authority) or can visually compare the ESA signature with previously mailed hard-copy permit applications for that facility, if there is any doubt as to the signature's identity. (Revise or insert any additional due diligence processes as needed)
3. In-Person Validation of Identity: Furthermore, periodic inspections by (Insert Local/Agency Acronym) field staff include validation of the authorized facility representative who signed the ESA. This is no less stringent than the process currently used for the paper permit application submissions.  (Revise or insert any additional due diligence processes as needed)
4. Direct Contact to Verify User’s Signing Authority: (Insert Local/Agency Acronym) determines which (Insert System Name) users to contact to verify their signing authority from the contact information provided in the completed ESA. (Insert Local/Agency Acronym) staff will contact users by phone and use the information in the submitted ESA to verify users. The registrant’s signing authority cannot be verified under any circumstances by the registrant himself/herself.

5. Deactivate User Accounts When Needed: If the facility’s authorized representative has been changed, the facility is also required to notify (Insert Local/Agency Acronym) for such changes and submit a new ESA for the new authorized representative.  The (Insert System Name) administrator will deactivate the old representative account.  A new user account will be established for the new authorized representative after the ESA has been received and verified by the (Insert Local/Agency Acronym). The procedures used to deactivate accounts in the (Insert System Name) system users are as follows: 
· As soon as the (Insert Local/Agency Acronym) receives a “Deactivation Form” from a facility, the system administrator will deactivate the user account. Once the user account is deactivated, the user account privileges will be revoked immediately (i.e., their user name, PIN/password is no longer viable).

· When a user is no longer authorized to sign and submit a document, his/her role can be changed from Certifier to Preparer; or, it can also be completely revoked. All user accounts have two security layers: 

· Changing Account Status from “Active” to “Inactive”: “Inactive” will completely revoked any access granted to this account

· Changing User’s “Role”: this is used to determine access privilege of a user account, such as create, modify or certify/submit reports.  When the user’s role is changed from “Certifier” to “Viewer / Preparer”, he/she cannot certify or submit the reports any more. 

	
	System Functions:

ESA review and approval process for all electronically submitted reports and permits are handled manually by (Insert Local/Agency Acronym) program staff.
In the future, if the RO wants to associate more facilities to his/her account, he/she needs to:

a. Go to “My Account” tab, “Manage Facilities” sub-tab in (Insert System Name)
b. Click “Associate Facilities”

c. Facility Select Window will pop up. The procedure is the same as previous steps (steps 4 to 6).

d. The RO’s “certify & submit” right to newly associated facilities can only be turned on by (Insert Local/Agency Acronym) after (Insert Local/Agency Acronym) receives and validates the RO’s signatory identity.   


Removal of authorized e-submission certifiers is a manual process only performed by authorized program staff.  Notification of a name removal must come from the authorized permit holder or their representative identified on the (Insert System Name) Account Registration Process.


	
	Supporting Documentation (list attachments):
Attachment #1 – (Insert System Name) Subscriber Agreement Template 

Attachment #2 – Facility Participation Package

Attachment #3 – (Insert Local/Agency Acronym) (Insert System Name) System Documentation

Attachment #4 – (Insert Local/Agency Acronym) (Insert System Name) System Flow Diagram

Attachment #5 – (Insert System Name) Account Registration Instructions

Attachment #6 - (Insert State Name) State Government IT Policies, Standards, and Guidelines
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	3. Issuance (or registration) of a signing credential in a way that protects it from compromise

	 
	Business Practices:

(Insert System Name) supports electronic signature credentials. The system uses a username/PIN approach in combination with challenge questions upon signing to protect the identity credentials. 
PIN

1. After the identity of the authorized signatory has been validated and approved, a temporary PIN - which is a substitute to paper-ink signature, then can be issued to the authorized personnel via email to the address registered on the ESA.  

2. The temporary PIN is sent by the system to the subscriber’s email address registered on the ESA.  

The submitter is forced to change the “temporary” PIN to a “permanent” PIN when he/she logs in for the first time after receiving the temporary PIN. A history is kept of all PIN changes in the (Insert System Name) database.

3. The PIN is stored in the databases in an encrypted format. (Insert System Name) uses one-way encryption for the password and PIN. That is, once the password and PIN is generated and encrypted, nobody can decrypt it.  Therefore, even the system administrator or the support staff does not have access to it.    
4. Upon submitting an application or report, system will ask the submitter to enter his/her PIN, which is validated by comparing against the encrypted version of the PIN maintained at the receiving system. The identified signatory is denied from making a submission if the PIN is found invalid.
5. If the user or program staff believes that the PIN is lost, misused or compromised, the PIN holder can request that the account or PIN be revoked by program staff from (Insert System Name). Once the current PIN is deactivated, the user will no longer be able to submit applications or reports 

6. A temporary PIN is issued via email to the email address registered on the ESA.  The PIN holder will be required to change the temporary PIN to a permanent PIN.
Username / Password

7. Registrant needs to go through the complete account registrant process in (Insert System Name). The process includes the following steps:

· Enter account general information: legal full name, employer, job title, address, phone number, and email address
· Select and answer 5 security questions selected from a library of 20
· Enter screen-display “image” data to pass human account validation
· Then registrant has the option to indicate his/her Account Type, whether it is “Responsible Official”, or “Preparer”. A “Responsible Official” is the certifier or submitter for a facility. He/she can prepare, certify and submit an application for the facility.

In (Insert System Name), a Preparer does not have the right to certify or submit any application for a facility. He/she can only prepare for an application for a facility, with the Responsible Official authorization. 
· If registrant indicates himself/herself as an RO, (Insert System Name) will ask him/her to indicate the application type he/she will be responsible for. 

· System will pop up a Facility Selection Window for the self-registered RO to search and select facilities from (Insert name of state’s list of facilities).
If the registrant cannot find facilities from (Insert name of state’s list of facilities), he/she must contact (Insert Local/Agency Acronym) directly to request adding the new facility to (Insert name of state’s list of facilities). After (Insert Local/Agency Acronym) adds the new facility to (Insert name of state’s list of facilities), the registrant then associates the facility to his/her account.
· After the registrant associates his/her account with facilities, the self-registered RO needs to click the “Print Subscriber Agreement” button to print out an electronic signature agreement  for each facility associated to his/her account (one ESA for each facility, with all the responsible application programs on it)

· The RO needs to sign the ESA and mail it to (Insert Local/Agency Acronym).  
· After (Insert Local/Agency Acronym) receives the RO’s ink signature and validates the account, a (Insert System Name) Admin needs to turn on the RO’s “certify and submit” right to these facilities in (Insert System Name). When the “certify and submit” role is turned on, RO will receive a temporary PIN. (Insert System Name) will force user to change the temporary PIN to a permanent one when the RO logs in. The user cannot sign a submission with a temporary PIN.

· Once an account is created successfully, (Insert System Name) will send email notification to the user with the user name and a system randomly generated password

8. After receiving temporary password, the user is required to change it to a permanent one at the first time usage. The permanent password should adhere to the (Insert name of applicable state/local password strength policy, and reference applicable attachment). Strong passwords shall be constructed with the following characteristics:

· Are at least eight characters in length

· Must contain characters from at least three of the following four types of characters:

· English upper case (A-Z)

· English lower case (a-z)

· Numbers (0-9)

· Non-alpha special characters ($, !, %, ^, …)

· Must not contain the user’s name or part of the user’s name

· Must not contain easily accessible or guessable personal information about the user or user’s family. (Such as birthdays, children’s names, addresses, etc.)
9. After the password has been changed, a confirmation email will be sent to this user immediately to verify the changes. 
10. A history is kept of all password changes in (Insert System Name) database.
Knowledge-Based Second Factor Authentication (Challenge Questions)
11. As part of the Certified Account Creation (registration) process, the user needs to select 5 challenge questions out from a library of 20 questions and provides personal answers to these challenge questions. 
12. (Insert System Name) will store the answers to these challenge questions in an encrypted way.

13. Challenge questions must be correctly answered by the registered user at the time of report submission. Submission will be denied if the challenge question answer is incorrect.
14. A history is kept of all challenge question changes in the (Insert System Name) database.


	
	System Functions:
The (Insert System Name) is delivered with a solution to guide the authority for maintaining records of electronic signatures and authorized signatories. The system uses a username/PIN/password approach in combination with challenge questions upon signing to protect the identity credentials.
Protecting Identity Credentials
1. Password and PIN are used in (Insert System Name) for authentication and authorization. 
· Password is used to grant user’s right for accessing the system. 
· PIN, challenge questions and user account are considered as the signature credential, which is used to grant user’s right for submitting an application.  
· The combination of user account and password is unique. And the combination of PIN, security questions/answers and user account is also unique.
· PIN and password must associates with a valid account name.

2. (Insert System Name) uses an algorithm described below to generate the temporary PINs:  
· Character Data Pool: abcdefghijklmnopqrstuvwxyzABCDEFGHIJKLMNOPQRSTUVWXYZ0123456789

· PIN: 8 alpha-numeric digits

· Random Function: Pick a random character from the Character Data Pool

· Algorithm: 

· Execute the “Random Function” one at a time to go to the Character Data Pool to get a character 

· Execute the “Random Function” 8 times in sequence to obtain 8 alpha-numeric characters to form a complete PIN 

3. The password must adhere to the (Insert name of applicable state/local password strength policy). When PIN/password is generated, the strength rule is enforced by (Insert System Name). The system will verify PIN or password’s strength when PIN or password is created or modified.  If PIN or password doesn’t meet the strength requirement, the system will automatically reject the request. 

4. (Insert System Name) will store PIN and password in an encrypted way.  SHA-2 is used to hash PIN and password.

· The hashed PIN and password are stored in secured database management system (i.e. SQL SERVER 2005). Only system administrators can access those data.

5. When user uses a valid username and password to log into system for the first time, GEOS will force user to change temporary PIN/password to permanent PIN/password. 
6. For security precautions, 

· Each time the Password (or PIN) is changed, the System will automatically send a change confirmation email to the account email address registered on the ESA.  This alert will trigger user actions if the user suspects potential security breach.  

· Each time the PIN is used for submission certification, the System will automatically send a use confirmation email to the account email address registered on the ESA.  This alert will trigger user actions if the user suspects potential security breach.  
7. For each User account record, the Systems track:

DATE_CREATE
Date/Timestamp when this role for this user account is created.

USER_CREATE
User who Created the User Role.

DATE_UPDATE
Date/Timestamp this User Role was last updated

USER_UPDATE
User who Last Updated this User Role record.
A Knowledge-Based Second Factor Authentication Solution
8. Upon registration, user needs to select 5 Challenge questions out from a library of 20 questions and provides personal answers to these Challenge questions:

· The system ensures that the same question will not be selected more than once.

· The system will reject duplicate answers.
· The system will reject answers that are too weak, such as those with fewer than three characters.
9. SSL is used to protect from interception by an unauthorized user any answers to challenge questions. (Insert System Name) is using SSL v3.0. 
10. Systems use SHA512 as the algorithm to encrypt answers to challenge questions and store in Database management system (i.e. SQL server 2005)

11. The access to encrypted answers are restricted only to database administrators

12. At submission, challenge questions must be correctly answered by the registered user. Submission will be denied if the challenge question answer is incorrect.



	
	Supporting Documentation (list attachments):
Attachment #1 – (Insert System Name) Subscriber Agreement Template 

Attachment #2 – Facility Participation Package

Attachment #3 – (Insert Local/Agency Acronym) (Insert System Name) System Documentation

Attachment #4 – (Insert Local/Agency Acronym) (Insert System Name) System Flow Diagram

Attachment #5 – (Insert System Name) Account Registration Instructions

Attachment #6 - (Insert State Name) State Government IT Policies, Standards, and Guidelines
Attachment #7 – (Insert State Name) list of 20 challenge questions


	4. Electronic signature agreement

	 
	Business Practices:
A completed and signed Electronic Signature Agreement is required for authorized signatories to obtain certifier and submitter right during the account registration process. 
1. The (Insert Local/Agency Acronym) requires (Insert System Name) users to provide an Electronic Signature Agreement (ESA) for authorized signatories to receive a PIN:

· The ESA requires the user to provide his name, title, company, mailing address, phone number, email address, and answers to selected challenge questions.
· ESAs are to be store for at least five years after the associated signature credential has been deactivated. (Revise or insert any additional language if ESAs are retained for a longer period of time)
· (Describe how ESAs are stored in a way that protects them from tampering, destruction, and unauthorized access)
2. This ESA is distributed to facilities to sign as a prerequisite to obtaining a PIN. For detailed procedure, please refer to Item 1.
3. Detailed terms and conditions are listed out in (Insert Attachment Number).  



	
	System Functions:

1. (Insert System Name) will require an RO to print out and mail in the Subscriber Agreement to (Insert Local/Agency Acronym). 

2. The standard ESA language in the Subscriber Agreement states: 

(Insert standard ESA language)
3. By signing the agreement, user agrees to:

(Insert relevant ESA language)
4. For the ESA templates for (Insert System Name), please refer to (Insert Attachment Number).

	
	Supporting Documentation (list attachments):
Attachment #1 – (Insert System Name) Subscriber Agreement Template 

Attachment #2 – Facility Participation Package

Attachment #3 – (Insert Local/Agency Acronym) (Insert System Name) System Documentation

Attachment #4 – (Insert Local/Agency Acronym) (Insert System Name) System Flow Diagram

Attachment #5 – (Insert System Name) Account Registration Instructions

Attachment #6 - (Insert State Name) State Government IT Policies, Standards, and Guidelines
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	Signature Process (e-signature cases only)

	5. Binding of signatures to document content 

	 
	Business Practices:

(Insert Local/Agency Acronym) is using functions provided in (Insert System Name) to bind the electronic signature (PIN) to the submitted report document content. A secure encryption algorithm protocol “SHA-2” is applied to encrypt security data, such as PIN and password.   The SHA-2 family of hash functions has been labeled as “FIPS-approved” (Federal Information Processing Standards).  More details about the SHA-2 is available from:  http://csrc.nist.gov/CryptoToolkit/Hash.html


	
	System Functions:
· First, the user logs into (Insert System Name) using their username and password. This is a pre-requisite to access any of the features of the system.
· The user prepares for an application or a compliance report and navigates to the submission step. 
· The final step for submitting a report electronically is to certify the Certification Statement, provide a valid PIN and answer a challenge question correctly.  The submission process is as follows:

1. Check the Certification Statement

2. Fill in a valid PIN.  A PIN is saved in the database in an encrypted format along with each user account. (Insert System Name) uses the encrypted PIN to validate the PIN entered online by the submitter.  (Insert System Name) will only accept the submission when the user-entered PIN matches the encrypted PIN stored in the database. For each submission, the PIN is only used to authenticate the submitter's security credential.  
3. Answer to a security question. The system randomly selects a security question from a set of predefined questions. Donald E. Knuth's subtractive random number generator algorithm is used. A proper answer to a security question is required to submit a report (i.e., hit the return key).

4. Click submit button to submit report.
5. The submission will be completed when the supplied PIN and security answers are both correct.  Then the report will be submitted to the system. In the database, along with the submitted report file, the submitter's account information is tracked in the same record. 
6. A log of all submissions is kept in database. The (Insert System Name) log includes the following information:
· Submission ID

· Submitted by who: submitter’s legally full name, address and his/her email address

· Owner Info: owner information of the facility

· Form Detail: what form is included in the submission package

· Attachment Detail: what attachment(s) included in the submission package, and by what method (electronic / mail / other / N/A)

· Hash of the document content and PIN together

· Certification Receipt: certification agreement, security question, answer to the security question (encrypted), PIN (encrypted), Legally full name of the Responsible Official for the submission, Submitter’s IP address

· Please note that this log is read-only. It cannot be changed by anyone, even the system administrators.

· Once the submission is received by (Insert System Name), the system will apply a secure hashing encryption algorithm known as "SHA-2”.  The SHA-512 is the algorithm used by (Insert System Name) in the four family SHA-2 algorithms. The SHA-2 family of hash functions has been labeled as “FIPS-approved” (Federal Information Processing Standards).  More details about the SHA-2 are available from: http://csrc.nist.gov/CryptoToolkit/Hash.html.  This hashing procedure will protect any alternation in the future. 

· The SHA-2 hashing algorithm is applied to the document content, password and PIN.  
· PIN and answers for challenge questions are hashed separately first, then, all of them are hashed together.

· (Insert System Name) uses one-way SHA-2 hashing which is associated with each submission file. That is, when the file or PIN is hashed and stored in the database, neither the application nor any individual can decrypt it to the original value. Therefore, there is no chance for the re-calculation.  
· The SHA-512 hashed value is stored in (Insert System Name) database after submission. Access to the value is restricted only to the database administrators.
· If the SHA-512 hash does not match the stored value, the system will display a warning message on the screen.

· Note that the SHA-512 is a non-key algorithm. Therefore, no key is needed or stored.

· Note that the Copy of Record (COR) and hash are protected from any sort of substitution in one of two ways: 
· Front End - The COR cannot be changed (not even by authorized facility/industry signatories).  The database cannot be accessed by anyone except the (Insert System Name) database administrator. 

· Back End - At the administration end, the database administrator is the only person who is responsible for maintaining the database and they are instructed to not make changes to the content of the database, including the COR.  
· Inactivity Time Out Feature: (Insert System Name) will automatically time-out after the user is inactive for a period of time (configurable by the System Admin). This will be less than 30 minutes.



	
	Supporting Documentation (list attachments):
Attachment #1 – (Insert System Name) Subscriber Agreement Template 

Attachment #2 – Facility Participation Package

Attachment #3 – (Insert Local/Agency Acronym) (Insert System Name) System Documentation

Attachment #4 – (Insert Local/Agency Acronym) (Insert System Name) System Flow Diagram

Attachment #5 – (Insert System Name) Account Registration Instructions

Attachment #6 - (Insert State Name) State Government IT Policies, Standards, and Guidelines



	6. Opportunity to review document content

	 
	Business Practices:
The software always explicitly gives the signatory the option of scrolling through a human-readable format display of the submission content before signing, as described below in System Functions.

	
	System Functions:
1. As a second to last step in the submittal process (just before certification step), (Insert System Name) provides the submitter with a review page where he/she can review all the information before making the submission. For attachment, after the submitter upload the attachments to the System, the submitter can still click the attachment link to view its contents.  
2. The review page in (Insert System Name) includes:

a. Validation result of each section of the application package

b. Hyperlink to each application form (if multiple forms are included in one submission package) that will display the submission data in a human readable format.

3. PIN check certification: When the signatory is asked to enter PIN, (Insert System Name) requires the signatory to acknowledge that he/she is aware of criminal penalties for false certification. A screenshot of the acknowledgement page is shown in (Insert Attachment Number).



	
	Supporting Documentation (list attachments):
Attachment #1 – (Insert System Name) Subscriber Agreement Template 

Attachment #2 – Facility Participation Package

Attachment #3 – (Insert Local/Agency Acronym) (Insert System Name) System Documentation

Attachment #4 – (Insert Local/Agency Acronym) (Insert System Name) System Flow Diagram

Attachment #5 – (Insert System Name) Account Registration Instructions



	7. Opportunity to review certification statements and warnings

	 
	Business Practices:
(Insert Local/Agency Acronym) is using the functions provided by the (Insert System Name)  system to fulfill this requirement. 



	
	System Functions:
· Certification Statement: When the signatory is asked to enter the PIN, (Insert System Name) system requires the signatory to acknowledge that he/she is aware of either civil or criminal penalties for false certification. A screenshot of the certification statement for the (Insert System Name) system is shown in (Insert Attachment Number) and the user must check the checkbox to indicate that he/she has read the statement.  If the user does not check the checkbox, the system will warn the user and will not allow the user to submit online.

	
	Supporting Documentation (list attachments):
Attachment #1 – (Insert System Name) Subscriber Agreement Template 

Attachment #2 – Facility Participation Package

Attachment #3 – (Insert Local/Agency Acronym) (Insert System Name) System Documentation

Attachment #4 – (Insert Local/Agency Acronym) (Insert System Name) System Flow Diagram

Attachment #5 – (Insert System Name) Account Registration Instructions
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	Submission Process

	8. Transmission error checking and documentation

	 
	Business Practices:

(Insert Local/Agency Acronym) uses functions provided in the (Insert System Name) system to perform transmission error tracking and documentation. Submissions are not possible unless all required fields are completed.
· The submission is validated and stored in the system. When a submission is attempted, the server will conduct a series of validation checks. The user is notified prior to submission of any validation errors. See (Insert Attachment Number). This way, the submissions that are stored as final submissions are all ‘valid.'
· When the submission is stored, a Cyclical Redundancy Checksum (CRC) calculation is conducted on the submission, and the CRC value is stored in the database along with the submission. This CRC value represents the original record and a binary snapshot of the submission that is received by the (Insert Government Type (e.g., state, county, city)).

· The user can perform a CRC check on the submission that is currently stored at the (Insert Government Type (e.g., state, county, city)). This CRC value is compared to the CRC value that was determined upon report submission. If the numbers are different, this would indicate that the file has been modified since it was originally submitted to the state. This check provides additional assurance of file integrity of the submission. Every time the submission file is opened in (Insert System Name), the system will perform the CRC check automatically.

	
	System Functions:

· (Insert System Name) includes on-line error checking of clearly indicated required fields. Submissions are not possible unless all required fields are completed. (Insert System Name) will present the validation result in the review page. In this page, submitter is also able to view a validation result of each form. 

· If the form passes (Insert System Name) validation and completeness check, system will mark the form as “Pass” (or a check mark). 

· If the form contains any warning (which will not prevent submitter from submitting the application), system will mark the form as “Warning” (or an exclamation mark). 

· If the form contains any error (in which case, the application cannot be submitted), system will mark the form as “Error” (or a cross mark).
· (Insert System Name) uses Secure Socket Layer (SSL) v3.0 to ensure that the data transmission process is secure and complete. SSL provides a secured communication channel between the file sender (i.e., facility user) and the file receiver (i.e., (Insert System Name) system). 
· A log of all submissions is kept in database, which is important for tracing back to the submission or submitter if (Insert Local/Agency Acronym) program staff notice any error when reviewing the submission data. (Insert System Name) log includes the following information:

· Submission ID

· Submitted by who: submitter’s legally full name, address and his/her email address

· Owner Info: owner information of the facility

· Form Detail: what form is included in the submission package

· Attachment Detail: what attachment(s) included in the submission package, and by what method (electronic / mail / other / N/A)

· Certification Receipt: certification agreement, security question, answer to the security question (encrypted), PIN (encrypted), Legally full name of the Responsible Official for the submission, Submitter’s IP address

· Please note that this log is read-only. It cannot be changed by anyone, even the system administrators.

· During the submission procedure, if a transmission error occurs, the system will display error/warning messages on the user’s screen and log it in the transmission error log in (Insert System Name) for the system administrator to conduct further investigation. For examples please see (Insert Attachment Number).  Once the system administrator sees the error log, he/she will start the investigation procedure. (Insert description of any other processes or procedures that occur)
· Transmission errors are documented in a log and stored in a secured database (i.e. (Insert type of server)). The record will be read-only in the system. Only DB administrators have full right to access the data. The fields for a log are:

· Type of the log

· Timestamp

· Summary

· Detail error message

· When the submission is stored successfully, a Cyclical Redundancy Checksum (CRC) calculation is conducted on the submission, and the CRC value is stored in the database along with the submission. This CRC value represents a binary snapshot of the submission that is received by the (Insert System Name).
· Every time the submission file is opened in (Insert System Name), the system will perform the CRC check automatically on the submission that is currently stored at the (Insert System Name). This CRC value is compared to the CRC value that was determined upon report submission. If the numbers are different, this would indicate that the file has been modified since it was originally submitted to the (Insert System Name)). This check provides additional assurance of file integrity of the submission.  
· To further protect the integrity of submission in the systems, (Insert System Name) will reject a submission that fails “data validation checks.” Rejection messages will be displayed to the user on screen with errors specific to the application.  At this point, the system will not register this application as a submission.  (Insert System Name) will present the validation result in the review page. In this page, the submitter is also able to view a validation result of each form. 

· If the form passes the (Insert System Name) validation and completeness check, the system will mark the form as “Pass” (or a check mark). 

· If the form contains any warning (which will not prevent submitter from submitting the application), the system will mark the form as “Warning” (or an exclamation mark). 

· If the form contains any error (in which case, the application cannot be submitted), the system will mark the form as “Error” (or a cross mark).


	
	Supporting Documentation (list attachments):
Attachment #1 – (Insert System Name) Subscriber Agreement Template 

Attachment #2 – Facility Participation Package

Attachment #3 – (Insert Local/Agency Acronym) (Insert System Name) System Documentation

Attachment #4 – (Insert Local/Agency Acronym) (Insert System Name) System Flow Diagram

Attachment #5 – (Insert System Name) Account Registration Instructions



	9. Opportunity to review copy of record (See 9a through 9c)

	9a. Notification that copy of record is available

	 
	Business Practices:
· Review Page: As a second to last step in the submittal process (just before certification step), (Insert System Name) provides the submitter with a review page where he/she can review all the information before making the submission. As part of this review page contains a hyper link to each form that will display the submission in a human readable format. 


	
	System Functions:
· As soon as the application is successfully submitted to (Insert System Name), an acknowledgement receipt is displayed on the submitter’s screen. 

· A confirmation email will also be automatically sent to the submitter’s email address registered in the ESA. With the email, a unique submission ID assigned by the system is included so that the user can go to (Insert System Name) to view or track the submission record at any time. An email notification will look like the example embedded in (Insert Attachment Number).
· (Insert System Name) provides a section called “Track Submitted Application”, which allows both (Insert Local/Agency Acronym) staff and registered users to be able to retrieve and view the submission any time after submissions are made.  
· In (Insert System Name), a user cannot delete the Copy of Record itself from the viewing site, or its listing as a document available for viewing.

	
	Supporting Documentation (list attachments):
Attachment #1 – (Insert System Name) Subscriber Agreement Template 

Attachment #2 – Facility Participation Package

Attachment #3 – (Insert Local/Agency Acronym) (Insert System Name) System Documentation

Attachment #4 – (Insert Local/Agency Acronym) (Insert System Name) System Flow Diagram

Attachment #5 – (Insert System Name) Account Registration Instructions



	9b. Creation of copy of record in a human-readable format

	 
	Business Practices:
An example email notification that a document has been submitted is included in (Insert Attachment Number).  



	
	System Functions:

Both (Insert Local/Agency Acronym) staff and facility users are able to retrieve and view the submission in (Insert System Name) after submissions are made. Human-readable format is automatically generated by the system. Both users and (Insert Local/Agency Acronym) staff can view it online at any time.
 Human readable format of COR in (Insert System Name) will be presented in two ways:

· A readable format that mimics the online entry form

· A readable and printable PDF format, which is generated by style sheet applied to the submission XML file and very similar to a paper form. 



	
	Supporting Documentation (list attachments):
Attachment #1 – (Insert System Name) Subscriber Agreement Template 

Attachment #2 – Facility Participation Package

Attachment #3 – (Insert Local/Agency Acronym) (Insert System Name) System Documentation

Attachment #4 – (Insert Local/Agency Acronym) (Insert System Name) System Flow Diagram

Attachment #5 – (Insert System Name) Account Registration Instructions


	CROMERR System Checklist

	9c. Providing the copy of record

	 
	Business Practices:
(Insert Local/Agency Acronym) uses the functions provided by (Insert System Name) to fulfill this requirement.
All the submission records will be kept in (Insert System Name) for a minimum of five (5) years. (Further details are described below).

	
	System Functions:
· Notification on COR of Submission: upon submission, acknowledgement is shown on screen and also sent to the submitter's email account. The acknowledgement contains a unique submission ID and instructions on how to view COR. The user can view submitted CORs by logging into (Insert System Name) and searching for CORs to retrieve the past submissions, or view / download / print COR in human readable format. 
· To Retrieve COR: Once a user logs into (Insert System Name), multiple searching filters are available for them to find a submission of interest. 
· Date range of interest to access the historical database 
· Submission ID

· Submittal Type: i.e. CAA, wastewater, etc.

· Submission Status

· Facility name and more

· A screenshot for the COR searching filters are available in (Insert Attachment Number). 
· Based on the searching criteria set by user, the system will return a listing of the available submissions within that specified range.  Users will find the submission of interest, click on that submission and bring it up for viewing
· Copy-of-Record in Human-Readable Format: Users can view COR in a human readable format. Human readable format of COR in (Insert System Name) will be presented in two ways:

· A readable format that mimics the online entry form

· A readable and printable PDF format, which is generated by style sheet applied to the submission XML file and very similar to a paper form. 

· Revision History Is Kept: If the user submits a revision to the original submission, (Insert System Name) will save both submissions in the system.  In (Insert System Name), all historical submissions are retrievable in the systems. The user who validates the submissions can view the submissions only if he/she has permission to access this facility’s data. All previous submission records are kept in (Insert System Name) databases. A system user with the proper authorization/permissions can always go to (Insert System Name) to retrieve and view all the previous submissions. 


	
	Supporting Documentation (list attachments):
Attachment #1 – (Insert System Name) Subscriber Agreement Template 

Attachment #2 – Facility Participation Package

Attachment #3 – (Insert Local/Agency Acronym) (Insert System Name) System Documentation

Attachment #4 – (Insert Local/Agency Acronym) (Insert System Name) System Flow Diagram

Attachment #5 – (Insert System Name) Account Registration Instructions



	10. Procedures to address submitter/signatory repudiation of a copy of record

	 
	Business Practices:
A user would want to repudiate a COR due to the following reason:

· The user did not submit the report reflected by the COR.
· In this scenario, the user’s signature device may be compromised. According to the ESA, the user is required to immediately report the incident to appropriate (Insert Local/Agency Acronym) staff to prevent additional compromises.

· On the (Insert Local/Agency Acronym) side, (Insert Local/Agency Acronym) applies intensive compliance checks and data quality audit on submitted applications/reports.  If (Insert Local/Agency Acronym) suspects spurious submissions, (Insert Local/Agency Acronym) has the option to suspend the user account.
· If a user determines that the submitted data is incorrect, he/she wants to correct the submission with a follow-up. 

· The user needs to contact appropriate (Insert Local/Agency Acronym) staff on the submission. If needed, they can discuss having the original submission invalidated. 

· Next, the user can submit a revision submission through the system. The revision would be considered as a new COR. Both the original COR and new COR will be maintained in the database.

· The user could also submit a follow-up outside of the system, using paper form submission. This paper document would be considered the COR and the original electronic COR would be flagged as repudiated.

· If a COR is repudiated, either electronically or on paper, the user is notified by e-mail that the report has been repudiated.

· If the user did not submit the report reflected by the COR, the system allows users to lock their own accounts in the event their signature has been compromised.

· On the (Insert Local/Agency Acronym) side, (Insert Local/Agency Acronym) staff employs intensive compliance checks and data auditing.  If (Insert Local/Agency Acronym) staff suspects erroneous reports, they will contact the facility owner.  (Insert System Name) allows them to suspend the user’s account.

	
	System Functions:
If the data submitted is incorrect, and a correction needs to be provided.
· (Insert System Name) allows users to submit corrections to the submitted reports by either creating a new revision record, or using paper copies. 

· If using the system to submit a correction, users cannot repudiate a submission due to incorrect data. Instead, the user would need to submit a corrected application, which generates a new COR. In this scenario, the entire history of the applications, including the original COR and new CORs for all corrections will be maintained in the database.


	
	Supporting Documentation (list attachments):
Attachment #1 – (Insert System Name) Subscriber Agreement Template 

Attachment #2 – Facility Participation Package

Attachment #3 – (Insert Local/Agency Acronym) (Insert System Name) System Documentation

Attachment #4 – (Insert Local/Agency Acronym) (Insert System Name) System Flow Diagram

Attachment #5 – (Insert System Name) Account Registration Instructions


	11. Procedures to flag accidental submissions

	 
	Business Practices:
1. If a user determines that they accidentally submitted a report and he/she wants to correct the submission with a follow-up, the user needs to contact appropriate (Insert Local/Agency Acronym) staff on the submission and discuss having the accidental submission invalidated. The user can submit a revision submission (with a different Submission ID from the accidental one) through the system, or submit a follow-up handled outside of the system. 

2. On the (Insert Local/Agency Acronym) side, (Insert Local/Agency Acronym) staff employs intensive compliance checks and data auditing.  If (Insert Local/Agency Acronym) staff suspects erroneous submissions, they will contact the facility owner.  The follow-up is handled outside of the System.



	
	System Functions:
(Insert System Name) employs multiple mechanisms to prevent accidental submissions:
· Data Validation Checks before Submission: each report needs to pass data validation checks in (Insert System Name) to be submitted.

· Multi-Step Submission Procedure: The submission process uses a multi-step approach to reduce the likelihood of accidental submissions. 
· Users are given the opportunity to review the data to be submitted

· At the time of signing, submitters need to confirm their intent to submit by checking the Certification Statement checkbox

· Submitter must enter a valid PIN and answer a challenge question correctly
· Users must use the mouse to click “Submit” button to confirm submittal
· Each submission is tracked with COR,

· With so many check points and COR record by the System, each submission will be non-repudiated within the system.  
While it is unlikely that a user will proceed through the submission steps accidentally, in such a

case, there are additional mechanisms in place for the user to realize they accidentally submitted

a report and correct it:

· Acknowledgement Receipt: Upon making a submission, (Insert System Name) displays an acknowledgement receipt on screen to the submitter. This receipt shows data such as the Submission Date/Time, Submission Details, and Submitter’s information. A sample acknowledgement receipt is shown in (Insert Attachment Number).

· Email Confirmation on Submission: (Insert System Name) has the ability to send an acknowledgement receipt in the form of an Email confirmation to the Email ID by which the Submitter is registered in ESA.

· Submit a Revision: If the user incorrectly made a submission, they can call the state to notify them that the submission is unintended, and have the ability to submit a revision through the system. The (Insert Local/Agency Acronym) staff could invalidate the accidental submission if necessary. 



	
	Supporting Documentation (list attachments):
Attachment #1 – (Insert System Name) Subscriber Agreement Template 

Attachment #2 – Facility Participation Package

Attachment #3 – (Insert Local/Agency Acronym) (Insert System Name) System Documentation

Attachment #4 – (Insert Local/Agency Acronym) (Insert System Name) System Flow Diagram

Attachment #5 – (Insert System Name) Account Registration Instructions




	CROMERR System Checklist

	12. (e-signature cases only) Automatic acknowledgment of submission

	 
	Business Practices:

(Insert Local/Agency Acronym) is using the functions provided in (Insert System Name) to fulfill this requirement:

· (Insert description of Agency process for if the subscriber’s email becomes invalid, e.g., the system administrator will inactivate the account and contact the company by phone or mail; the registration process will have to be completed again to obtain access.)

	
	System Functions:
Currently (Insert System Name) provides two ways for user to be acknowledged of their submission (See (Insert Attachment Number)): 

· Confirmation Receipt Page: After the application has been successfully submitted to the (Insert Local/Agency Acronym) system, a confirmation message will be displayed on the web page immediately, indicating the submission details, who submitted, when submitted and IP address used for submission. 

· Acknowledgement Email: An acknowledgment email will be sent to the submitter’s registered email at the same time to confirm the submission. No information is shared about the account used to make the submission in the email. In the acknowledgment email, the following information is included: 

a. Submission ID

b. Submission Date and Time

c. Submitter’s name and job title

d. Submitted submittal type. 

· The email address of the submitter is the one provided to the (Insert Local/Agency Acronym) program staff in the original signed copy of the Electronic Signature Agreement (ESA). If a user changes his or her email address, the system sends an alert to both email addresses, asking the user if it is valid or not.
· Email Notification History Tracked in (Insert System Name) (when and what email was sent to who). (Insert System Name) keeps a log of email delivery status. If the email fails to deliver to recipient, system records the log as well as the reason for the delivery failure. At the same time, an email notification will be sent to program staff. Program staff will take the further actions on it, either contact the submitter to verify the email address or notify the user for the submission using alternative ways. Email logs are only accessible by system administrators or database administrators.


	
	Supporting Documentation (list attachments):
Attachment #1 – (Insert System Name) Subscriber Agreement Template 

Attachment #2 – Facility Participation Package

Attachment #3 – (Insert Local/Agency Acronym) (Insert System Name) System Documentation

Attachment #4 – (Insert Local/Agency Acronym) (Insert System Name) System Flow Diagram

Attachment #5 – (Insert System Name) Account Registration Instructions




	CROMERR System Checklist

	Signature Validation (e-signature cases only)

	13. Credential validation (See 13a through 13c)

	13a. Determination that credential is authentic

	 
	Business Practices:

(Insert Local/Agency Acronym) is using the functions provided in (Insert System Name) to fulfill this requirement. Please refer to the details in “System Functions” below.


	
	System Functions:

(Insert System Name) employs multiple methods to ensure the credential is authentic:

· Secure Login: every time a user logs into (Insert System Name), he/she needs to provide the correct combination of username and password.  The system will compare the user-supplied password during the signing process to the encrypted form of the user’s password stored in the database.

· Multi-Step Submission Procedure: 

1. Submitter needs to enter PIN, which is validated by comparing against the encrypted version of the PIN maintained in the database. The identified signatory is denied from making a submission if the PIN is found invalid. 

a. The encrypted PIN is stored in the system database. The PIN is encrypted when it is generated for the first time or changed by a facility user at a later time. In short, whenever the PIN is generated or changed, it is encrypted and saved in the database. A flag is set in the system to indicate if the PIN has been changed for the first time usage.
2. Submitter also needs to answer one Challenge question correctly.  All encrypted responses to Challenge questions previously answered during the Account creation process are stored in the (Insert System Name) database. The entered answer is compared against the encrypted one. If found invalid, the submission is denied by the system
3. All e-submissions for (Insert System Name) include unique application IDs, form IDs, etc. that are assigned to a specific registered user. 

· Session Time-out: System time-out will occur after the user is inactive for a period of time.  The allowable duration before time out is a setting configurable by (Insert Local/Agency Acronym) system Admin, and is less than 30 minutes.  

· Failed Login/Signing Attempts Limit: (Insert System Name) will use mechanism to limit the number of attempts of login or signing, which is one more layer of credential protection.
1. For login: After three unsuccessful login attempts by the system user, a pop-up window will appear advising the user that their account will be disabled/suspended.

2. For signatures:  After each unsuccessful use of the PIN by the system user, a pop-up window will appear advising the user that the PIN is incorrect. Further attempts by the system user will result in additional pop-up warnings. 

3. When either login or PIN use results in failure (i.e. submission failure with warning pop-ups), the system user must contact the system administrator/program manager and request that their PIN/username be reset. All resets are sent to the email address of the registered user which is maintained in the system administrator’s database. All requests for resets must be verified by the system administrators (via checking of the email address, contact info, etc.) prior to resets and further contact via email to the user.  The user must have knowledge of the username and email address they originally used to register for using the system. 

	
	Supporting Documentation (list attachments):
Attachment #1 – (Insert System Name) Subscriber Agreement Template 

Attachment #2 – Facility Participation Package

Attachment #3 – (Insert Local/Agency Acronym) (Insert System Name) System Documentation

Attachment #4 – (Insert Local/Agency Acronym) (Insert System Name) System Flow Diagram

Attachment #5 – (Insert System Name) Account Registration Instructions



	13b. Determination of credential ownership

	 
	Business Practices:

(Insert Local/Agency Acronym) is using the functions provided in (Insert System Name) to fulfill this requirement. Please refer to the details in “System Functions”.


	
	System Functions:
(Insert System Name) determines the credential ownership by comparing the user’s supplied password, PIN and challenge question’s answer with the encrypted forms of those stored in the database.
· Comparing Login Password: every time a user logs into (Insert System Name), he/she needs to provide a correct combination of username and password.  The system will compare the user-supplied password during the signing process to the encrypted form of the user’s password stored in the database. 
· Comparing Signing PIN: Submitter needs to enter PIN, which is validated by comparing against the encrypted version of the PIN maintained in the database. The identified signatory is denied from making a submission if the PIN is found invalid. If they do not match with the one stored in the database, the system will reject the provided PIN and prevent the user from submission after a certain times of failures.  
a. The encrypted PIN is stored in the system database. The PIN is encrypted when it's generated for the first time or changed by a facility user at a later time. In short, whenever the PIN is generated or changed, it's encrypted and saved in the database. A flag is set in the system to indicate if the PIN has been changed for the first time usage.
· Comparing Response to Challenge Question: Submitter also needs to answer one Challenge question correctly.  All encrypted responses to Challenge questions previously answered during the Account creation process are stored in the (Insert System Name) database.

· All e-submissions for (Insert System Name) include unique application IDs, form IDs, etc. that are assigned to a specific registered user. 



	
	Supporting Documentation (list attachments):
Attachment #1 – (Insert System Name) Subscriber Agreement Template 

Attachment #2 – Facility Participation Package

Attachment #3 – (Insert Local/Agency Acronym) (Insert System Name) System Documentation

Attachment #4 – (Insert Local/Agency Acronym) (Insert System Name) System Flow Diagram

Attachment #5 – (Insert System Name) Account Registration Instructions


	CROMERR System Checklist

	13c. Determination that credential is not compromised

	 
	Business Practices:

The documentation (ESA) that is available to all facilities includes a description of Account holder’s responsibilities. 

The ESA includes language confirming the prospective certifier's responsibilities as a PIN holder.

If the program staff or the facility user believes that the PIN has been compromised, program staff can revoke the issued PIN from the facility user, or lock the user’s account, or re-issue a new temporary PIN to the facility user (upon reapplication by the registered user).


	
	System Functions:
Prevention:

1.  (Insert System Name) prevents duplicate submissions from occurring unless the latter submissions are regarded as revisions. Each submission will be assigned a unique ID by the system. All e-submissions for (Insert System Name) include unique application IDs, form IDs, etc. that are assigned to a specific registered user.
2. (Insert Local/Agency Acronym) uses PIN verification function provided in the submission step to determine if the credential is compromised.  (Insert Local/Agency Acronym) requires (Insert System Name) system users to provide a signed Electronic Signature Agreement (ESA) for receiving a PIN. This document establishes the identity of potential PIN holders. 

Detection:

1. The system will send out an email for every submission to the certifier. This will allow the certifier to know in some cases if any unsuspected activity is happening using their account.

2. Certifiers can always log into (Insert System Name) to view a submission history of all past submissions including seeing the complete Copy of Records for all past submissions, as well as submission chain-of-custody which includes submitter's name, submission IP address, submission date and time. This will let them detect any unknown submissions.

3. The system logs each time someone logs into the system and records their user account. This is all kept in the system log and will help detect system access history.
See item 3 – “Issuance (or registration) of a signing credential in a way that protects it from compromise” for additional information on Knowledge-Based Second Factor Authentication Solution.
Encryption:

1. The PIN is encrypted when it’s generated for the first time or changed by a facility user at a later time. In short, whenever the PIN is generated or changed, it’s encrypted and saved in the database.
2. All encrypted responses to challenge questions previously answered during the Account creation process are stored in the (Insert System Name) database.

	
	Supporting Documentation (list attachments):
Attachment #1 – (Insert System Name) Subscriber Agreement Template 

Attachment #2 – Facility Participation Package

Attachment #3 – (Insert Local/Agency Acronym) (Insert System Name) System Documentation

Attachment #4 – (Insert Local/Agency Acronym) (Insert System Name) System Flow Diagram

Attachment #5 – (Insert System Name) Account Registration Instructions

	14. Signatory authorization

	 
	Business Practices:

· At initial registration, the facility representative has to sign and mail in an ESA to (Insert Local/Agency Acronym) for identity validation. (Insert System Name) provides the ability for program staff to reject applicants based on the review of the ESA.
· Once the identity is validated, the facility representative will be authorized with a “Certify & Submit” role in (Insert System Name). The system database keeps track of the most up-to-date information of authorized facility representatives. 

· Submission and signing step: See item 13a - “Determination that credential is authentic” for additional information
· Program staff can retrieve and view all the submissions made to (Insert System Name) database at any time. If they suspect any unauthorized users or submissions, (Insert description of Agency staff actions, e.g., calling the facility for verification)
· During the annual inspection process at the facility, (Insert description of inspector actions, e.g., verifying facility representative information). 

·  See Section 2: “Determination of registrant’s signing authority” for the process of deactivating an account.

	
	System Functions:
· After reviewing the ESA, (Insert System Name) system includes a “sign and submit” role that grants permission for a user to sign an application. This role is associated with a user and each facility combination for which they have signatory authority.

· Subscriber Agreement (or, ESA) documentation distributed by (Insert Local/Agency Acronym) prior to establishing user accounts includes a section describing the agreement between subscriber and (Insert Local/Agency Acronym), with the following language:

(Insert ESA language)
· (Insert System Name) allows (Insert Local/Agency Acronym) to inactivate accounts if they find the account holder is no longer an authorized facility representative. Then this facility user will no longer be able to submit any reports through (Insert System Name).


	
	Supporting Documentation (list attachments):
Attachment #1 – (Insert System Name) Subscriber Agreement Template 

Attachment #2 – Facility Participation Package

Attachment #3 – (Insert Local/Agency Acronym) (Insert System Name) System Documentation

Attachment #4 – (Insert Local/Agency Acronym) (Insert System Name) System Flow Diagram

Attachment #5 – (Insert System Name) Account Registration Instructions




	15. Procedures to flag spurious credential use

	 
	Business Practices:
1. Identity Validation at Initial Registration: when (Insert Local/Agency Acronym) receives the complete facility registration package and signed electronic signature agreement, program staff will validate the identity of that registered user. If validated and approved, program staff will approve the “sign and submit” permissions for this certifier. 
2. Intensive Audit Check and System Monitoring: 
· (Insert Local/Agency Acronym) applies intensive compliance checks and data quality audit on the submitted applications.  If (Insert Local/Agency Acronym) suspects spurious submissions, (Insert Local/Agency Acronym) has the option to suspend the user account.  
· (Insert Local/Agency Acronym) also monitors (Insert System Name) notifications of changed email address which might trigger suspicion of a compromised account. Once it is determined that a compromise has occurred, the affected account will be inactivated, preventing the user from preparing, signing or submitting any application.

· When (Insert Local/Agency Acronym) receive user’s report on activities, such as PIN being misused or compromised, program staff from EPD can revoke the account or PIN. The user will no longer be able to submit through (Insert System Name).
· Program staff from (Insert System Name) also monitors system activities closely, if they find any suspicious activities, they can contact corresponding user for further investigation.
· For example, repeated failed attempts for a specific account may indicate someone is trying to break into that account.
(Insert description of how the Agency will determine that requests to revoke or reject compromised credentials are not spurious)

	
	System Functions:
Prevention

1. Identity Validation at Initial Registration: when (Insert Local/Agency Acronym) receives the complete facility registration package and signed electronic signature agreement, program staff will validate the identity of that registered user. If validated and approved, program staff will approve the “sign and submit” permissions for this certifier. 
2. Password, PIN & Challenge Questions Protection: 

a. Newly created user’s login username and temporary password will be emailed to user's registered email address directly. The email address used for notification is the same email address written on the Electronic Signature Agreement.

b. If the user has a “Certify & Submit” role, a unique temporary PIN will also be issued through (Insert System Name) by program staff. This PIN is emailed to the facility certifier’s email address which is the same as in the ESA. 

c. Both password and PIN are temporary. User is required to change them to a permanent one at the first time usage. After the PIN or password has been changed, a confirmation email will be sent to this user immediately to verify the changes. 
d. User needs to select up to 5 challenge questions out from a library of 20 and provide answers only known to himself. 

e. Password, PIN and answers to the challenge questions are stored in an encrypted way in (Insert System Name) database. 
3. Time-Out Session Protection: (Insert System Name) has a session time-out limit of 20 -30 minutes. This limit is reset when a user moves from page-to-page. If a session is expired, the user is logged out and directed to the login page. This adds another layer of protection for the account. 
Detection

1. Failure to Provide Submission Credential: a Challenge question, randomly selected from the 5 responses must be correctly answered prior to successful submission. Submitter also needs to provide a valid PIN at submission. PIN entered by the signatory is validated by comparing against the encrypted version of the PIN stored in the database. The identified signatory is denied to make a submission if the PIN is found invalid or provide a wrong response to the challenge question. If the Certifier is unable to provide a valid PIN or answer the security questions correctly, the System will suspend the user’s Certification privilege after three failed tries.  Moreover, the System will send “Suspension” emails to Certifier’s and System program administrator's email address.

2. Submission Email Notification: 
a. For each time a PIN is used for report submission, (Insert System Name) will automatically send an email notification to the PIN holder via the email address submitted by the PIN holder on their ESA and stored in (Insert System Name) database.  

b. If the PIN holder believes that he/she did not use the PIN to submit the application, the notification will be an indication to them that their security credential might be compromised.  In accordance with the terms and conditions stated in the signed ESA, the PIN holder is responsible to notify the (Insert Local/Agency Acronym) staff to request that their security credential be reset and another temporary PIN will be re-issued.

c. When the user or program staff believes that the PIN is misused or compromised, the account or PIN can be revoked by program staff from (Insert System Name). The user will no longer be able to submit through (Insert System Name).    
3. Intensive Audit Check and Monitoring: 
a. (Insert Local/Agency Acronym) also applies intensive compliance checks and data quality audit on the submissions.  If (Insert Local/Agency Acronym) suspects spurious submissions, (Insert Local/Agency Acronym) has the option to suspend the user account.  
b. (Insert Local/Agency Acronym) also monitors (Insert System Name) notifications of changed email address which might trigger suspicion of a compromised account, as well as reports from users on suspicious activities. Once it is determined that a compromise has occurred, the affected account will be inactivated, preventing the user from preparing, signing or submitting.

4. Repeated Failed Login Attempts: (Insert System Name) logs failed login attempts. Repeated failed attempts for a specific account may indicate someone is trying to break into that account. In this case, (Insert Local/Agency Acronym) will contact the account holder for further investigate. 


	
	Supporting Documentation (list attachments):
Attachment #1 – (Insert System Name) Subscriber Agreement Template 

Attachment #2 – Facility Participation Package

Attachment #3 – (Insert Local/Agency Acronym) (Insert System Name) System Documentation

Attachment #4 – (Insert Local/Agency Acronym) (Insert System Name) System Flow Diagram

Attachment #5 – (Insert System Name) Account Registration Instructions




	CROMERR System Checklist

	16. Procedures to revoke/reject compromised credentials

	 
	Business Practices:

1. Program staff can review data of each submission in (Insert System Name) to compare with previous submissions to verify that the data passes a test for “reasonableness.” 
2. If program staff find any suspicious submissions or activities like credentials being compromised, the system provides the administrative function to allow the (Insert Local/Agency Acronym) staff to manage user's accounts, which includes 

· Activate or deactivate user's accounts, 

· Change user's security roles (from certifier to preparer or vice versa)

· Re-issue or revoke the PIN for an active (Insert System Name) user.
· To paraphrase the Subscriber Agreement (which is distributed to all prospective users of (Insert System Name)): The (Insert Local/Agency Acronym) reserves the right to suspend or revoke a regulated party’s privilege in using (Insert System Name).  Reasons for suspension include:

· (Insert reasons for suspension)
· The regulated party will be notified (Insert method of notification) that they have been suspended, the reason for the suspension, and what actions are required from the facility to be reinstated.  During the period of suspension, the regulated party will not be able to submit through (Insert System Name). If they must submit any report, they need to submit all required compliance reports or permit applications through paper and US mail.
· (Insert Local/Agency Acronym) has the right to deactivate user's account or revoke user's PIN through (Insert System Name). Once the account is deactivated or PIN is revoked, the user cannot certify or submit a report through the system.

· If a facility wants to reactivate a suspended account, it must present such request in writing to (Insert Local/Agency Acronym).  All such requests will be handled by (Insert Local/Agency Acronym) manually and outside of the system.


	
	System Functions:
1. When a user is no longer authorized to sign and submit a document, his/her role can be changed from Certifier to Preparer; or can be revoked completely. Therefore, this user will no longer be able to sign the document from (Insert System Name).



	
	Supporting Documentation (list attachments):
Attachment #1 – (Insert System Name) Subscriber Agreement Template 

Attachment #2 – Facility Participation Package

Attachment #3 – (Insert Local/Agency Acronym) (Insert System Name) System Documentation

Attachment #4 – (Insert Local/Agency Acronym) (Insert System Name) System Flow Diagram

Attachment #5 – (Insert System Name) Account Registration Instructions




	17. Confirmation of signature binding to document content

	 
	Business Practices:
(Insert Local/Agency Acronym) is using functions provided in (Insert System Name) to bind the electronic signature (PIN) to the submitted report document content.

	
	System Functions:
· PIN & Knowledge-based Validation: 

· In (Insert System Name), the final step for submitting a report electronically is to certify the Certification Statement, provide a valid PIN and answer security question correctly. 
· A PIN is saved in the database in an encrypted format along with each user account. (Insert System Name) uses the encrypted PIN to validate the PIN entered online by the submitter.  
· Responses to the 5 security questions preset by the user at account registration are saved in an encrypted way. (Insert System Name) uses the encrypted response to validate the response entered at submission by the submitter. 
· (Insert System Name) will only accept the submission when the user-entered PIN matches the encrypted PIN stored in the database, and the response to the security question is correct. Once the PIN has been validated by the system, the report will be submitted to the system. 
· Submission & Submitter Data Tracked in Database: In the database, along with the submitted file, submitter's account information, PIN and answer to the security question, as well as IP address for submission are all tracked to be associated with a submission. 

· Secure Hashing Encryption: Once the submission is received by (Insert System Name), the system will apply a secure hashing encryption algorithm known as "SHA-2”.   The SHA-2 family of hash functions has been labeled as “FIPS-approved”.  The FITS stands for Federal Information Processing Standards.  This hashing procedure will protect any alternation in the future.


	
	Supporting Documentation (list attachments):
Attachment #1 – (Insert System Name) Subscriber Agreement Template 

Attachment #2 – Facility Participation Package

Attachment #3 – (Insert Local/Agency Acronym) (Insert System Name) System Documentation

Attachment #4 – (Insert Local/Agency Acronym) (Insert System Name) System Flow Diagram

Attachment #5 – (Insert System Name) Account Registration Instructions




	CROMERR System Checklist

	Copy of Record

	18. Creation of copy of record (See 18a through 18e)

	18a. True and correct copy of document received

	 
	Business Practices:

(Insert Local/Agency Acronym) is using functions provided in (Insert System Name) to ensure that the true and correct copy of document is received. 

· (Insert System Name) stores a copy of the submission exactly the way it was received. 
· In cases where a revision is made to the submission, a new submission record is created while keeping the original submission as it is. 

· In addition, for a revised submission, a full history of previous submissions is tracked.  
· In addition, each time the submission is opened, a CRC check is performed to compare the current copy of record with which was originally submitted. This ensures document integrity.


	
	System Functions:
1. Store Copy of Submission AS-IS: 
· (Insert System Name) stores a copy of the submission exactly as it was received. 
· Along with the submission file, the following data is stored: 
· Submission ID

· Submitted by who: submitter’s legally full name, address and his/her email address

· Owner Info: owner information of the facility

· Form Detail: what form is included in the submission package

· Attachment Detail: what attachment(s) included in the submission package, and by what method (electronic / mail / other / N/A)

· Certification Receipt: certification agreement, security question, answer to the security question (encrypted), PIN (encrypted), Legally full name of the Responsible Official for the submission, Submitter’s IP address
· In cases where a revision is made to the submission, a new submission record (App ID) is created while keeping the original submission as is. 
· (Insert System Name) meets the standard for inclusion of other information necessary to record the meaning of the document. For example, the COR includes key data field labels, the XML style sheet, data and time stamp and transmission source information. The COR consists of the following information: 

· Facility Identification

· Submitter Identification

· IP address for which the submission is made

· Report data in XML (hashed)

· PIN and answer to a challenge question entered by submitter at the time of submission are both saved in encrypted version 
· Date/Time the submission is made 

· Upon submission, all of these items are hashed together to create the COR and the COR and the calculated hash value are stored in the database.

· The style sheets (and other formatting mechanisms) that are used to display the COR in a human readable format are maintained together with CORs in a manner that it cannot be tampered with. 

· In addition, a Chain of Custody (referred to as a Receipt) is stored along with each submission in (Insert System Name).

2. Keep Full Revision History: in addition, for a revised submission, a full history of previous submissions is also tracked in (Insert System Name). 
3. Secure Data Transmission Process: (Insert System Name) uses Secure Socket Layer (SSL v3.0) to ensure that the data transmission process is secure and complete. SSL provides a secured communication channel between the file sender (i.e., facility user) and the file receiver. 
4. Perform CRC Check to Ensure Document Integrity: After the file has been received by the (Insert Local/Agency Acronym) servers, CRC will be performed. In addition, every time the file is opened, a CRC check is performed to compare the current copy of record with which was originally submitted. This ensures document integrity.


	
	Supporting Documentation (list attachments):
Attachment #3 – (Insert Local/Agency Acronym) (Insert System Name) System Documentation

Attachment #4 – (Insert Local/Agency Acronym) (Insert System Name) System Flow Diagram

	18b. Inclusion of electronic signatures

	 
	Business Practices:

(Insert Local/Agency Acronym) is using functions provided in (Insert System Name) to include the electronic signature in the submitted document. 


	
	System Functions:
The electronic signature is included in the COR as described under Item 18a.
· PIN & Knowledge-based Validation: 

· In (Insert System Name), the final step for submitting a report electronically is to certify the Certification Statement, provide a valid PIN and answer security question correctly. 
· A PIN is saved in the database in an encrypted format along with each user account. (Insert System Name) uses the encrypted PIN to validate the PIN entered online by the submitter.  
· Responses to the 5 security questions preset by user at account registration are saved in an encrypted way. (Insert System Name) uses the encrypted response to validate the response entered at submission by the submitter. 
· (Insert System Name) will only accept the submission when the user-entered PIN matches the encrypted PIN stored in the database, and the response to the security question is correct. Once the PIN has been validated by the system, the report will be submitted to the system. 
· Submission & Submitter Data Tracked in Database: In the database, along with the submitted file, submitter's account information, PIN and answer to the security question, as well as IP address for submission are all tracked to be associated with a submission. 


	
	Supporting Documentation (list attachments):
Addressed under item 18a.

	18c. Inclusion of date and time of receipt

	 
	Business Practices:

See item 18a.

	
	System Functions:
(Insert System Name) includes the date and time of the submission in the COR.

	
	Supporting Documentation (list attachments):
Addressed under item 18a.


	CROMERR System Checklist

	18d. Inclusion of other information necessary to record meaning of document

	 
	Business Practices:

See item 18a.

	
	System Functions:
· (Insert System Name) meets the standard for inclusion of other information necessary to record the meaning of the document, as well as the context in which the data is provided. For example, the COR includes key data field labels, the XML style sheets, data and time stamp and transmission source information. The items included in the COR are described under Item 18a.
· For (Insert System Name), the style sheets (and other formatting mechanisms) that are used to display the COR in a human readable format are maintained together with CORs in a manner that it cannot be tampered with.

	
	Supporting Documentation (list attachments):
Addressed under item 18a.



	18e. Ability to be viewed in human-readable format

	 
	Business Practices:

Both (Insert Local/Agency Acronym) Staff and submitters can retrieve and view submitted reports through (Insert System Name) at any time. When the user clicks "View Report" button, a human-readable format of the submitted reports will be displayed on the screen.

	
	System Functions:
(Insert System Name) display the submission in human readable format. Human readable format of COR will be presented in two ways:

· A readable format that mimics the online entry form

· A readable and printable PDF format.  


	
	Supporting Documentation (list attachments):
Attachment #3 – (Insert Local/Agency Acronym) (Insert System Name) System Documentation

Attachment #4 – (Insert Local/Agency Acronym) (Insert System Name) System Flow Diagram

	19. Timely availability of copy of record as needed

	 
	Business Practices:

(Insert Local/Agency Acronym) is using functions provided in (Insert System Name) to ensure the timely availability of copy of record. 

(Insert System Name) stores a copy of submissions exactly the way it was received. In cases where a revision is made to the submission, a new submission is also available in addition to previous iterations. Both (Insert Local/Agency Acronym) Staff and submitters can retrieve and view submitted reports through (Insert System Name) at any time. When the user clicks "View Report" button, a human-readable format of the submitted reports will be displayed on the screen. The user will be able to download or print the COR online.


	
	System Functions:
· (Insert System Name) displays an online submission Acknowledgement Receipt to the user immediately after each submission is made. An example is shown in (Insert Attachment Number).

· Once the submission is made successfully, the submitter has an ability to search and view the submission details on the Submittals page. 
· Program staff can also retrieve and view submitted reports through (Insert System Name). 
· Both user and program staff can search for a particular submission(s) for a particular facility easily online, as well as can see a human readable copy of record.

· (Insert System Name) allows user to download the COR for printing or offline review. 


	
	Supporting Documentation (list attachments):
Attachment #3 – (Insert Local/Agency Acronym) (Insert System Name) System Documentation

Attachment #4 – (Insert Local/Agency Acronym) (Insert System Name) System Flow Diagram


	CROMERR System Checklist

	20. Maintenance of copy of record

	 
	Business Practices:
Typically, records are maintained for a minimum of five years. Records schedule specifying how long the copies of record must be maintained, and the programmatic bases for the schedule.
1. (Insert Local/Agency Acronym) has several ways of retaining copies of submitted records. One is at the program level and the other is via the web hosting environment backup process.

Program Level:

a. The facility submitted XML instance files (identified as the Copy of Record) are maintained in the (Insert System Name) databases. 
b. (Insert Local/Agency Acronym) anticipates (Insert System Name) to store up to (Insert number of years) years’ worth of data prior to the need for archiving.

Web Hosting Level:

a. The database server is backed up incrementally (Insert the incremental backup interval, i.e. 15-minute interval) on a daily basis, and fully on a weekly basis. 
b. In addition to Primary hosting site, there is also a Secondary hosting site in place. Frequent (Insert Backup Frequency) backup services from Primary site to Secondary site are in place to ensure no-loss disaster recovery. In case where Primary hosting site is not functional, the Secondary hosting site will be automatically brought to service. 
c. The server team will maintain one-year retention of the off-site backup tapes which can be restored upon request. 

2. A disaster recovery plan is in place for (Insert System Name):

a. (Describe procedures for disaster recovery)
3. Measures have also been put in place to both restrict access to the stored copies of record in (Insert System Name) and to prevent their alteration. 

a. For example, only those state program staff with proper authorization (user name, passwords, etc., for access to the two systems) and those certifiers/registered users in the regulated community can access records. 

b. Furthermore, each time a submission file is opened from (Insert System Name), the systems will use SHA-2 to calculate the hash value and compare it with the original calculated hash value. If they are identical, it indicates the copy of record was not altered by any means.  The program staff can then determine is any action is required.

4. Access to the stored CORs is restricted to prevent alteration.  This is done from both front and back end. 

5. While (Insert System Name) may contain multiple copies of record, for each single submission, only one copy will be kept in the system and each submission has its own unique submission ID.  As a result, each submission can be tracked accordingly and not confused with other (previous or erroneous) submissions from the same facility for the same timeframe.

6. (Insert Local/Agency Acronym) has strong security protection on system servers: 

a. (Describe physical security measures) 

7. (Insert Local/Agency Acronym) also takes multiple measures to mitigate vulnerabilities to changes by system or database administrators:

a. (Describe personnel security measures)
8. (Insert Local/Agency Acronym) maintains all the logs of changes in (Insert System Name)in a secure way:

a. Login, change of user profile (include password, PIN and security question), submission, running task services and transmission error are logged.

b. Only database administrators and system administrators can access logs via user name, passwords.

c. Only database administrators have full control (update or delete) of the logs. System administrator can only read the logs. 


	
	System Functions:
All submissions that are made to the (Insert System Name) are stored within the system in XML format as binary objects within the database. These XML files are considered the Copy of Record and are not removed from the system. Both users and (Insert Local/Agency Acronym) staff can use (Insert System Name) to view all past submissions that have been made to the systems.

All revisions are stored independently, and with their own unique Copy of Record.

In (Insert System Name), an archiving mechanism is also provided (for details, please refer to Business Practices).  (Insert Local/Agency Acronym) staff can back up their submissions periodically.  All the submitted files will be kept for at least five years.

The system will maintain the COR in the database. This database system is SQL production database environment. This database environment is a highly redundant database environment and the data in this environment is backed up with two different backup methods. (Describe backup measures)
Access to the stored CORs is restricted to prevent alteration.  This is done from both front and back end. 

a. Front End – The COR cannot be changed (i.e., even by authorized facility/industry reps).  The database cannot be accessed by anyone except the (Insert Local/Agency Acronym) program staff/database administrators.  

b. Back End – The database administrator is the only person who is responsible for maintaining the database and they are instructed to not make changes to the content of the database, including the COR. (Insert description of any additional back end security measures, or revise as necessary)

	
	Supporting Documentation (list attachments):
Attachment #3 – (Insert Local/Agency Acronym) (Insert System Name) System Documentation

Attachment #4 – (Insert Local/Agency Acronym) (Insert System Name) System Flow Diagram
Attachment #6 - (Insert State Name) State Government IT Policies, Standards, and Guidelines

Attachment #7 – (Insert State Name) State Uniform Electronic Transaction Act

Attachment #8 – (Insert Local/Agency Acronym) IT Resources User Security Agreement



1
*NOTE: Each of these examples provides an approach that could help satisfy the associated CROMERR requirement.

Adopting a suite of these example approaches does not guarantee that EPA will find the resulting system to satisfy the CROMERR standards.
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