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	CROMERR System Checklist

	Item
	GENERAL NOTE:  This checklist is provided as a template to authorized programs implementing the LinkoExchange system. Local control authorities implementing this system require review and approval by EPA under CROMERR Part 3. An indirect regulated utility may require approval by the state regulatory agency.  This checklist describes implementation of the LinkoExchange system.  The control authority must provide additional detail where indicated in blue text.  Also, where a control authority chooses to deviate from the system as described in this application, those deviations must be described in the checklist below.  It is generally helpful in EPA’s review of your application if you mark deviations from the template in text that is of a different color.

	Registration (e-signature cases only)

	1. Identity-proofing of registrant

	 
	Business Practices:
(Insert Local/Agency Acronym), per CROMERR 3.2000(b)(5)(vii)(C), will utilize a signed Subscriber Agreement. Subscribers will be able to apply electronically and complete the process using a physically submitted certification that has been witnessed by an independent party. See attachments (List names of Local/Agency Subscriber Agreement and any supporting documentation for business processes for registration that are submitted as attachments)
(Insert Local/Agency Acronym) will launch the program by notifying regulated entities of the availability of the (Insert System Name) system for electronic submittal. The notification will include an overview of the processes and instructions on how to register and apply for an electronic signature validation key.

The instructions will direct subscribing entities to the (Insert System Name) website where they will supply the basic required information including challenge questions (5 required from a list of 20) and 2 security questions. Initial registration and validation will take place, after the subscriber is notified via email of approval, they may proceed with the process of validating their account and creating their electronic signature. Upon registration, the password value will be hashed and stored for future validated account access. (The raw password value will not be stored within the (Insert System Name) system.)

After registration is complete, the subscriber may log in to the system and proceed with the subscription process. The subscriber will be directed to print a paper copy the subscriber agreement which will include signatures from both the subscriber and the authorizing company official\witness. The subscriber agreement will then be mailed (Insert Local/Agency Acronym).

(Insert Local/Agency Acronym) will review for accuracy and completeness including comparison of the signature to previously submitted (paper) records and information received during previously completed physical site inspections. As necessary, (Insert Local/Agency Acronym) will conduct an investigation to validate the identity of the applicant and the relationship to the regulated entity.

When approved, (Insert Local/Agency Acronym) will issue an email to the subscriber with the signature validation key hashed and embedded into an URL for a limited time validation opportunity to complete the registration and signature process (see 3. Issuance (or registration) of a signing credential in a way that protects it from compromise for further details)

Notes: Subscriber must (a) be an established facility location considered under (Insert Local/Agency Acronym)’s, regulatory umbrella,

(b) have a valid email address will be required for electronic submission in all cases and

(c) be permitted or allow physical site inspection and optional signatory validation from (Insert Local/Agency Acronym).



	
	System Functions:
1. a web-based link to:

a. register and download and/or print the subscriber agreement

b. enter challenge questions/answers and provide password

b. instructions for subscriber form completion

c. follow-up actions after submittal and validation



	
	Supporting Documentation (list attachments):
(Attach copy of Local/Agency Subscriber Agreement)
(Attach any supporting documentation for business processes for registration)


	1a. (priority reports only) Identity-proofing before accepting e-signatures

	 
	Business Practices:
Identity-proofing will be performed using a Subscriber Agreement.

(Insert Local/Agency Acronym)  will complete the subscriber agreement process before accepting electronically signed reports from a submitter. Identity proofing will consist of:

· Receipt of a valid, signed in ink and witnessed agreement (paper document).

· Confirmation with investigation as needed by (Insert Local/Agency Acronym).

· Subscribers consist of permitted industrial users. (Insert Local/Agency Acronym) is required to inspect these locations and can physically confirm identities as needed

· Issuance of a validation key required to certify use.

· An electronic signature (e-signature) created using (Insert System Name) shall be required for acceptance of priority reports (and all documents accepted through the system).


	
	System Functions:

(Insert System Name) will not allow a user’s electronic signature device to sign any electronic documents until the Subscriber Agreement has been received and verified by (Insert Local/Agency Acronym).

As part of the registration process, the subscriber will have to set a password for account access requiring 8 or more characters and contain a combination of numbers and mixed case letters. The password shall be hashed, its value stored and a validation key provided to create the electronic signature.

The validation key is sent to the subscriber. That key must be used by that subscriber only within 14 days to complete the registration and identity proofing process. If not activated within 14 days, the key will automatically become invalid and the application must be re-processed to continue. 

Successful combination of user credentials, password and challenge question/answer (i.e., e-signature) are required for submittal of any document or report.

	
	Supporting Documentation (list attachments):
(Attach copy of Local/Agency Subscriber Agreement)
(Attach any supporting documentation for business processes for registration)


	1b. (priority reports only) Identity-proofing method (See 1bi, 1bii, and 1b-alt)

	1bi. (priority reports only) Verification by attestation of disinterested individuals

	 
	Business Practices:
Use alt Subscriber Agreement alternative and witness.

(Insert Local/Agency Acronym) will require the signatory to use a witness as a disinterested party and permanently store an image the agreement in (Insert Local/Agency Acronym) Electronic Document Management System (as referenced by the rule 3.2000(b)(5) (vii) (A) – (C)).

After the subscriber completes the signature agreement, with the signature independently witnessed, it may be accepted or can be confirmed through inspection by (Insert Local/Agency Acronym).



	
	System Functions:

N/A – use 1b-alt Subscriber Agreement alternative 

	
	Supporting Documentation (list attachments):
(Attach copy of Local/Agency Subscriber Agreement)
(Attach any supporting documentation for business processes for registration)
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	1bii. (priority reports only) Information or objects of independent origin

	 
	Business Practices:
N/A – use 1b-alt Subscriber Agreement alternative

	
	System Functions:
N/A – use 1b-alt Subscriber Agreement alternative

	
	Supporting Documentation (list attachments):
N/A – use 1b-alt Subscriber Agreement alternative


	1b-alt. (priority reports only) Subscriber agreement alternative

	 
	Business Practices:
(Insert Local/Agency Acronym)’s implementation of (Insert System Name)  to accept electronic documents in compliance with the CROMERR rule is based on the subscriber agreement alternative of the federal rule. (Insert System Name)  is designed around secure infrastructure, including electronic signatures attached to submittals. (Insert Local/Agency Acronym) will collect and retain all paper documents (Electronic Signature Agreements, etc.) for permanent and secure storage into its (Insert Database Name), and perform verification and investigation of the validity of the signatory and subscriber agreement through (Insert Local/Agency Acronym). The system will issue a validation key as part of identify proofing and as described in 1a. above and in Item 3 below. Validated individuals will be able to apply electronic signatures to their report submittals.


	
	System Functions:

Per the rules in CROMERR, a Subscriber Agreement is “an electronic signature agreement signed by an individual with a handwritten signature”. A validated (Insert System Name) user will have completed the signatory process to gain access to the report submission system. A separate Subscriber Agreement is required for each user of a permitted facility who is requesting report-signing privileges.

The online form will require, at a minimum, the following information from the registrant:

1. Full name and Official Title

2. Name, address, and phone number of the company who owns the facility

3. Email address. The subscriber will be required have a valid email address.

4. Independent Witness Name, Signature and Title of the Witness.

The Subscriber Agreement will include language, in the first person, stating that, by signing, the registrant agrees to the following terms:

I, _____________________,

(1) understand and agree to submit self-monitoring data required by the Industrial Wastewater Discharge Permit, referenced above, through electronic format, and I agree that the electronic signature shall serve as a legally enforceable signature in the same manner as an original signature on a paper document pursuant to the provisions of  (Insert legal authority code\law reference).
(2) Agree to protect the security of my password and system credentials from compromise and shall take all necessary steps to prevent its loss, disclosure, modification, or unauthorized use.

(3) Understand and agree that I will be held legally bound, obligated, or responsible for my use of my electronic signature as I would be using my hand-written signature in submitting an electronic document to the (Insert System Name) system.

(4) Agree to report to (Insert Local/Agency Acronym) within 24 hours of discovery, any evidence of loss, theft or other compromise of my electronic signature.

(5) Agree to notify (Insert Local/Agency Acronym) if I cease to represent the regulated entity specified above as signatory of that organization’s electronic submissions to the (Insert System Name) system as soon as this change in relationship occurs and to sign a surrender certification at that time.

The registrant will print, sign, and mail the Subscriber Agreement to (Insert Local/Agency Acronym). The registrant’s electronic signature will not be able to sign electronic documents until (Insert Local/Agency Acronym) has received the SA and verified the information.



	
	Supporting Documentation (list attachments):
(Attach copy of Local/Agency Subscriber Agreement)
(Attach any supporting documentation for business processes for registration)

	2. Determination of registrant's signing authority 

	 
	Business Practices:
The subscriber agreement explicitly authorizes the individual to submit legally binding reports by the company official. It is the responsibility of the authorizing company official to assign the correct individual to submit reports and notify (Insert Local/Agency Acronym) of any change in relationship of the individual with the entity. (Insert Local/Agency Acronym) will also verify the registrant’s signing authority during routine inspections of facilities. Inspections will be scheduled to include verification of all reporting facilities no less than annually.


	
	System Functions:

N/A

	
	Supporting Documentation (list attachments):
(Attach copy of Local/Agency Subscriber Agreement)
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	3. Issuance (or registration) of a signing credential in a way that protects it from compromise

	 
	Business Practices:

Completion of the subscriber registration process will protect the signing credential from compromise: 
To possibly compromise and submit or view data, a malicious user would have to know the subscriber’s password, intercept the email with the validation key, know the correct answer to the (one of five) randomly posed challenge questions, be able to access (Insert System Name) prior to the intended registrant to validate the login and would have to know all of the users login credentials. The fact that a malicious user is interfering with the process would also be identified when the real subscriber is notified that their electronic signature is being used and data submitted. At that point, the real subscriber would contact (Insert Local/Agency Acronym) to take action. 
See attachment (Registration Process Diagram).



	
	System Functions:
The system will use an electronic signature defined as a combination of username, password, and challenge question/answer. 
Signing credentials are maintained for current and inactive users. Hashes of the credentials are associated with each user’s record, dates of when credentials are/were valid is also stored with user credentials. The history is permanently maintained within the system, inactive credentials are not allowed to be deleted from the system

Credentials are protected from alteration/deletion through system design. System administrators may not alter or delete. The system ((Insert System Name) website and database) will not allow remote database access to agency staff or system operators.

The read-only log will contain history of changes to credentials as well as other logged data (report submission, receipt validation, login attempts\failures, etc.)
The completed subscriber agreement will contain language requiring users to protect their signing credential, not to share it with anyone else, and to report any compromise to (Insert Local/Agency Acronym). Each time a report submission is “signed” the signatory will be asked to agree again to the same language.

Signatory Rights Request

1. The validation key will be automatically generated by (Insert System Name) through the use of an algorithm that generates a secure unique key called a globally unique identifier (GUID). A GUID is a unique reference number used as a system wide unique identifier. The system design/function will not allow duplicate keys to be issued. The signature will be bound to the account using the subscriber’s hashed password. The password itself is not stored in the system. The GUID will be hashed using a hashing algorithm (SHA-256). That hash will be used as the validation key.

2. (Insert Local/Agency Acronym) will email the subscriber the hashed validation key contained in an URL. The URL will include the validation key that allows (Insert System Name) confirm the subscriber. The registrant will have 14 days activate the account otherwise, the validation key will become unusable, and the user will have to restart the signatory rights request process.

3. Upon clicking the URL in the email, the registrant will be taken to a secure verification page (encrypted via either Secure Sockets Layer protocol v3 or Transport Layer Security protocol v1.x). (Insert System Name) will verify the validation key and immediately challenge the user with one of the five challenge questions (using the 20-5-1 approach, as identified by CROMERR) answered by the subscriber during the registration process. The password provided at the time of credential issuance must be changed on first login. The user must login and answer challenge questions prior to making any changes to credentials or passwords.
4. The presentation of a challenge question to the user responding to the validation key email will provide another layer of authentication: incorrect response after being presented questions may indicate a security issue (malicious user)

5. Users do not have unlimited attempts. All (failed) login attempts are logged and tracked. Users must enter both the password and the challenge question answer correctly. Users have 3 attempts to provide a correct password. For challenge questions, users will be presented with a 2-2-1 sequence. The first question randomly presented will allow 2 failures, after which a second randomly selected question (not the same one) will allow 2 failures. Then a third questions will be presented and allow 1 failure, after which the account is locked. If the subscriber enters the wrong answer to the posed challenge questions presented after this 2-2-1 sequence, the following will occur:

i. The verification process will be locked automatically;

ii. An notification will be sent to the subscriber acknowledging (a) and instructing (d);

iii. System Administrator will be notified; and

iv. The subscriber must contact (Insert Local/Agency Acronym) to continue, if (Insert Local/Agency Acronym) can verify the subscriber by referencing security questions (not the challenge questions described above; these are separate security questions available to (Insert Local/Agency Acronym) staff), site inspection records or by physical identification review (e.g. valid photo I.D.) then the account will be unlocked. If the user cannot be verified, the account will be permanently deactivated and the registration process must be resubmitted.

6. Verified accounts will not be allowed to sign reports until the system administrator manually grants the account signatory rights.

Storing Passwords and Answers to Challenge Questions

1. The registrant’s password and his/her responses to the challenge questions will be stored in the database as a value calculated using a secure hash algorithm (specifically SHA-256). By design, one-way hash functions prevent the re-creation of the pre-hashed data given just the hash. While the hashes of any two distinct values might be the same (defined as a collision), the likelihood of such collisions is rather remote. Using hash algorithms significantly reduces the possibility of anyone reverse engineering a given user’s password or challenge question responses by gaining access to the database.

Challenge Questions

1. (Insert System Name) will require all users to provide the answer to five (5) out of twenty (20) challenge questions at the time a registrant requests signatory rights for reports. Registrants will not be allowed to choose the same challenge question more than once as one of their 5 required questions. The use of Primary Keys and system design will enforce this requirement.

2. All interactions with (Insert System Name) across the Internet will require the use of encryption via Secure Socket Layer (SSL) protocol v3 or Transport Layer Security (TLS) protocol v1.x, so the risk of interception is minimized. The list of available questions will be provided by (Insert Local/Agency Acronym). The questions will be chosen such that the expected answers should be common knowledge only to the user, and not otherwise readily available to (or easily guessed by) other people. Example questions may include: “The name of elementary school attended” or “The town I was born in”. The answers to each question must be unique, that is the same answer cannot be used for more than one question. The system will not allow the same question to be selected more than once by design – a primary key will be associated with each question. Once a question is used, it will no longer appear in the list to be selected. The questions will be stored in plain text. The answers will be hashed using the SHA-256 algorithm. Wherever the user is required to provide the answer to a challenge question, (Insert System Name) will randomly choose one of the challenge questions on file for the user. Each question will be numbered 1-5 and a randomize function will be used to order the questions prior to the first question being presented, for this session, the questions are presented in the (randomized) determined order. The answer provided by the user will be hashed and compared to what is stored in the database.

Security Questions

1. (Insert System Name) will require all users to provide the answer to two (2) out of twenty (20) security questions at the time a registrant establishes their account. The remaining 15 questions not used for challenge questions will be available for use as security questions. Registrants will not be allowed to choose the same security question more than once. Security questions will be stored with the user credentials and be accessible (read only) by the (Insert Local/Agency Acronym) system administrator and used to confirm identity to unlock an account.

Changing Passwords and Account Information

1. Subscribers will be able to change their password, challenge questions, and security question answers at any time through (Insert System Name). Users will have to re-enter the account’s password and answer the randomly posed challenge question prior to changing any account information. Successful login and challenge questions must be answered prior to making any changes.

2. (Insert System Name) will require users to change their password after a system administrator specified time period to something that has not been used for the last 10 passwords. Account Lockout will occur if the password has not properly been maintained.

3. A subscriber will be able to update their phone number and email address. Since login in required to make updates, no one but the user holding the user ID, the password, and the answer to a randomly posed challenge question will be able to make such changes. Notification of any updates (e.g., changes to email addresses) will be sent to the subscriber (both their new and old email addresses) and the system administrator. If a user updates any information, they may not submit any new reports in the same session; changes to an email in the same session would be considered a security breach; users will be required to logout before proceeding with report submission.

Account Lockout

2. An account will be locked, preventing user login, after three (3) consecutive unsuccessful attempts either to login with the correct user ID and password combination or to answer the posed secret challenge question correctly.

3. If a subscriber forgets his/her password, he/she can will be able to use the “Forgot Password” link on the login page to initiate the account unlocking procedure that follows:

i. The user will be presented with a challenge question, if this is answered correctly, the users will be prompted to enter his/her user ID and corresponding registered email address.

ii. If the user ID and email address match the account information correctly, the user will be emailed a new temporary password that has been generated by the system. The user will have 14 days to login and validate the new credentials.

iii. When logging in with the new (temporary) password, the system will require the user to change the password. (Insert System Name) will provide notification of all password changes.

4. Once the account is locked:

i. The account will be restricted from login.

ii. A notification will be sent to the subscriber to notify him to the change in account status.

iii. If the account is locked due to unsuccessful login attempts (failed password verification), the user will be able to have the account unlocked by contacting (Insert Local/Agency Acronym) or using the “Forgot Password” link from the login page.

iv. When unlocked, user will be emailed a temporary password that allows access but requires users to answer a challenge questions to enter new password.

v. If the system is locked due to a failed challenge question, the user must contact (Insert Local/Agency Acronym) and provide physical identification or reapply for account access.

vi. As deemed necessary, (Insert Local/Agency Acronym)will investigate these situations. Depending on the result of the investigations, (Insert Local/Agency Acronym) may ask the user to re-register as a preventive action against security breaches.
vii. A notification will be sent to the system administrator describing the potential problem.


	
	Supporting Documentation (list attachments):
(Attach copy of Registration Process Diagram)

	4. Electronic signature agreement

	 
	Business Practices:
(Insert Local/Agency Acronym) shall use a Subscriber Agreement, identified as “an electronic signature agreement signed in ink by an individual with a handwritten signature”, and witnessed for priority reports as well as non-priority reports. The Subscriber Agreement, as provided in attachment “(Attach copy of Local/Agency Subscriber Agreement)” will include language “to protect the security of my password and system credentials from compromise and shall take all necessary steps to prevent its loss, disclosure, modification, or unauthorized use”. 
The electronic signature agreement itself lays out the legal requirements that are assumed by the individual signer, and direct statements regarding the importance of protecting the validation key and answers to challenge questions from compromise, agreeing (again) to these statements are required with each submission through (Insert System Name). 
(Insert Local/Agency Acronym) will store documents electronically by scanning the paper documents. Paper (wet-ink) documents will be physically archived for the required time by (Insert Local/Agency Acronym). 
Only (Insert System Name) System Administrators or (Insert Local/Agency Acronym) management will have access to the area in the document management system where subscriber agreements are stored. This access is secured by user electronic user access rights and is read only. 
Physical documents on site are in locked file cabinet with access by (Insert Local/Agency Acronym) employees only for a period of 5 years. Physically archived documents may not be retrieved without system administrator approval. 
Archived documents are retained based on a schedule set when the documents are physically archived. For (Insert Local/Agency Acronym) this will be set to 5 years. When archived documents storage time has expired, documents are destroyed (shredded).



	
	System Functions:

(Insert System Name) will provide the legal requirements and statements regarding the importance of protecting the certificate, private key and answers to challenge questions from compromise to the submitter both at the time of application and prior to each submission (e-signature) while using the system.



	
	Supporting Documentation (list attachments):.

(Attach copy of Submission Process Diagram)
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	Signature Process (e-signature cases only)

	5. Binding of signatures to document content 

	 
	Business Practices:

(Insert Local/Agency Acronym) will require a valid electronic signature to be bound to all documents requiring electronic signature when they are submitted through (Insert System Name). 

§ 3.2000(b)(5)(iv) of CROMERR requires that the signatory be presented with an attestation at the time of signature. The user attests by agreeing to the signature certification statements and electronically signing the document for each submitting the report. 

The electronic signature (e-signature) along with the date and time of submission, contents of the document(s) submitted, any applicable template, form or XML schema used to present the document(s) are all hashed and stored together as the permanent copy of record.



	
	System Functions:
The signature process will be a multi-step. See attachment (Attach copy of Signature Process Diagram) for process flow. (Insert System Name) allows users to submit multiple reports within a single transaction and will allow users to upload supporting documentation (attachments) to be associated with the reports. (Insert System Name) will create a unique Copy of Record (COR) for each report submitted (with or without supporting documents). Each COR will be bound to the electronic signature. The process that will be used to create the COR, the additional detail for the process described in the flowchart, and the process of handling attachments are outlined below.

Data Record

A data record will be created for each submitted report. Depending on the report and content submitted, the data document that is part of this data record may be an attached file, xml string or a system managed pdf (form). The data document will be stored in the (Insert System Name) database as a BLOb, a binary large object file type, which is a collection of binary data stored as a single entity. At a minimum, the data record will include:

1. All the user-provided data included in the report.

2. A representation of the user’s acceptance of the Legal Certification Statement displayed during the signing process (see Item 7 - Opportunity to review certification statements and warnings)
3. Hashes of each attached data document

4. Any applicable XML Schema, Template, Form used to present the data to the user

5. Metadata about each attached data document (e.g., name, type, etc.)

Verification

1. The user must agree to the certification statement displayed during the signing process (see Item 7 - Opportunity to review certification statements and warnings)

2. (Insert System Name) will randomly choose one of the five (5) challenge questions on file for the user’s account. The user will enter the account’s password and provide the correct answer to the randomly posed secret question in order to sign the selected REPORT(S). Account locking rules will apply.

3. Notification will be sent to the signatory after the signature has been bound to the Data Document.

Hash Algorithm

(Insert System Name) will use the SHA-256 algorithm to generate all hash values.

Confirmation

Included with the signatory notification will be a link (or through normal login) to see the receipt confirmation and review the report data.

Submission Receipt Record

A record of receipt will be created for each report that is submitted. This receipt a summary of the data record and will include the following information:

1. Confirmation Number

2. Hash of all the combined Data Document(s)

3. Date/Time of the submission

4. Identifying information from the signing account, including, at a minimum:

5. The user’s full name

6. Account Login (“Account Login” is the Login ID of the user. Its purpose is another parameter in the submission receipt in addition to the name of the person signing the document.)

7. Email Address

8. Lock (from COR below)

9. IP of submitting computer

Copy of Record (COR)

The COR is single field in the database and is stored as part of a COR data record in the (Insert System Name) database and consists of:

Locked Document – content of each data document combined together

Locked Document Schema –Any XML schema(s), form(s), template(s) or other information used to present the data to the user combined together

Lock – hash of submitters electronic signature
Submission date/time

These items are combined and hashed then stored in the COR Data record as the COR.

Other meta data that will be stored with the COR Data record include: Industry submitting report, user submitting report, etc.

The COR data record is available for review by the user. The COR can be requested for viewing and printing using the (Insert System Name) system and will be presented in a human readable format and contain the confirmation number and Lock reference. Each report submitted will be presented in its own format to the user. (See Data Record listed above).

Tampering with the COR is protected using tightly controlled system access and design. No (Insert Local/Agency Acronym) staff will have physical or remote access to the systems inner workings or the database. All access to the system will be through the (Insert System Name) user interface only and no functionality will exist to modify a COR. (Insert Local/Agency Acronym) users and (Insert Local/Agency Acronym) system administrators will only have read only access to CORs and no direct access to the database where COR’s are stored.



	
	Supporting Documentation (list attachments):
(Attach copy of Signature Process Diagram)

	6. Opportunity to review document content

	 
	Business Practices:
There are two scenarios associated with this function. In the first scenario, data or a report prior to submission and data or a report after submission.

1) Data may be uploaded and entered in “data entry mode” and retained in the system (prior to submittal). Reports with data entered may be reviewed and presented in human readable format from the signatory/submission screen. It will be represented in the same file format (e.g. XML that the final bound and secure COR data document will use. These reports may be printed and will appear identical to the final COR with the exception of no confirmation and signature. Areas of the report may be missing data (still during data entry process) will be presented as blank.
2) After submission, the COR is available for review after confirmation as been sent to the signatory.


	
	System Functions:
During the signing and submission process (See Item 5 - Binding of signatures to document content), the user will be presented with a verification web page. The data will be displayed in a manner that provides the user the opportunity to review and or print the report record. The report may be displayed in a summary format or expanded for detail review.
After confirmation and submission process, the signatory will be notified of confirmation and receipt. A link will be provided to review the report or the user may login any time to see historically processed reports.  Reports will be presented in a human readable format See Item 18e – Ability to be viewed in human readable format.


	
	Supporting Documentation (list attachments):
N/A

	7. Opportunity to review certification statements and warnings

	 
	Business Practices:
Prior to signing and submitting the report (data) for acceptance the user will be presented signatory page with the certification language (same language as found on the subscriber application) and requiring them to check a check box attesting that he or she has read and agreed to the attestation statement. Once they have checked the box, the submitter is then allowed to complete the report submission process.

	
	System Functions:
During the signing and submission process (See Item 5 - Binding of signatures to document content), the user will be presented with a verification web page. The verification web page will include:

1. Information in Item 6 - Opportunity to review document content.

2. A footer outlining criminal penalties that may be applied for falsifying information.

3. A certification statement (in the first person) stating the user:

I ___________________, the user,

(1) understand and agree to submit self-monitoring data required by the Industrial Wastewater Discharge Permit, referenced above, through electronic format, and I agree that the electronic signature shall serve as a legally enforceable signature in the same manner as an original signature on a paper document pursuant to the provisions of (Insert State/Local Legal Code).

(2) Agree to protect the security of my password and system credentials from compromise and shall take all necessary steps to prevent its loss, disclosure, modification, or unauthorized use.

(3) Understand and agree that I will be held legally bound, obligated, or responsible for my use of my electronic signature as I would be using my hand-written signature in submitting an electronic document to the (Insert System Name) system.

(4) Agree to report to (Insert Local/Agency Acronym) within 24 hours of discovery, any evidence of loss, theft or other compromise of my electronic signature.

(5) Agree to notify (Insert Local/Agency Acronym) if I cease to represent the regulated entity specified above as signatory of that organization’s electronic submissions to the (Insert System Name) system as soon as this change in relationship occurs and to sign a surrender certification at that time.

Footer txt:
I certify under penalty of law that this document and all attachments were prepared under my direction or supervision in accordance with a system designed to assure that qualified personnel properly gathered and evaluated the information submitted. Based on my inquiry of the person or persons who managed the system, or those persons directly responsible for gathering information, the information submitted is, to the best of my knowledge and belief, true, accurate and complete. I am aware that there are significant penalties for submitting false information, including the possibility of fines and imprisonment for a knowing violation.


	
	Supporting Documentation (list attachments):
N/A
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	Submission Process

	8. Transmission error checking and documentation

	 
	Business Practices:

All data transmission across the Internet, the (Insert System Name) system, will require the use of encryption via Secure Socket Layer (SSL) protocol v3 or Transport Layer Security (TLS) protocol v1.x. The signed document will include a hash value. In the event of a transmission error on electronically signed documents, the document content would change which in turn changes the hash value, invalidating the e-signature, and subsequently the document as well.

For any document submitted, regardless of the presence of an e-signature, the SSL or TLS underlying protocol stack would detect changes between the communication end points, perceive those changes as corruptions and invalidate the document (changes in the encrypted document will cause decryption to fail).

Any transmission errors will invalidate the signed document, and will cause transfer protocol to fail which in turn result in the failure of the receiving process.

Transmission errors and failures are treated as underlying network and infrastructure error. (Insert System Name) itself does not receive invalid transmissions, as these are prevented by the underlying infrastructure.

Finally, for any reason, if the signature on the report does not match the user currently logged onto (Insert System Name), the report is treated as invalid and rejected. A notification detailing the reason for rejection is sent to both the submitter and the system administrator. A record (attempt logged) of the invalid submission attempt is also created and stored. If a submission record is not successfully received, its status will not be change to submitted\accepted and no confirmation notice will be sent. Depending on the point of failure, a failure notice will be sent.

	
	System Functions:
See Item 5 - Binding of signatures to document content for the submission process and more detail on how the submission process protects against alterations once it has been received.

The integrity of the submission is protected in the following ways:

1. No alteration of the document content will be allowed during transmission or after it is received.

2. (Insert System Name) will rely on the standard TCP/IP over Ethernet technologies, which the internet currently uses as the transfer mode for all data. In the event of a transmission error on a document, the document content would change, which in turn would change the hash value, thereby invalidating the document. Further, all interaction with (Insert System Name), from initial application for an account through submission and review of documents, will be secured via SSL (v3.0) or TLS (v1.x). For any document submitted, the underlying transfer protocol stack will detect changes between the communication end points, perceive those changes as corruptions and invalidate the document (changes in the encrypted document will cause decryption to fail). Any transmission errors will cause transfer protocol to fail, thereby causing the receiving process to fail. The (Insert System Name) target database ((Insert Database Name)) will not receive invalid transmissions. Transmission errors and changes in transmissions will be handled by the protocol stack on the server, and invalid uploads and transmissions will therefore not be received. The protocol failure itself will be logged in the web server logs on the host server. This error is considered an insecure log item (not requiring security, no user or data information is logged) – the user’s attempt to transmit data will fail and no confirmation will be or notification received. An example of this would be if the network connection of a user’s computer dropped.

3. (Insert System Name) will use only encrypted HTTP sessions (HTTPS) for conducting business transactions via SSL v3.0 and TLS v1.x. These protocols provide for encrypted application messages to be exchanged between client and server. As every data record must be successfully decrypted on the server using the negotiated key in order for the connection to remain viable, the integrity of the received data record will be ensured. If data is found to be corrupted during transmission (i.e., the server decryption fails) the protocol will retransmit automatically.

4. If a transmission error is due to a drop in connection (network failure) the user will not receive a notification. The system administrator may be notified by the server/service if the failure is on the server side. As this is a web based application, passive in nature, this type of transmission failure cannot be included in a notification to the users. If a transmission error is due to corruption of data record, the user will receive a notification. See 12. (e-signature cases only) Automatic acknowledgment of submission.

5. The submitter will get a notice when a report is received by (Insert System Name). If the submitter does not receive a confirmation notice, it is a possible indication that the report might not have been received, the record status will not change. The submitter can attempt resubmission or may alert the system administrator, who will then investigate the problem.

6. No updates to the data document will be allowed at any time during or after the submission process.

7. The data document and all attached files will be included, without alteration, in the COR. This inclusion ensures that the COR will contain the same data, as what the user was given the opportunity to review (see Item 6 – Opportunity to review document content).

8. The submitter will have the opportunity to review the data during data entry, prior to submission and after confirmation of receipt.

	
	Supporting Documentation (list attachments):
(Attach any supporting documentation for the signature or submission processes.)

	9. Opportunity to review copy of record (See 9a through 9c)

	9a. Notification that copy of record is available

	 
	Business Practices:

After submission, the COR is available for review after confirmation as been sent to the signatory process (see Item 6 - Opportunity to review document content)

	
	System Functions:
Submitters will be provided email notification and be able to review Copies of Record (CORs) in multiple ways:

1. The submitter will be automatically sent a notification after each submission containing information on how to access the COR.

2. Submitters will have the ability to view the COR for any signed reports at any time using (Insert System Name). This ability to view CORs will be documented in the system help and user manual (see Item 9c - Providing the copy of record).
CORs are read only and may not be deleted.

Example of Notification Email

Subject: Electronic Reporting Confirmation of Receipt

Dear (user):

Your electronic report submission (report title) on (date/time) to the (Control Authority) was received and is under review. You may review your status and submitted report by clicking the following link: https://userconfirmationlinktoreport.

You will be required to login and confirm your credentials to review the data and will be notified of any change in status to the report.

If you feel you have received this email in error or that this submittal was by someone other than yourself, please immediately contact the (administrator) at the (Control Authority) at (contact information).


	
	Supporting Documentation (list attachments):
N/A

	9b. Creation of copy of record in a human-readable format

	 
	Business Practices:

After submission, the COR is created and bound to the signature and confirmation data records.

	
	System Functions:
See Item 5 - Binding of signatures to document content for information on what is contained within the COR. The COR is a complete data record which will contain all the appropriate information for the submitted reports and their associated display format.

	
	Supporting Documentation (list attachments):
N/A
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	9c. Providing the copy of record

	 
	Business Practices:
Users of (Insert System Name) will have access to review historically submitted reports and will be provided email notification with a link to view each submitted COR.

	
	System Functions:
(Insert System Name) will create the COR data record during the submission process. See Item 5 - Binding of signatures to document content for more information on the process for creating the COR and the contents of the COR. Signatories will be notified of the COR after a submission has been validated. The notification will include instructions for viewing the COR. All users with appropriate signatory access to a facility will be able to view historically submitted CORs by logging into (Insert System Name) and searching for the COR. CORs will be read only and may not be deleted.

	
	Supporting Documentation (list attachments):
N/A

	10. Procedures to address submitter/signatory repudiation of a copy of record

	 
	Business Practices:
The reasons a user might repudiate a COR include:

1. The Data Document submitted is in dispute.

2. The user did not submit the Data Document.

Users can repudiate as they see fit but repudiation must occur within 30 days of original submittal.

For documents requiring electronic signature, any signatory of or any verified submitter for the regulated entity may request repudiation after a submitted report has been signed.
(Insert Local/Agency Acronym) will investigate all requests for repudiation received via (Insert System Name) within the 30 day timeframe, submitted by valid electronic signatories. Submitted data and log records will be reviewed per the repudiation request. The status of the data/report will be changed from ‘In repudiation’ to ‘accepted’ or ‘rejected’ based on the investigation.
Once a report has been submitted and COR created it cannot be edited\updated. Repudiation does not alter data, only the status of the data. Repudiation requests can only be made by validated electronic signatories.
Users are not restricted in the number of reports or frequency of submissions. However, users cannot submit multiple versions of a submission without repudiation. Users may submit permit required data in part or in whole, but may only repudiate whole submissions.

	
	System Functions:
1. The notification the signatory receives after submitting a report will contain a link to view a COR or users may view historical CORs.

2. On the review screen of a COR, a link to submit repudiation will be available, when activated, (Insert System Name) will send the system administrator a notification of the repudiation. A notice shall also be provided to the user.

3. The system administrator will flag the report’s repudiated status during the process.

4. A report will be considered In Repudiation while its status is repudiated.
5. Once a report has been flagged as repudiated, the original submitter and the requesting signatory will receive a confirmation notice from (Insert System Name) acknowledging that the submitter can then resubmit the document (with any changes) for re-signing. In this manner, the entire “history” of each signed report, including modifications, will be documented. All the previous versions of the COR (including the original and all subsequent corrections) will be retained, but only the last signed COR in a non-repudiated status will be considered the actual Copy of Record.
6. Users may not send multiple versions of the same report without repudiation of the prior submittal.

7. A user may not repudiate a portion of a submission, only the entire report.



	
	Supporting Documentation (list attachments):
N/A

	11. Procedures to flag accidental submissions

	 
	Business Practices:
If a user determines that he/she accidentally signed and submitted a report, the submission will be able to be corrected by following the repudiation process (See Item 10 - Procedures to address submitter/signatory repudiation of a copy of record for the repudiation process).

	
	System Functions:
(Insert System Name) will allow users to modify report data in (Insert System Name) until there are signed and submitted, at which time no future changes are allowed. Users may resubmit reports or simply have submitted reports status changed (to In Repudiation) by using the repudiation process.

(Insert System Name) will also provide the following mechanisms to prevent accidental submissions:

1. (Insert System Name) will perform a Quality Assurance (QA) analysis on each report to validate that all required data points have been provided and all analytical data requirements have been met. Only report data that pass the QA analysis or where users acknowledge exceptions will be accepted for submission.

2. Users will be given the opportunity to review the reports (data) prior to signing and submission.

3. While it is unlikely that a user will proceed through the submission steps accidentally, in such a case, there will be additional mechanisms in place to assist the user in identifying and correcting an accidental report submission:

a. Submitters will be sent a confirmation notice after every submission.

b. A list of previous submissions will be displayed every time a user logs in.

c. Users will be able to review the CORs of all previous submissions using (Insert System Name). (Insert System Name) will historically maintain all COR’s for the retention period specified in Item 20 - Maintenance of copy of record.

	
	Supporting Documentation (list attachments):
N/A
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	12. (e-signature cases only) Automatic acknowledgment of submission

	 
	Business Practices:

The system will automatically send a notification acknowledging submission of a report. Each notification will include confirmation of receipt, report title, signatory names, date and time of receipt and information on how to view the COR.

Note: Even in cases where an e-signature is not required on the document, a notification of submission will include the meta data submitted documenting the date and time of receipt. No specific report content, report data or signatory credentials will be sent.

In case a submission is not accepted (due to invalid signature(s), invalid certificate, transmission error etc.) an automated notification will also be sent. (Insert System Name) will log and maintain a historical record of all submissions and notifications.

System users have read-only screen view/query and reporting access to the history/logs.

(Insert System Name) staff will have the same access as system users:  read-only access to the history/logs.  (Insert System Name) staff cannot edit or delete the history/logs.

	
	System Functions:
(Insert System Name) will automatically send a notification to the signatory on file after each submission. This will be the submission receipt record as outlined above in item 5. Binding of signatures to document content. A notification will also be submitted to the (Insert System Name) system administrator. The notification will contain the date and time of submittal of the report so that the submitter can identify the report in question.

(Insert description of Agency process for if the subscriber’s email becomes invalid, e.g., the system administrator will inactivate the account and contact the company by phone or mail; the registration process will have to be completed again to obtain access.) 

(Insert System Name) will maintain a log of all submissions and notifications for the length of time required for retention of such records as set by the State of (Insert State Name), or the length of time required by the CROMERR rule – whichever is greatest.

Tightly controlled system access prevents tampering with these records.

Example Rejection Email
Subject: Electronic Reporting Submission Rejected

Dear (user):
Your electronic report submission (report title) on (date/time) to the (Control Authority)  has been reviewed and was not accepted. You may review your submitted report and its review status by clicking the following link: https://userconfirmationlinktoreport.

You will be required to login and confirm your credentials to review the data and will be notified of any change in status to the report.

If you feel you have received this email in error or that this submittal was by someone other than yourself, please immediately contact the (administrator) at the (Control Authority) at (contact information).


	
	Supporting Documentation (list attachments):
N/A
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	Signature Validation (e-signature cases only)

	13. Credential validation (See 13a through 13c)

	13a. Determination that credential is authentic

	 
	Business Practices:

When a report is submitted, the system will ensure the login record is valid and will confirm the electronic signature.

	
	System Functions:

In order to determine that the signing credential is authentic, (Insert System Name) will compare the hashed value of the user-supplied password and the user-supplied answer to the randomly posed challenge question to the stored hashes of the user’s password and the user’s response to the same question from the database.

	
	Supporting Documentation (list attachments):

N/A

	13b. Determination of credential ownership

	 
	Business Practices:

Hashed password and validation key and use of a challenge question will further validate ownership of the credential.

	
	System Functions:
(Insert System Name) will compare the hashed value of the user-supplied password and the user-supplied answer to the randomly posed challenge question to the stored hashes of the user’s password and the user’s response to the same question from the database. See Item 3 - Issuance (or registration) of a signing credential in a way that protects it from compromise for more information on the user password.

	
	Supporting Documentation (list attachments):
N/A
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	13c. Determination that credential is not compromised

	 
	Business Practices:

The system administrator may periodically review the results of the login logs to determine if an account has been compromised. If it is determined that a compromise has occurred, the affected account will be locked, preventing the user from further access. If the signing credential is suspected to be compromised, then system administrator will follow the procedures outlined in Item 15 - Procedures to flag spurious credential use. Automated notification will also be provided to the system admin and user when an account is locked due to invalid password entry or challenge question failures. (Insert description of Agency’s review process, e.g., reviewing all submissions during the suspected time frame for each account flagged for potential spurious use)

	
	System Functions:
(Insert System Name) will include utilities that allow a system administrator to detect credential compromises. Because the signing process will include answering a challenge question as a second factor (the answer to which is only known to the signer), the signer’s password will remain within the control of the signer who created and registered it. See Item 15 - Procedures to flag spurious credential use for a description of these features. System administrators will also have the ability to lock any user’s account.

The system provides automated fraud analyses on an on-going basis. Every login will trigger the fraud algorithms and if potential fraud activities are identified by the system, a system notification is logged to a history table which is then available for review using query and reporting tools.  Thresholds of potential fraud activity (multiple login attempts, multiple new password requests) will be set by (Insert Local/Agency Acronym), initially at 5 failed login attempts, 3 new password attempts.
System administrators may review logs, submissions and user specific fraud analysis on-demand. They may query the logs by user or by date. The Control Authority will review the submissions that occurred during the suspected time frame for each account flagged for suspected spurious use.

There are multiple log files, connections, login credentials and submissions. All logs are date/time stamped and will contain username, userid, IP address and relative changes in status.
System notifications will be sent via email to the System Administrator daily when there are any potential fraud activities logged. The System Administrator will be able to view the notifications and login to (Insert System Name) to review or report the fraud logs in greater detail.
Notification will also be sent to the user’s email (e.g. “Your account has been locked due to (failed login attempt or incorrect challenge answers to question), you must contact the system administrator at (administrator contact) to validate your account before access will be granted.”).

A request to revoke credentials is a separate issue than spurious attempts to compromise credentials. The latter will automatically notify users and system administrator via email.

The control authority staff will make (human) informed decisions, consult with management, users and pick up the phone to investigate or validate both of these scenarios as necessary.  That is: an administrator will contact the authorized signatory listed on the ESA by phone, verify the contact is the valid signatory via security question, and determine if spurious activity has occurred with the assistance of the signatory. If unable to contact the signatory, the account will immediately lock and the administrator will consult with management on the status of the industry.

The system administrator will be actively receiving and reviewing the submitted data ‘and’ managing the system. This will not be a passive data receiving system; it is considered an active/critical system and used daily.
See Item 3 - Issuance (or registration) of a signing credential in a way that protects it from compromise for a description of how the account is protected from compromise.

	
	Supporting Documentation (list attachments):
N/A

	14. Signatory authorization

	 
	Business Practices:

The subscriber agreement explicitly authorizes the individual to submit legally binding reports by the company official. It is the responsibility of the authorizing company official to assign the correct individual to submit reports and notify (Insert Local/Agency Acronym) of any change in relationship of the individual with the entity. (Insert Local/Agency Acronym)will also verify the registrant’s signing authority during routine inspections of facilities. Inspections will be scheduled to include verification of all reporting facilities no less than annually. (Remove last two sentences if registrant signing authority will not be validated during routing facility inspections)

	
	System Functions:
(Insert System Name) will include a “signatory” role that grants permission for a user to sign reports. This role will be jointly associated with each user and facility for which he/she has signatory authority.

A responsible official of a firm will be able to request that the signature authorization of a signer be revoked. If requested over the phone, a written request will have to be made to confirm the initial request. (Insert Local/Agency Acronym)will accept written requests that have been transmitted via facsimile.

(Insert System Name)will send a notification to both the revocation requester and the authorized signer, acknowledging the account will be locked pending completion of (Insert Local/Agency Acronym)confirmation. The signer will be able to challenge this revocation; if (Insert Local/Agency Acronym) determines that the revocation is not genuine, the signature authorization may be reinstated.

	
	Supporting Documentation (list attachments):

N/A

	15. Procedures to flag spurious credential use

	 
	Business Practices:
The system administrator will periodically review the results of the fraud analysis and the system logs to determine if an account has been compromised. If it is determined that a compromise has occurred, the affected account will be locked, preventing the user from system access. The user will be contacted to address the situation.
(Insert description of how the Agency will determine that requests to revoke or reject compromised credentials are not spurious)

	
	System Functions:
(Insert System Name) will include utilities that allow a system administrators to detect the possibility that a user’s account has been compromised:

1. Each time a user logs into (Insert System Name), the IP and date/time of the login will be recorded. Inconsistencies in the logins, such as different IP addresses, could indicate a compromised login record.

2. The login records will be stored in a read-only format and may not be edited or deleted.

3. (Insert System Name) will only allow a user to maintain a single concurrent login session. If the user is already logged in, the previous login will be invalidated. Overlapping login attempts being frequently made could indicate a compromised password.

4. (Insert System Name) will include the ability for a system administrator to analyze login logs for irregularities. Irregularities will be flagged in a report for the administrative user to investigate and take further action, if appropriate. The irregularities that may be flagged are:

a. Inconsistencies in the logins, such as use of multiple IP addresses.

b. Frequent overlapping login attempts from different IP addresses.

c. Irregular submission patterns. An example of an irregular pattern would be a user who has submitted a single report every month for the past 6 months, but then submits 50 reports in one month.

d. Frequently recurring logins.

5. After each report is accepted, the submitter will be sent a notification of the submission.

6. When logging into (Insert System Name), a list of the user’s recent submissions will be displayed. If the (Insert System Name) user suspects that a compromise has occurred, may notify the (Insert Local/Agency Acronym) system administrator to inactivate the account.

	
	Supporting Documentation (list attachments):
N/A
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	16. Procedures to revoke/reject compromised credentials

	 
	Business Practices:
The system administrator will lock user accounts at any time and immediately following suspicion of a compromised account. Automated locking shall occur for failed passwords and/or failed challenge questions.

	
	System Functions:

System administrator will be able to lock any user’s account. The system administrator will lock the user account if evidence suggests the account has been compromised. (Insert System Name) will not permit a locked credential to sign in to the system. An account shall automatically be locked and a notification issued to the user and logged when a user fails password test and/or challenge questions. The administrator will have access to the security logs through the administration interface.

	
	Supporting Documentation (list attachments):
N/A

	17. Confirmation of signature binding to document content

	 
	Business Practices:

Signers will receive automatic notification of each report submission including confirmation of signature binding to document content (as appropriate).

	
	System Functions:
(Insert System Name) will confirm the signature binding by sending an email notification to the signatory and to the (Insert System Name) system administrator. The confirmation will include a statement affirming that (Insert System Name) has verified the document integrity by recalculating the hash of the verification key and comparing it to the hash provided by the user at the time of submission.

If any part of the data has been altered, the hash calculation will differ from the user-provided one, and (Insert System Name) will not successfully bind the signature to the report submission.

	
	Supporting Documentation (list attachments):
N/A
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	Copy of Record

	18. Creation of copy of record (See 18a through 18e)

	18a. True and correct copy of document received

	 
	Business Practices:

All submissions that are signed and not repudiated will indicate that a true and correct copy of document has been received.

	
	System Functions:
See Item 5 - Binding of signatures to document content for the contents of the COR.

In order to ensure that the copy of document received is true and correct, (Insert System Name) will complete the following tasks:

1. Calculate and verify that the hashes of the copy of record received match.

2. Verify that the copy of record received is signed.

3. Ensure that the COR is available both for review (in human-readable format) and for repudiation.

	
	Supporting Documentation (list attachments):
N/A

	18b. Inclusion of electronic signatures

	 
	Business Practices:

The electronic signature (e-signature) is hashed and stored with the report being signed and submitted. The hashed e-signature becomes part of the file itself and is stored as an integrated element of the report document. Users will initiate the process through use of the password and challenge question(s) provided for use as their electronic signature.

Each submission will have at least one e-signature provided by (Insert System Name) embedded with the date and time of receipt returned with the validation that the report document has been received and has not changed since receipt.

(Insert System Name) will use the hashed electronic signature (username, password, challenge question/answer) along with the submission date/time and bind them to the report document contents, then hash it to create the COR. This electronic signature verifies that the signatory reviewed the attestation at the time of signing.

An XML schema and template are used. If data is submitted it is stored with the schema in an XML format hashed together with other files within the COR. This can be used to demonstrate how the information was presented to the signer. Note: not all submittals will include data and require an XML schema and format.

	
	System Functions:
See Item 5 - Binding of signatures to document content for the contents of the COR and information on how the electronic signature is included in the COR.

	
	Supporting Documentation (list attachments):
N/A

	18c. Inclusion of date and time of receipt

	 
	Business Practices:

When the report document is received, a “receipt” electronic signature is applied, including date/time. This validation key contains the date and time of submission, permanently binding that information to the document along with the electronic signature.

	
	System Functions:
(Insert System Name) will embed the date and time into the validation key. The Submission Receipt is one of the components of the COR. See Item 5 - Binding of signatures to document content for more information on the contents of the COR.

	
	Supporting Documentation (list attachments):
N/A
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	18d. Inclusion of other information necessary to record meaning of document

	 
	Business Practices:

Other information such as report type, reporting period, facility name, signatory name, will be included in the human readable document and as such will be part of the COR.

	
	System Functions:
The COR is a data record which will contain all the appropriate information for the submission. See Item 5 - Binding of signatures to document content for more information on what the COR contains.

	
	Supporting Documentation (list attachments):
N/A

	18e. Ability to be viewed in human-readable format

	 
	Business Practices:

As previously mentioned, the data submitted will always be presented in a human-readable format with meaningful labels and logical grouping of data elements. Each report and related data will be displayed in a report format (by report type). The submitter may read it at the time of before or after submittal.

	
	System Functions:
The human-readable “document review” page will appear to users in the same layout as when viewing a submitted “COR”. If analytical data is included, it is stored in XML and retrieved back into a form/layout similar to that used for final review before submittal. Attachments are stored/retrieved in their original submitted file format and returned as submitted (read only). Confirmation information will accompany the review document screen.

Summary Review with Status.  Summary review will allow users to review and access reports and the status of the each.  Statuses are as follows:

· Pending – edit mode, not submitted, may be deleted

· Submitted – submitted to control authority no longer can edit

· Accepted – Control authority has accepted the Report no longer can edit, can repudiate

· Rejected – Control authority has rejected the Report no longer can edit

· In-Repudiation – Report is under review for Repudiation, may return to accepted or move to repudiated no longer can edit

· Repudiated – Report is repudiated, no longer can edit

Most commonly, the status will either be pending, submitted or accepted.

Users can click on the details button to review a report regardless of status. Edit mode will be controlled based on status from the detail review screen.

Detail Report Review

The detail report review will contain confirmation/status information, report header information along with all of the contents of the report. There are two primary types of reports: reports with analytical results and those without. Either report type may have attachments. If the report type includes analytical results, these will (also) be displayed in human readable format. The display approach will be the same for document review as well for COR. In document review, users will have an option to edit/delete/submit, if COR, then only an option to repudiate. If report type does not contain analytical results, then only the report (file) itself will be displayed.
See Item 9b - Creation of copy of record in a human-readable format and Item 9c - Providing the copy of record for more information on how the COR is provided in a human-readable format.

	
	Supporting Documentation (list attachments):
N/A

	19. Timely availability of copy of record as needed

	 
	Business Practices:

(Insert System Name) can produce a copy of record upon request for either the user or from (Insert Local/Agency Acronym) staff. The copy of record is stored in human-readable format. 

	
	System Functions:
(Insert System Name) will create the COR during the submission process. The COR will be available for review by system users or (Insert Local/Agency Acronym). Data is accessed by querying facility submitted data using a facility’s permit number or permittee name and address.

COR’s can also be queried using the (Insert System Name) system using search criteria such as report date, report type, signer, etc.

	
	Supporting Documentation (list attachments):
N/A
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	20. Maintenance of copy of record

	 
	Business Practices:


	
	System Functions:
CORs will be stored and retained in the (Insert System Name) database. Submissions will be stored in the database as data record using a Binary Large Object, or BLOb. A BLOb is a large block of binary data stored as a single entity with no structure that can be interpreted by the database management system, but is known only by its size, location, name, file type and date/time created. No modifications or deletions are allowed on a COR once received. A unique document ID will be associated with each COR record. Each document ID will be associated with a specific confirmation number. Each confirmation number will be associated with a specific submission, log of submissions and as data in (Insert System Name). Signatory users will be able to search, view, and print CORs. (Insert System Name) will maintain CORs per the (Insert State Agency Acronym), or the length of time required by the CROMERR rule – whichever is greatest.

Modifications and deletions of COR are protected using tightly controlled system access and design. No (Insert Local/Agency Acronym) staff will have physical or remote access to the systems inner workings or the database. All access to the system will be through the (Insert System Name) user interface only and no functionality will exist to modify a COR. (Insert Local/Agency Acronym) users and (Insert Local/Agency Acronym) system administrators will only have read only access to CORs and no direct access to the database where COR’s are stored.

Logs

(Insert System Name) will maintain various logs (e.g. submissions, login or notifications) that provide supplemental information to that stored in the COR. These logs will be maintained under the same retention schedule as the CORs. The administrator will have access to all logs through the administration interface.

Backups

(Describe backup measures)
Physical Security

(Describe physical security measures)
Information Security

(Describe procedures for information security)
Disaster Recovery

(Describe procedures for disaster recovery)

	
	Supporting Documentation (list attachments):
N/A


1
*NOTE: Each of these examples provides an approach that could help satisfy the associated CROMERR requirement.

Adopting a suite of these example approaches does not guarantee that EPA will find the resulting system to satisfy the CROMERR standards.
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