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To report fraud, waste or abuse, contact
us through one of the following methods:
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Office of the Chief Financial Officer

Office of Environmental Information

Office of Inspector General

Office of Management and Budget

Plans of Action and Milestones

Required Supplementary Stewardship Information
Standard Operating Procedure

Superfund State Contracts

Vulnerability Management

Suggestions for Audits or Evaluations

To make suggestions for audits or evaluations,
contact us through one of the following methods:

email: OIG_ WEBCOMMENTS@epa.gov
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online:
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fax: 1-202-566-2599 fax:
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Why We Did This Review

We performed this audit in
accordance with the Government
Management Reform Act, which
requires the U.S. Environmental
Protection Agency (EPA) to
prepare, and the Office of
Inspector General to audit, the
agency’s financial statements
each year. Our primary objectives
were to determine whether:

e EPA’s consolidated financial
statements were fairly stated
in all material respects.

o EPA’s internal controls over
financial reporting were in
place.

o EPA management complied
with applicable laws and
regulations.

The requirement for audited
financial statements was enacted
to help bring about improvements
in agencies’ financial
management practices, systems
and controls so that timely,
reliable information is available
for managing federal programs.

This report addresses the
following EPA theme:

e Embracing EPA as a high
performing organization.

For further information,
contact our public affairs office
at (202) 566-2391.

The full report is at:

www.epa.qgov/oig/reports/2014/
20131216-14-1-0039.pdf

Audit of EPA’s Fiscal 2013 and 2012
Consolidated Financial Statements

EPA Receives an Unqualified Opinion

We rendered an unqualified opinion on the EPA’s
Consolidated Financial Statements for fiscal 2013
and 2012, meaning that they were fairly presented
and free of material misstatement.

System weaknesses
could impact the
reliability of financial
information.

Internal Control Significant Deficiencies Noted

We noted the following significant deficiencies:

e EPA overstated Superfund State Contract credits.

e EPA'’s high number of accounting corrections indicates an internal control
weakness.

¢ Internal controls over EPA’s accountable personal property inventory
process need improvements.

o Software was improperly recorded in Compass.

o EPA needs to improve access control procedures for key financial
systems.

e EPA needs to improve processes for following up on identified network
vulnerabilities.

Noncompliance With Laws and Regulations Noted

EPA'’s high number of accounting corrections indicates an internal weakness.

Recommendations and Planned Agency Corrective Actions

The agency agreed with most of our findings and recommendations. However,
the agency did not agree with our finding that the number of error corrections
were high, an internal control weakness and an instance of noncompliance with
the Federal Financial Management Improvement Act. The agency posted over
100 journal entries to correct posting model errors, and just one of those
entries involved 206 transactions. While we do not believe the noncompliance
rose to the level of substantial noncompliance, we consider the number of
errors at the transaction level to be high and an internal control weakness.
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MEMORANDUM

SUBJECT: Audit of EPA’s Fiscal 2013 and 2012 Consolidated Financial Statements
Report No. 14-1-0039

FROM:  Paul C. Curtis ST ¢~ o=

Director, Financial Statement Audits

TO: Maryann Froehlich, Acting Chief Financial Officer
Office of the Chief Financial Officer

Craig E. Hooks, Assistant Administrator
Office of Administration and Resources Management

Cynthia Giles, Assistant Administrator
Office of Enforcement and Compliance Assurance

Attached is our report on the U.S. Environmental Protection Agency’s (EPA’s) fiscal 2013 and 2012
consolidated financial statements. We are reporting six significant deficiencies, one of which is also a
noncompliance issue. Attachment 2 contains the status of recommendations related to significant
deficiencies reported in prior years’ reports. The significant deficiencies included in attachment 2 also
apply for fiscal 2013.

This audit report represents the opinion of the Office of Inspector General (OIG), and the findings in this
report do not necessarily represent the final EPA position. EPA managers, in accordance with
established EPA audit resolution procedures, will make final determinations on the findings in this audit
report. Accordingly, the findings described in this audit report are not binding upon the EPA in any
enforcement proceeding brought by the EPA or the Department of Justice. We have no objections to the
further release of this report to the public. This report will be available at http://www.epa.gov/oig.

In accordance with EPA Manual 2750, you are required to provide a written response to this report
within 60 calendar days of the final report date. The response should address all issues and
recommendations contained in attachments 1 and 2. For corrective actions planned but not completed by
the response date, reference to specific milestone dates will assist us in deciding whether to close this
report in our audit tracking system. Your response will be posted on the OIG’s public website, along
with our memorandum commenting on your response. Your response should be provided as an

Adobe PDF file that complies with the accessibility requirements of Section 508 of the Rehabilitation
Act of 1973, as amended. The final response should not contain data that you do not want to be released


http://www.epa.gov/oig

to the public; if your response contains such data, you should identify the data for redaction or removal
along with corresponding justification.

Should you or your staff have any questions about the report, please contact Richard Eyermann,
Acting Assistant Inspector General for Audit, at (202) 566-0565; or me at (202) 566-2523.

Attachments

cc. See appendix I11, Distribution
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Inspector General’s Report on EPA’s Fiscal 2013
and 2012 Consolidated Financial Statements

The Administrator
U.S. Environmental Protection Agency

We have audited the consolidated balance sheet of the U.S. Environmental Protection Agency
(EPA) as of September 30, 2013, and September 30, 2012, and the related consolidated
statements of net cost, net cost by goal, changes in net position, and custodial activity; and the
combined statement of budgetary resources for the years then ended. These financial statements
are the responsibility of EPA management. Our responsibility is to express an opinion on these
financial statements based upon our audit.

We conducted our audit in accordance with generally accepted government auditing standards;
the standards applicable to financial statements contained in Government Auditing Standards,
issued by the Comptroller General of the United States; and Office of Management and Budget
(OMB) Bulletin 14-02, Audit Requirements for Federal Financial Statements, dated October 21,
2013. These standards require that we plan and perform the audit to obtain reasonable assurance
about whether the financial statements are free of material misstatements. An audit includes
examining, on a test basis, evidence supporting the amounts and disclosures in the financial
statements. An audit also includes assessing the accounting principles used and significant
estimates made by management, as well as evaluating the overall financial statement
presentation. We believe that our audit provides a reasonable basis for our opinion.

The financial statements include expenses of grantees, contractors and other federal agencies.
Our audit work pertaining to these expenses included testing only within the EPA. The

U.S. Treasury collects and accounts for excise taxes that are deposited into the Leaking
Underground Storage Tank Trust Fund. The U.S. Treasury is also responsible for investing
amounts not needed for current disbursements and transferring funds to the EPA as authorized in
legislation. Since the U.S. Treasury, and not the EPA, is responsible for these activities, our audit
work did not cover these activities.

The Office of Inspector General (OIG) is not independent with respect to amounts pertaining to
OIG operations that are presented in the financial statements. The amounts included for the OIG
are not material to the EPA’s financial statements. The OIG is organizationally independent with
respect to all other aspects of the agency’s activities.

In our opinion, the consolidated financial statements, including the accompanying notes, present
fairly, in all material respects, the consolidated assets, liabilities, net position, net cost, net cost
by goal, changes in net position, custodial activity, and combined budgetary resources of EPA as
of and for the years ended September 30, 2013 and 2012, in conformity with accounting
principles generally accepted in the United States of America.
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Review of EPA’s Required Supplementary Stewardship Information,
Required Supplementary Information, Supplemental Information, and
Management’s Discussion and Analysis

We obtained information from the EPA management about its methods for preparing

Required Supplementary Stewardship Information (RSSI), Required Supplementary Information,
Supplemental Information, and Management’s Discussion and Analysis, and reviewed this
information for consistency with the financial statements. The Supplemental Information
previously included the unaudited Superfund Trust Fund financial statements and certain
footnotes. The agency has decided to omit those statements for fiscal 2013 and removed the
previously published 2012 statements. The Superfund statements were presented for additional
analysis and are not a required part of the basic financial statements. Our audit was not designed
to express an opinion and, accordingly, we do not express an opinion on the EPA’s RSSI,
Required Supplementary Information, Supplemental Information, and Management’s Discussion
and Analysis.

We did not identify any material inconsistencies between the information presented in the EPA’s
consolidated financial statements and the information presented in the EPA’s RSSI, Required
Supplementary Information, Supplemental Information, and Management’s Discussion and
Analysis.

Evaluation of Internal Controls

As defined by OMB, internal control, as it relates to the financial statements, is a process,
affected by the agency’s management and other personnel, that is designed to provide reasonable
assurance that the following objectives are met:

Reliability of financial reporting—Transactions are properly recorded, processed and
summarized to permit the preparation of the financial statements in accordance with
generally accepted accounting principles, and assets are safeguarded against loss from
unauthorized acquisition, use or disposition.

Compliance with applicable laws, regulations and government-wide policies—
Transactions are executed in accordance with laws governing the use of budget authority,
government-wide policies, laws identified by OMB, and other laws and regulations that
could have a direct and material effect on the financial statements.

In planning and performing our audit, we considered the EPA’s internal controls over financial
reporting by obtaining an understanding of the agency’s internal controls, determining whether
internal controls had been placed in operation, assessing control risk, and performing tests of
controls. We did this as a basis for designing our auditing procedures for the purpose of
expressing an opinion on the financial statements and to comply with OMB audit guidance, not
to express an opinion on internal control. Accordingly, we do not express an opinion on internal
control over financial reporting nor on management’s assertion on internal controls included in
Management’s Discussion and Analysis. We limited our internal control testing to those controls
necessary to achieve the objectives described in OMB Bulletin No. 14-02, Audit Requirements
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for Federal Financial Statements, dated October 21, 2013. We did not test all internal controls
relevant to operating objectives as broadly defined by the Federal Managers’ Financial Integrity
Act of 1982 (FMFIA), such as those controls relevant to ensuring efficient operations.

Our consideration of the internal controls over financial reporting would not necessarily disclose
all matters in the internal control over financial reporting that might be significant deficiencies.
Under standards issued by the American Institute of Certified Public Accountants, a significant
deficiency is a deficiency, or combination of deficiencies, that is less severe than a material
weakness, yet important enough to merit attention by those charged with governance. A material
weakness is a deficiency, or combination of deficiencies, such that there is a reasonable
possibility that a material misstatement of the entity’s financial statements will not be prevented,
or detected and corrected in a timely manner. Because of inherent limitations in internal controls,
misstatements, losses or noncompliance may nevertheless occur and not be detected. We noted
certain matters discussed below involving the internal control and its operation that we consider
to be significant deficiencies, none of which are considered to be material weaknesses. These
significant deficiencies are summarized below and detailed in attachment 1.

EPA Overstated Superfund State Contract Credits

The EPA overstated the value of Superfund State Contract credits available to reduce
state shares of remedial action costs by $15 million. The EPA’s calculated credits were
$25.7 million as of June 30, 2013, but the general ledger showed a balance of

$40.7 million for Superfund State Contract credits. The overstatement would misstate the
EPA’s footnote disclosure and could mislead financial statement users.

EPA’s High Number of Accounting Corrections Indicates an Internal
Control Weakness

The EPA made numerous manual journal voucher entries in fiscal year (FY) 2013, of
which over 100 were to correct transaction level errors in the accounting system. OMB
directs agencies to apply the United States standard general ledger at the transaction level
to generate appropriate general ledger accounts for posting transactions. The EPA made
the accounting corrections due to posting model and other system configuration errors.
Although the EPA corrected the errors that the EPA and the OIG identified, the high
number of corrections diminishes the reliability of the EPA’s accounting system to
process transactions accurately. Without a diligent review of posting models, errors could
occur at the transaction level, impacting the reliability of financial information and
increasing the risk that the financial statements could be misstated.

Internal Controls Over EPA’s Accountable Personal Property Inventory
Process Needs Improvements

We found an $11.5 million difference in accountable personal property, including

$7 million of capitalized property, between the agency’s property management system
(Maximo) and its FY 2013 property certification letters. In addition, our examination
found that the EPA did not perform a complete inventory of $3.7 million of sensitive
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accountable personal property purchased in the last quarter of FY 2013. As a result,
Maximo is missing detailed records for this property and such property is not included in
the EPA’s property certification letters. The EPA requires accountable personal property
to be inventoried annually and equipment to have decals and added to Maximo when
acquired. Various factors contributed to Maximo being incomplete and inaccurate;
however, the primary cause was that the EPA’s details within Maximo were not updated
timely. The agency’s capitalized property financial activity (which is part of the
accountable personal property) is dependent upon property management officers
maintaining an accurate inventory of capitalized property. Inaccurate accountable
personal property records could compromise the EPA’s property control system, impact
the accuracy of the agency’s financial statements, and result in the loss or
misappropriation of assets.

Software Improperly Recorded in Compass

The EPA Software In Development and Loss On Disposition accounts were misstated by
$36 million. Federal regulations require agencies to have systems that record and
generate accurate financial information. The posting model applied to the transaction
impacted the wrong accounts. The misstatement impacts the accuracy and reliability of
information reported in the EPA’s financial statements.

EPA Needs to Improve Access Control Procedures for
Key Financial Systems

The EPA did not maintain up-to-date system access control lists for two key Office of the
Chief Financial Officer (OCFO) financial systems. We found that users had access to
these information systems for at least one year longer than their job duties required.
Specifically, a contractor maintained privileged database administrator access to the
production server controlling the interface to the EPA’s core financial application. We also
had concern regarding separation of duties because a system developer maintained a data
creation account on another key financial application. In both instances, the EPA resolved
these two access control violations uncovered during our audit.

EPA Needs to Improve Processes for Following Up on
Identified Network Vulnerabilities

The process for resolving and tracking network vulnerabilities for OCFO was not
operating in accordance with agency policy. In particular, OCFO failed to notify the Office
of Environmental Information within the required 30-day resolution timeframe of high-risk
vulnerabilities that the Office of Environmental Information incorrectly identified as
belonging to the OCFO network. OCFO lacked a documented process for its internal staff
to follow when reviewing the monthly vulnerability management reports. As such, OCFO
received monthly vulnerability reports, but the reports were not distributed to personnel
knowledgeable on how to take action or to provide status reports on vulnerability
remediation activities.
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Attachment 3 contains the status of issues reported in prior years’ reports. The issues included in
attachment 3 should be considered among the EPA’s significant deficiencies for FY 2013.

We reported to the agency on less significant internal control matters in writing during the course
of the audit. We will not issue a separate management letter.

Comparison of EPA’s FMFIA Report With Our Evaluation of Internal Controls

OMB Bulletin No. 14-02, Audit Requirements for Federal Financial Statements, dated

October 21, 2013, requires the OIG to compare material weaknesses disclosed during the audit
with those material weaknesses reported in the agency’s FMFIA report that relate to the financial
statements, and identify material weaknesses disclosed by the audit that were not reported in the
agency’s FMFIA report.

For financial statement audit and financial reporting purposes, OMB defines material weaknesses
in internal control as a deficiency or combination of deficiencies in internal control such that
there is a reasonable possibility that a material misstatement of the entity’s financial statements
will not be prevented, or detected and corrected, on a timely basis.

The agency reported that no material weaknesses had been found in the design or operation of
internal controls over financial reporting as of June 30, 2013. We did not identify any material
weaknesses during the course of our audit. Details concerning our findings on significant
deficiencies can be found in attachment 1.

Tests of Compliance With Laws and Regulations

The EPA management is responsible for complying with laws and regulations applicable to the
agency. As part of obtaining reasonable assurance about whether the agency’s financial
statements are free of material misstatement, we performed tests of its compliance with certain
provisions of laws and regulations, noncompliance with which could have a direct and material
effect on the determination of financial statement amounts, and certain other laws and
regulations specified in OMB Bulletin No. 14-02, Audit Requirements for Federal Financial
Statements, dated October 21, 2013. The OMB guidance requires that we evaluate compliance
with federal financial management system requirements, including the requirements referred to
in the Federal Financial Management Improvement Act of 1996 (FFMIA). We limited our tests
of compliance to these provisions and did not test compliance with all laws and regulations
applicable to the EPA.

Providing an opinion on compliance with certain provisions of laws and regulations was not an
objective of our audit and, accordingly, we do not express such an opinion. A number of ongoing
investigations involving the EPA’s grantees and contractors could disclose violations of laws and
regulations, but a determination about these cases has not been made.

FFMIA Noncompliance

Under FEMIA, we are required to report whether the agency’s financial management systems
substantially comply with the federal financial management systems requirements, applicable
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federal accounting standards, and the United States Government Standard General Ledger at the
transaction level. To meet the FFMIA requirement, we performed tests of compliance with
FFMIA Section 803(a) requirements and used the OMB guidance, Memorandum M-09-06-23,
Implementation Guidance for the Federal Financial Management Improvement Act, dated
January 9, 2009, for determining substantial noncompliance with FFMIA.

The results of our tests did not disclose any instances where the agency’s financial management
systems did not substantially comply with the applicable federal accounting standard.

We found that the agency had a high number of accounting corrections due to posting model and
other system errors at the transaction level. However, we do not believe that the errors we found

reached the level of substantial non compliance as described in OMB guidance. We also reported
this issue as a significant deficiency in attachment 1. The results of our tests did not disclose any
other instances of noncompliance with FFMIA requirements.

No other significant matters involving compliance with laws and regulations came to our
attention during the course of the audit. We will not issue a separate management letter.

Our audit work was also performed to meet the requirements in 42 U.S. Code §9611(k) with
respect to the Hazardous Substance Superfund Trust Fund, to conduct an annual audit of
payments, obligations, reimbursements or other uses of the fund. The significant deficiencies
reported above also relate to Superfund.

Prior Audit Coverage

During previous financial or financial-related audits, we reported weaknesses that impacted our
audit objectives in the following areas:

Compass system limitations.

Posting models materially misstating general ledger activity and balances.
Compass reporting limitations.

Controls over expense accrual reversals.

Accounts receivables internal controls.

Fund Balance with Treasury Statement of Audit Differences not clearing timely.
Property internal controls.

Compass and Maximo not reconciling.

System vulnerabilities.

OCFO financial systems documentation.

Compass service provider’s controls over business processes.

Attachment 2 summarizes the current status of corrective actions taken on prior audit report
recommendations related to these issues.
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Agency Comments and OIG Evaluation

In a memorandum received December 13, 2013, the acting Chief Financial Officer responded to
our draft report.

The rationale for our conclusions and a summary of the agency comments are included in
the appropriate sections of this report, and the agency’s complete response is included as
appendix 1l to this report.

This report is intended solely for the information and use of the management of the EPA, OMB,
and Congress, and is not intended to be and should not be used by anyone other than these
specified parties.

ST/

Paul C. Curtis

Director, Financial Statement Audits
Office of Inspector General

U.S. Environmental Protection Agency
December 16, 2013
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Attachment 1

Internal Control Significant Deficiencies
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1 — EPA Overstated Superfund State Contract Credits

The EPA overstated the value of Superfund State Contract (SSC) credits available to reduce state
shares of remedial action costs by $15 million. The EPA’s calculated credits were $25.7 million
as of June 30, 2013, but the general ledger showed a balance of $40.7 million for SSC credits.
The overstatement would misstate the EPA’s footnote disclosure and could mislead financial
statement users.

Under Section 104(c)(5)(A) of the Comprehensive Environmental Response, Compensation, and
Liability Act of 1980, the federal government shall grant credits to states for amounts they
expend for remedial action. EPA Comptroller Policy Announcement No. 99-01, dated
December 23, 1998, states that all approved SSC credit amounts will be recorded and tracked in
the general ledger. The account with credits earned for the year will close at year-end to the
account that reflects the liability for available credits.

The overstatement occurred because the EPA did not properly close the SSC credit accounts at
the end of FY 2012. The EPA disclosed the correct amount of SSC credits in the FY 2012
footnote to the financial statements. However, the EPA did not properly set up the year-end
closing entries and posted entries that reduced EPA’s credits earned during FY 2012 instead of
EPA’s cumulative liability for credits. Therefore, FY 2013 opened with a $15 million
overstatement of the cumulative liability for credits. The EPA’s general ledger overstated the
cumulative state credits by $15 million; without a correcting entry, the footnote to the financial
statements for state credits would misstate the cumulative credits at the end of FY 2013.

The footnote disclosures must be accurate because they are an integral part of the financial
statements, and a misstatement could mislead financial statement users.

After we notified the EPA of the error, the EPA addressed the cause of the error and posted an
entry to correct the account balances. Therefore, we make no recommendations.

Agency Comments and OIG Evaluation

The agency did not respond to this issue. However, since the EPA addressed the cause of the
error and corrected the balances, we determined the agency agreed with our finding.
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2 — EPA’s High Number of Accounting Corrections Indicates an
Internal Control Weakness

The EPA made numerous manual journal voucher entries in FY 2013, of which over 100 were to
correct transaction level errors in the accounting system. OMB directs agencies to apply the
United States standard general ledger at the transaction level to generate appropriate general
ledger accounts for posting transactions. The EPA made the accounting corrections due to
posting model and other system configuration errors. Although the EPA corrected the errors that
the EPA and the OIG identified, the high number of corrections diminishes the reliability of the
EPA’s accounting system to process transactions accurately. Without a diligent review of posting
models, errors could occur at the transaction level, impacting the reliability of financial
information and increasing the risk that the financial statements could be misstated.

The EPA’s manual journal voucher entries included corrections for the following types of
transaction level errors:

e Posting model errors, including:
v Misclassification of direct appropriations and reimbursable authority.
v Misclassification of federal and non-federal activity.
v Misclassification of new obligations as upward or downward adjustments of prior
year obligations.
v Misclassification of property accounts related to software in development.
e Erroneous journal voucher entries.
e Other system configuration errors, such as implied posting models.

The EPA misclassified $89.5 million of new obligations at the transaction level because posting
model errors incorrectly impacted the upward adjustments of prior year obligations 206 times.
The errors significantly impacted general ledger balances. The EPA has not corrected the
obligations posting model and continues to adjust the misstated balances.

The OMB’s Memorandum M-09-06, Implementation Guidance for the Federal Financial
Management Improvement Act, directs federal agencies to apply the United States standard
general ledger at the transaction level to generate appropriate general ledger accounts for posting
transactions. Federal government internal control standards require accurate and timely recording
of transactions.

In October 2011, the EPA replaced its accounting system with a new system, Compass
Financials (Compass). Following the conversion to Compass, the EPA has experienced posting
model and other system configuration errors. We previously reported on the posting model errors
we found in our FY 2012 audit. At that time the agency did not agree that incorrect posting
models resulted in material misstated general ledger activity and balances. The agency stated that
it has aggressively reviewed posting models to ensure that transactions are properly posting to
the EPA’s financial accounts and will continue to do so. However, during FY 2013 we continued
to find posting model errors. While the agency has corrected certain errors by posting journal
vouchers, until they conduct a diligent review of the posting models, such errors will continue to
occur.
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Without a diligent review of posting models, errors could occur at the transaction level. The EPA
has limited assurance that the accounting system can process transactions accurately and the
account balances and financial statements are accurate. Due to the high number of transaction
level errors and corrections, we do not believe the EPA is in compliance with FFMIA. However,
we do not believe that the errors we found reached the level of substantial noncompliance as
described in OMB guidance. Agencies are required to post transactions to appropriate general
ledger accounts at the transaction level, but the EPA posting models misclassified a high number
of transaction-level entries that significantly impacted the general ledger balances.

Recommendations
We recommend that the Chief Financial Officer:

1. Perform a thorough review of posting models and financial system configurations to
ensure the proper accounts are impacted.

2. Perform quarterly analytical reviews of account activity at the transaction level to verify
that the activity is reasonable.

Agency Comments and OIG Evaluation

The agency concurred with our recommendation to perform quarterly analytical reviews of
account activity but it did not concur with our recommendation to perform a thorough review of
posting models. The agency maintained that it already has an established process for regularly
reviewing posting models. We do not believe the agency’s review process was effective because
errors from posting models continued throughout FY 2013 with the EPA making journal voucher
corrections as we notified them of errors.

We believe that the EPA is not in compliance with FFMIA because of the high number of
transaction level errors. The EPA stated that it disagreed that the number of corrections was high.
We found that over 100 of the journal voucher corrections were to correct posting models. Just
one of the corrections consisted of 206 transaction errors. While we could not determine the total
number of transaction level errors that made up all of the correcting entries, what we did find
indicated the problem was more than inconsequential. Accordingly, the EPA’s posting models
misclassified a high number of transaction level entries that significantly impacted the general
ledger balances. According to OMB, FFMIA compliance indicates that systems routinely
provide reliable financial information consistently, accurately and uniformly. When a financial
statement audit identifies a persistent significant deficiency, the agency must demonstrate that
the deficiency does not have any impact on providing reliable and timely financial information.

While the agency did adjust for the errors so that the year-end financial statements were fairly
stated, we believe that the EPA’s posting model errors have persistently and adversely impacted
the capability of the EPA’s Compass financial management system to provide reliable financial
information. The EPA claims that Compass does provide reliable financial information. We
disagree because throughout FY 2013 the Compass posting model errors generated transaction
level entries that caused significant misstatements to general ledger balances. Without making
significant corrections to the system, the EPA could not have obtained reliable financial
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information. The EPA claimed that making posting model changes through its disciplined
configuration management process is an integral part of complying with the Federal Information
System Management Act requirements, which is an indicator of FFMIA compliance. We believe
that performing a thorough review of posting models would be a more effective method of
correcting system errors and achieving FFMIA compliance.
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3 — Internal Controls Over EPA’s Accountable Personal Property
Inventory Process Needs Improvements

We found an $11.5 million difference in accountable personal property, including $7 million of
capitalized property, between the agency’s property management system (Maximo) and its

FY 2013 property certification letters. In addition, our examination found the EPA did not
perform a complete inventory of $3.7 million of sensitive accountable personal property
purchased in the last quarter of FY 2013. As a result, Maximo is missing detailed records for this
property and such property is not included in the EPA’s property certification letters. The EPA
requires accountable personal property to be inventoried annually and equipment to have decals
and added to Maximo when acquired. Various factors contributed to Maximo being incomplete
and inaccurate; however, the primary cause was that the EPA’s details within Maximo were not
updated timely. The agency’s capitalized property financial activity (which is part of the
accountable personal property) is dependent upon property management officers maintaining an
accurate inventory of capitalized property. Inaccurate accountable personal property records
could compromise the EPA’s property control system, impact the accuracy of the agency’s
financial statements, and result in the loss or misappropriation of assets.

At the time of our examination we found that the EPA’s property management system was
incomplete or inaccurate based on its FY 2013 inventory. For example, the EPA did not
inventory $3.7 million of sensitive personal property that was part of a contract buy-out.
Sensitive items as defined in the EPA’s Personal Property and Procedures Manual, section
3.2.7, Sensitive Items, “are nonexpendable items (EPA owned or leased) that may be converted
to private use or have a high potential for theft, must be recorded and controlled as accountable
property. This type of accountability requires property to be tracked throughout its life cycle
regardless of cost or value.” In addition to the $3.7 million not inventoried, a total of 2,097
records totaling $11.5 million, including 87 items totaling $7 million of capitalized property,
have not been updated in Maximo. Property managers can request a Board of Survey be held to
review the circumstances of missing property. The Board of Survey can determine if the property
should be removed from the property system inventory or referred for investigation. According
to the agency’s Property Officer, a Board of Survey for one of the largest accountable areas
(Washington D.C.) has not been held for the last two years. These factors contributed to
incomplete inventory records as of September 30, 2013.

The Facilities Management and Services Division is responsible for administering the EPA
Personal Property Management Program. The EPA’s Personal Property and Procedures
Manual, Section 3.2.1, defines accountable personal property as “Personal property with an
acquisition cost of $5,000 or more, all leased personal property, and sensitive items.” Section
3.1.1, states that “Each AA’s [Accountable Area] personal property records must be maintained
in IFMS [IFMS, the Integrated Financial Management System, has been replaced by Compass
and includes a fixed asset subsystem which is updated by Maximo], thus providing all needed
data for effective personal property management (i.e. location, procurement, utilization,
disposal.)”

The agency’s capitalized property financial activity is dependent upon property management

officers maintaining an accurate inventory of capitalized items at the EPA. The $11.5 million
difference between the property certification letters and Maximo indicate that accurate personal
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property records are not being maintained in the agency’s official property system. Inaccurate
personal property records compromise the EPA’s property control system and can lead to the
loss or misappropriation of agency assets and possible misstatements within the financial
statements.

Recommendations

We recommend that the Assistant Administrator for Administration and Resources Management
require the Director, Facilities Management and Services Division, to:

3. Establish timeframes that property records are to be entered or updated when a new
accountable personal property item is received or inventoried, relocated, transferred or no
longer in the EPA’s custody.

4. Determine and resolve the issue of missing personal property records not in agency’s
official property system.

5. Verify capital assets are updated in Maximo (including new equipment, surplused and no
longer in the EPA’s custody).

6. Hold a Board of Survey to address missing items.

Agency Comments and OIG Evaluation

The agency agreed with our findings and recommendations.
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4 — Software Improperly Recorded in Compass

The EPA’s Software In Development and Loss On Disposition accounts were misstated by

$36 million. Federal regulations require agencies to have systems that record and generate
accurate financial information. The posting model applied to the transaction impacted the wrong
accounts. The misstatement impacts the accuracy and reliability of information reported in the
EPA’s financial statements.

FFMIA emphasizes the need for agencies to have systems that can generate timely, accurate and
useful information which managers can rely on to make informed decisions and ensure
accountability on an ongoing basis. The U.S. Government Accountability Office’s Standards for
Internal Control in the Federal Government defines the five standards for the minimum level of
quality acceptable for internal control in government. The standard for Control Activities
requires accurate and timely recording of transactions and events.

Every year, the EPA transfers software going on-line from the Software in Development account
to the software in production account. Compass posting model FDO1 Fixed Asset Disposition
was used to transfer the software out of the development account and reacquire it into the
production account. However, the posting model erroneously impacted revenue and cost offset
accounts. When notified of the posting model, the EPA prepared two journal vouchers that
corrected the revenue account balance. However, the offset account remained understated
resulting in an overstatement to the Loss On Disposition of Assets account. The amount of the
under- and overstatements to each account is in excess of $36 million. Posting models that
impact the wrong accounts will result in inaccurate financial information that can adversely
impact the EPA’s financial reporting and cost additional time and resources to find and correct
the errors.

Recommendation
We recommend that the Chief Financial Officer:

7. Require the Director of the Office of Technology Solutions to work with the Compass
contractor to correct the FDO1 model posting error.

Agency Comments and OIG Evaluation

The agency did not concur with our finding. The agency believes it was human error and not a
posting model error that caused software to be improperly recorded in Compass. Regardless of
the cause of the error, multiple transactions occurred resulting in a $36 million misstatement,
which had to be corrected. The agency stated that staff will receive refresher training in FY 2014
for recording software transfers from the development to the production account. In addition,
OCFO indicated it will review and analyze FDO1 transactions for actual disposal entries in

FY 2014.
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5 — EPA Needs to Improve Access Control Procedures for
Key Financial Systems

The EPA did not maintain up-to-date system access control lists for two key OCFO financial
systems. We found that users had access to these information systems for at least one year longer
than their job duties required. Specifically, a contractor maintained privileged database
administrator access to the production server controlling the interface to the EPA’s core financial
application. We also had concern regarding separation of duties because a system developer
maintained a data creation account on another key financial application. In both instances, the EPA
resolved these two access control violations uncovered during our audit.

EPA Chief Information Officer (CIO) Transmittal No. 12-003, Information Security —

Interim Access Control Procedures, V3.2, July 13, 2012, states that the agency must manage
information system accounts through a life cycle consisting of establishing, activating and
modifying accounts; periodically reviewing accounts; and disabling, removing or terminating
accounts. This guidance requires, in part, that the agency review access controls every 30 days to
ensure access lists are up-to-date and that users have only the system privileges needed to
perform their assigned duties.

EPA management did not ensure personnel followed access control procedures outlined in

EPA CIO Transmittal No. 12-003 for granting, monitoring and removing access to its
systems/servers. For instance, in June 2012, an Office of Environmental Information (OEI)
contractor transferred from the database administrator group to another group under the same EPA
contract but was no longer required privileged access. In another instance, one department within
the OCFO Office of Technology Solutions took over the responsibility of maintaining access
control of OCFO payment systems. Previously, another Office of Technology Solutions
department was responsible for this systems’ access control, as well as software development. In
both cases, EPA management did not ensure that responsible personnel updated access control lists
to the OCFO systems/servers in question.

If agency personnel do not follow access control procedures, there is uncertainty as to whether
all OCFO system access privileges are up-to-date, and whether security controls necessary to
protect the confidentiality, integrity and availability of the EPA’s financial data are in place.
Additionally, management may be unaware of unnecessary or unauthorized access to agency
systems, leaving no assurance of the reliability of data on the information systems and placing
the agency systems at unnecessary risk.

Recommendations

We recommend that the Assistant Administrator for Environmental Information and the
Chief Financial Officer:

8. Conduct reviews of the access control lists for all agency financial applications under

their responsibility to ensure they are up-to-date and reflect the current necessary system
privileges of personnel.
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9. Issue a memorandum to personnel responsible for controlling access to financial systems
emphasizing the importance of following access control procedures — specifically,
periodic access reviews and proper access removal.

Agency Comments and OIG Evaluation

The agency agreed with our findings and recommendations.
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6 — EPA Needs to Improve Processes for Following Up on
Identified Network Vulnerabilities

The process for resolving and tracking network vulnerabilities for OCFO was not operating in
accordance with agency policy. In particular, OCFO failed to notify the OEI within the required
30-day resolution timeframe of high-risk vulnerabilities that OEI incorrectly identified as
belonging to the OCFO network. OCFO lacked a documented process for its internal staff to
follow when reviewing the monthly vulnerability management reports. As such, OCFO received
monthly vulnerability reports but the reports were not distributed to personnel knowledgeable on
how to take action or to provide status reports on vulnerability remediation activities.

On February 15, 2013, OEI published a Standard Operating Procedure (SOP), Vulnerability
Management Program, to describe regularly recurring activities for the agency’s Vulnerability
Management (VM) Program. OEI’s VM Program reports vulnerabilities found on networked
resources to EPA offices on a monthly basis. OCFO is responsible for monitoring all high-risk
vulnerabilities included on its monthly VM report and ensuring they relate to OCFO-networked
resources. The VM SOP requires offices receiving monthly scans to remediate network
vulnerabilities labeled as “high” risk within 30 days of the scan report date. If the high-risk
vulnerabilities cannot be remediated within the required 30 days, offices must enter Plans of Action
and Milestones (POA&Ms) into the EPA’s vulnerability tracking system to ensure the agency is
monitoring the vulnerability and that a resolution is in progress with documented milestone dates.

OEI had not provided training to the agency staff within each office responsible for receiving and
following up on identified vulnerabilities to ensure the responsible individual understood
responsibilities for managing identified vulnerabilities. While OEI published the VM SOP that
outlines roles and responsibilities, it did not provide details to inform responsible personnel on
how to review the provided VM report and what actions to take with the identified vulnerabilities.
Additionally, OCFO did not have a documented process in place to review the VM report to
ensure all high-risk vulnerabilities are assigned within OCFO or that feedback is provided to OEI
informing it that listed high-risk vulnerabilities do not correlate to OCFO information technology
assets. OCFO lacks a complete inventory of its information technology assets to identify which
vulnerabilities listed on the VM report belong to OCFO. According to the OCFO representative
responsible for overseeing OCFO’s VM program, OCFO was unaware of which systems or
servers correlated with the Internet Protocol (IP) addresses communicated by the VM report. Our
analysis disclosed that the VM report lacked a direct correlation, or common attribute, linking
vulnerabilities reported on the monthly VM report to the POA&M entries in the agency’s
vulnerability tracking system. We noted that the monthly VM reports identify vulnerabilities by
IP address, while the POA&M entries are organized by server or system name and do not contain
specific IP addresses.

The lack of effective response to identified vulnerabilities can adversely affect the agency’s
network. As noted in table 1, our analysis showed that the weaknesses in the VM process
resulted in four high-risk vulnerabilities unresolved within the 30-day timeframe. Personnel
unfamiliar with the specific IP addresses associated with their offices” production servers were
not reviewing monthly scan reports completely to ensure vulnerabilities belonged to OCFO
systems. If high-risk vulnerabilities such as these go unresolved, they could be exploited to cause
critical system flaws that are likely to have a significant impact on financial data and reporting.
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These weaknesses could result in unauthorized access to the production servers for financial
applications and expose agency data, information and configurations to unnecessary risk.

Table 1: High-risk vulnerabilities from monthly VM report that remained unresolved after 30 days

Identified in | Identified in # of IP address
Vulnerability Name March 2013 | April 2013 vulnerabilities found
SMTP Open Mail Relay \ N 2
Open SSH buffer_init Buffer Management N N y
Vulnerabilities
Microsoft 1IS hit-highlighting Remote N N y
Security Bypass Vulnerability
Total | 4

Source: OIG analysis.

SMTP: Simple Main Transfer Protocol
Open SSH buffer_init Buffer: Open Secure Shell Buffer Initialize Buffer
Microsoft IIS: Microsoft Internet Information Server

It is incumbent upon OCFO officials to have a process to train staff involved in the VM process
to ensure that vulnerabilities on OCFO networked resources are properly identified, tracked and
remediated in the required timeframe.

Recommendations
We recommend that the Chief Financial Officer:

10. Develop a detailed listing of all OCFO information technology assets by IP address,
system name and server name. Provide the OCFO staff in charge of receiving and
analyzing monthly VM reports with the detailed listing of information technology assets.
The detailed listing should include all OCFO information technology assets under OCFO
operational control, as well as information technology assets operated on behalf of OCFO
within and external to the agency.

11. Issue a memorandum to OCFO staff involved in the monthly VM process reiterating the
importance of following roles and responsibilities outlined in the VM SOP. Specifically,
the memorandum should stress the importance of communicating, to OEI, IP addresses
that do not belong to OCFO so they are no longer included in OCFO’s monthly reports.
The memorandum should also specify timelines when responsible personnel must update
the POA&M information in the agency’s vulnerability tracking system and report the
status of actions taken to OCFQO’s primary I1SO.

We recommend that the Assistant Administrator for Environmental Information and
Chief Information Officer:

12. Conduct training for staff in charge of receiving and analyzing monthly VM reports to
ensure they are knowledgeable of the agency’s remediation process for vulnerabilities.
This training should included specific information on how to review the provided VM
report and what actions offices must take regarding the identified vulnerabilities.
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Agency Comments and OIG Evaluation

The agency concurred with our findings and recommendations. The agency stated it will develop
training for staff responsible for receiving and analyzing the monthly VM reports, and make it
available through the agency’s enterprise training tool. While the OIG agrees with the agency's
approach for conducting the training, we believe the developed training should be required for all
personnel responsible for reviewing the VM reports and tracked to ensure all responsible
personnel take the training.
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Attachment 2

Status of Prior Audit Report Recommendations

The EPA is continuing to strengthen its audit management to address audit follow-up issues and
complete corrective actions expeditiously and effectively to improve environmental results. The
Chief Financial Officer is the agency follow-up official and is responsible for ensuring that
corrective actions are implemented. EPA Manual 2750, Audit Management Procedures, is a
comprehensive audit management guide that addresses OIG, U.S. Government Accountability
Office, and Defense Contract Audit Agency audits. OCFO continued to issue a quarterly report
that highlights the status of management decisions and corrective actions. This report is shared
with program office and regional managers throughout the agency to keep them informed of the
status of progress on their audits. Additionally, OCFO continued to conduct reviews of national
and program offices, which it initiated in fiscal 2009. The reviews focus on offices’ audit
follow-up procedures and their use of the Management Audit Tracking System, or MATS. The
reviews are designed to promote sound audit management; increase agency awareness of, and
accountability for, completing unimplemented corrective actions; and ensure that audit follow-up
data are accurate and complete. OCFO completed 4 of these on-site reviews in fiscal 2013,
including 2 regional offices and 2 national program offices. These reviews will be performed on
an ongoing, rotating basis.

The agency has continued to make progress in completing corrective actions from prior years.
The status of issues from prior financial statement audits and other audits with findings and
recommendations that could have a material effect on the financial statements, and have
corrective actions that are not completed or have not been demonstrated to be fully effective, are
listed in the following table.

Table 2: Significant deficiencies—Issues not fully resolved

e Posting Models in Compass Materially Misstated GL Activities and Balances
In FY 2012, the EPA materially misstated general ledger activity and balances due to incorrect
posting models. The EPA corrected posting model errors that were identified during FY 2012.
However, during FY 2013 we continued to find posting model errors. While the agency has corrected
the errors identified in FY 2013, such errors will continue to occur until the EPA conducts a diligent
review of the posting models. The EPA has implemented corrective actions to correct activity in
accounts incorrectly impacted by improper posting models, develop internal control procedures to
confirm the proper accounts are impacted for transactions, and to perform analytical reviews of
account activity on a quarterly basis to verify account activity is reasonable. The EPA’s remaining
corrective action is to complete a thorough review of all posting models.

e Compass Reporting Limitations Impair Accounting Operations and Internal Controls
The EPA did not agree that the reporting limitations we identified in FY 2012 in several accounting
areas significantly impair the effectiveness of the agency’s accounting operations and internal
controls. However, the EPA stated that it will continue to analyze the agency’s reports, identify any
concerns and develop new reports for users as needed. In FY 2013, the EPA had not developed
reports at the security organization level needed to reconcile accounts receivable and update
allowance for doubtful account estimates and to reconcile property financial data in Compass to the
property management data in Maximo. The EPA needs to complete corrective action in these areas
to develop reports to provide users with accurate data on a timely basis.
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e EPA Should Improve Compliance With Internal Controls for Accounts Receivable
During FY 2012, we found numerous deficiencies in EPA’s compliance with accounts receivable
internal controls. Various factors contributed to EPA not properly following its internal control
procedures to ensure timely and accurate recording of accounts receivable. We found that Cincinnati
Finance Center did not timely receive accounts receivable judicial legal documents from the
Department of Justice and EPA. In FY 2013, the agency made progress on the corrective action;
however, the corrective action is not complete. The agency revised agency accounts receivable
guidance to remove the requirement for Regional Legal Enforcement Offices to forward copies of
executed judicial orders to the Cincinnati Finance Center within five workdays. EPA's Office of
Enforcement and Compliance Assurance is still in the process of working with the Cincinnati Finance
Center and the Department of Justice to assess the timely transmission of judicial orders to the
Cincinnati Finance Center. The agency is scheduled to complete this corrective action in FY 2014.

e EPA Is Not Clearing Fund Balance with Treasury Statement of Differences Timely
During FY 2012, EPA did not clear Fund Balance with Treasury differences reported on the U.S.
Department of the Treasury’s Statement of Differences within two months. Various problems resulting
from the agency’s conversion from the Integrated Financial Management System to Compass
contributed to the untimely clearing of Statement of Differences transactions. In FY 2013 the agency
improved its process for clearing Statement of Differences transactions with the implementation of
the Central Accounting Reporting System. The EPA has made progress in clearing Statement of
Differences transactions in two months. However, the EPA has not fully completed corrective action
because some differences still remain, especially at the Washington Finance Center.

e Property Internal Controls Need Improvement
In our FY 2012 audit, we found that Compass did not sufficiently reject personal property information
entries that were not accurate. As a result, the agency could possibly lose accountability and control
over property. We identified personal property items for which the location was not properly identified,
and items were physically located in accountable areas other than the locations identified in the
property system. During FY 2013, we found that some capital property items valued at approximately
$1.1 million in Research Triangle Park were not in the exact location as recorded in the Fixed Assets
System. The EPA transferred the pieces of equipment to a new location, but did not update the
system.

e Compass and Maximo Cannot Be Reconciled
During FY 2012, we found that the EPA could not reconcile capital equipment property management
data within its property management subsystem, Maximo, to relevant financial data within Compass.
The inability to reconcile the property subsystem with Compass could compromise the effectiveness
and reliability of financial reporting. The EPA could not reconcile Maximo and Compass because
historical property data did not migrate properly from the Integrated Financial Management System to
Compass. We recommended that the EPA develop procedures to reconcile capitalized property in
the agency’s system with Maximo. According to agency officials, they identified the need to develop
additional procedures to reconcile capital property. The EPA is currently reviewing the policy and the
target completion date is December 31, 2013.

e EPA Should Improve Controls Over Expense Accrual Reversals
In FY 2012, the EPA did not reverse approximately $108 million of FY 2011 year-end expense
accruals. The agency did not reverse the accrual transactions because the Compass posting
configuration for the applicable fund category was inaccurate. By not reversing the accruals timely,
EPA materially overstated the accrued liability and expense amounts in the quarterly financial
statements. EPA’s Policy Announcement No. 95-11, Policies and Procedures for Recognizing
Year-End Accounts Payable and Related Accruals, require the agency to “recognize and report all
accounts payable and related accruals in its year-end financial reports.” In our final audit report
issued November 16, 2012, we recommended that the agency update the EPA’s Policy
Announcement 95-11 to require reconciliations of accruals and accrual reversals. Agency officials
concurred with our finding and recommendations and took corrective action by implementing an
independent review of the FY 2012 accruals and reversals. The agency also performed accrual
reviews prior to the issuance of the FY 2013 quarterly financial statements. However, the agency has
extended the target due date to update Policy Announcement 95-11 until June 2014.
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e EPA Needs to Remediate System Vulnerabilities That Place Financial Data at Risk
In our FY 2012 audit, we found that OCFO officials did not monitor the testing of its networked
information technology assets to identify commonly known vulnerabilities or take action to remediate
those weaknesses. We found the lack of monitoring, in part, because EPA’s OEI took almost 3 years
to resolve a long-standing recommendation to define duties and responsibilities for testing networked
resources managed under EPA’s service support contract. Information technology assets used by
finance center personnel contained 286 commonly known vulnerabilities that could potentially
undermine EPA’s financial reporting capability, if exploited. We made several recommendations to
the agency’s program office senior information official to establish a process to closely monitor the
contractor to ensure that they test the finance centers’ networked resources and remediate all noted
vulnerabilities. During FY 2013, we identified four high-risk vulnerabilities that went unresolved within
the required 30-day timeframe for the OCFO network.

e CFO Financial Systems Security Documentation Needs Improvement
During FY 2012 financial statement audit, we found that the EPA has inaccurate system security
plans for the following key financial information systems: Contract Payment System, Fellowship
Payment System, Grants Payment System and Small Purchase Information Tracking System. During
FY 2013 financial statement audit, we found that the EPA has integrated these financial information
systems as modules in the overarching Payment Tracking System. As of September 19, 2013, the
EPA has an approved system security plans for the Payment Tracking System. The Payment
Tracking System's system security plans incorporated the assessment and control reviews from the
Contract Payment System, Fellowship Payment System, Grants Payment System and Small
Purchase Information Tracking System system security plans. However, the Payment Tracking
System's system security plans includes reference to an outdated policy under controls AC-5 that
was found during the FY 2012 financial statement audit and the Contingency Plan provided was not
finalized.

e Financial Management System User Account Management Needs Improvement
EPA had previously considered these recommendations closed; however, OCFO agreed in FY 2013,
to develop alternative corrective action for recommendation 27. OCFO is in the process of developing
our proposal. Regarding recommendation 32, OCFO has been receiving automated human
resources data/reports and is working with the Office of Administration and Resources Management
on the implementation of the Human Resources Line of Business which will further respond to this
recommendation.”

Source: OIG analysis.
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Attachment 3

Status of Current Recommendations and
Potential Monetary Benefits

POTENTIAL MONETARY
RECOMMENDATIONS BENEFITS (in $000s)
Planned
Rec.  Page Completion Claimed Agreed To
No. No. Subject Status! Action Official Date Amount Amount
1 11 Perform a thorough review of posting models and u Chief Financial Officer
financial system configurations to ensure the
proper accounts are impacted.
2 11 Perform quarterly analytical reviews of account 0 Chief Financial Officer Ongoing
activity at the transaction level to verify that the quarterly
activity is reasonable. activity
3 14 Require the Director, Facilities Management and 0 Assistant Administrator for 1/31/14
Services Division, to establish timeframes that Office of Administration and
property records are to be entered or updated Resources Management
when a new accountable personal property item is
received or inventoried, relocated, transferred or
no longer in the EPA'’s custody.
4 14 Require the Director, Facilities Management and 0 Assistant Administrator for 1/31/14
Services Division, to determine and resolve the Office of Administration and
issue of missing personal property records not in Resources Management
agency's official property system.
5 14 Require the Director, Facilities Management and 0 Assistant Administrator for Ongoing
Services Division, to verify capital assets are Office of Administration and  quarterly
updated in Maximo (including new equipment, Resources Management activity
surplused and no longer in the EPA'’s custody).
6 14 Require the Director, Facilities Management and (o] Assistant Administrator for 1/31/14
Services Division, to hold a Board of Survey to Office of Administration and
address missing items. Resources Management
7 15  Require the Director of the Office of Technology U Chief Financial Officer
Solutions to work with the Compass contractor to
correct the FDO1 model posting error.
8 16 Conduct reviews of the access control lists for all 0 Assistant Administrator for 1/15/14
agency financial applications under their Environmental Information and
responsibility to ensure they are up-to-date and Chief Financial Officer
reflect the current necessary system privileges of
personnel.
9 17 Issue a memorandum to personnel responsible for O Assistant Administrator for 1/15/14
controlling access to financial systems Environmental Information and
emphasizing the importance of following access Chief Financial Officer
control procedures - specifically, periodic access
reviews and proper access removal.
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Rec.  Page

No. No.

RECOMMENDATIONS

Subject

Statust

Planned
Completion
Action Official Date

POTENTIAL MONETARY
BENEFITS (in $000s)

Claimed
Amount

Agreed To
Amount

10 19

11 19

12 19

Develop a detailed listing of all OCFO information
technology assets by IP address, system name
and server name. Provide the OCFO staff in
charge of receiving and analyzing monthly VM
reports with the detailed listing of information
technology assets. The detailed listing should
include all OCFO information technology assets
under OCFO operational control, as well as
information technology assets operated on behalf
of OCFO within and external to the agency.

Issue @ memorandum to OCFO staff involved in
the monthly VM process reiterating the
importance of following roles and responsibilities
outlined in the VM SOP. Specifically, the
memorandum should stress the importance of
communicating, to OElI, IP addresses that do not
belong to OCFO so they are no longer included in
OCFO's monthly reports. The memorandum
should also specify timelines when responsible
personnel must update the POA&M information in
the agency’s vulnerability tracking system and
report the status of actions taken to OCFO’s
primary 1SO.

Conduct training for staff in charge of receiving
and analyzing monthly VM reports to ensure they
are knowledgeable of the agency’s remediation
process for vulnerabilities. This training should
included specific information on how to review the
provided VM report and what actions offices must
take regarding the identified vulnerabilities.

0]

1 0 =recommendation is open with agreed-to corrective actions pending

C = recommendation is closed with all agreed-to actions completed

U = recommendation is unresolved with resolution efforts in progress
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EPA’s Fiscal 2013 and 2012
Consolidated Financial Statements
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Principal Financial Statements

Financial Statements

Uk~ wd P

Consolidated Balance Sheet

Consolidated Statement of Net Cost

Consolidated Statement of Net Cost by Goal
Consolidating Statement of Changes in Net Position
Combined Statement of Budgetary Resources
Statement of Custodial Activity

Notes to Financial Statements

Note 1.
Note 2.
Note 3.
Note 4.
Note 5.
Note 6.
Note 7.
Note 8.
Note 9.

Note 10.
Note 11.
Note 12.
Note 13.
Note 14.
Note 15.
Note 16.
Note 17.
Note 18.
Note 19.
Note 20.
Note 21.
Note 22.
Note 23.
Note 24.
Note 25.
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Summary of Significant Accounting Policies
Fund Balance with Treasury (FBWT)

Cash and Other Monetary Assets

Investments

Accounts Receivable, Net

Other Assets

Loans Receivable, Net

Accounts Payable and Accrued Liabilities
General Property, Plant and Equipment, Net
Debt Due to Treasury

Stewardship Land

Custodial Liability

Other Liabilities

Leases

FECA Actuarial Liabilities

Cashout Advances, Superfund

Unexpended Appropriations — Other Funds
Commitments and Contingencies

Funds from Dedicated Collections
Intragovernmental Costs and Exchange Revenue
Environmental Cleanup Costs

State Credits

Preauthorized Mixed Funding Agreements
Custodial Revenues and Accounts Receivable
Reconciliation of President’s Budget to Statement of Budgetary Resources
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Notes to Financial Statements (continued)

Note 26.
Note 27.
Note 28.
Note 29.
Note 30.
Note 31.
Note 32.

Recoveries and Resources Not Available, Statement of Budgetary Resources
Unobligated Balances Available

Undelivered Orders at the End of the Period

Offsetting Receipts

Transfers-In and Out, Statement of Changes in Net Position

Imputed Financing

Payroll and Benefits Payable

Note 33. Other Adjustments, Statement of Changes in Net Position
Note 34. Non-exchange Revenue, Statement of Changes in Net Position

Note 35.
Note 36.
Note 37.

Reconciliation of Net Cost of Operations to Budget
Amounts Held By Treasury (Unaudited)
Antideficiency Act Violations

Required Supplementary Information (Unaudited)

1. Deferred Maintenance
2. Stewardship Land
3. Supplemental Combined Statement of Budgetary Resources

Required Supplementary Stewardship Information (Unaudited)

14-1-0039

28



Environmental Protection Agency

Consolidated Balance Sheet

For the Periods Ending September 30, 2013 and 2012

(Dollars in Thousands)

FY 2013 FY 2012
ASSETS
Intragovernmental:
Fund Balance With Treasury (Note 2) $ 9,944,179 $ 10,856,475
Investments (Note 4) 4,577,071 4,620,231
Accounts Receivable, Net (Note 5) 14,327 28,216
Other (Note 6) 243,654 252,837
Total Intragovernmental $ 14,779,231  $ 15,757,759
Cash and Other Monetary Assets (Note 3) 10 10
Accounts Receivable, Net (Note 5) 849,173 491,122
Loans Receivable, Net - Non-Federal (Note 7) 57 136
Property, Plant & Equipment, Net (Note 9) 1,030,807 1,010,021
Other (Note 6) 5,756 3,134
Total Assets $ 16,665,034 $ 17,262,182
Stewardship PP& E (Note 11)
LIABILITIES
Intragovernmental:
Accounts Payable and Accrued Liabilities (Note 8) 55,961 55,021
Debt Due to Treasury (Note 10) 28 1,063
Custodial Liability (Note 12) 94,441 118,900
Other (Note 13) 102,693 117,520
Total Intragovernmental $ 253,123 $ 292,504
Accounts Payable & Accrued Liabilities (Note 8) $ 619,734 $ 775,281
Pensions & Other Actuarial Liabilities (Note 15) 51,818 46,905
Environmental Cleanup Costs (Note 21) 21,549 21,560
Cashout Advances, Superfund (Note 16) 1,011,585 735,837
Commitments & Contingencies (Note 18) 25,200 25,180
Payroll & Benefits Payable (Note 32) 267,955 266,727
Other (Note 13) 125,908 105,068
Total Liabilities $ 2,376,872  $ 2,269,062
NET POSITION
Unexpended Appropriations - Other Funds (Note 17) 8,980,012 9,811,870
Cumulative Results of Operations - Funds from Dedicated Collections (Note 19) 4,576,942 4,504,199
Cumulative Results of Operations - Other Funds 731,208 677,051
Total Net Position 14,288,162 14,993,120
Total Liabilities and Net Position $ 16,665,034 $ 17,262,182

The accompanying notes are an integral part of these financial statements.
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Environmental Protection Agency
Consolidated Statement of Net Cost
For the Periods Ending September 30, 2013 and 2012
(Dollars in Thousands)

FY 2013 FY 2012
COSTS
Gross Costs (Note 20) $ 10,026,208 $ 10,905,272
Less:
Earned Revenue (Note 20) 600,897 521,826
NET COST OF OPERATIONS (Note 20) $ 9,425311 $ 10,383,446

The accompanying notes are an integral part of these financial statements.
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Costs:
Intragovernmental
With the Public

Total Costs (Note 20)

Less:

Earned Revenue, Federal

Earned Revenue, non Federal
Total Earned Revenue (Note 20)

NET COST OF
OPERATIONS (Note 20)

Costs:
Intragovernmental
With the Public

Total Costs (Note 20)

Less:

Earned Revenue, Federal

Earned Revenue, non Federal
Total Earned Revenue (Note 20)

NET COST OF
OPERATIONS (Note 20)

The accompanying notes are an integral part of these financial statements.
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Environmental Protection Agency

Consolidated Statement of Net Cost by Goal
For the Period Ending September 30, 2013

(Dollars in Thousands)

31

Land Healthy Compliance &
Clean & Safe Preservation & Communities & Environmental
Clean Air Water Restoration Ecosystems Stewardship
$ 166,921 $ 405,439 $ 341,138 163,742 $ 194,386
903,413 4,723,286 1,902,661 538,325 686,897
1,070,334 5,128,725 2,243,799 702,067 881,283
21,275 7,733 67,803 12,732 3,489
1,444 29,976 237,781 31,837 186,827
22,719 37,709 305,584 44,569 190,316
$ 1,047,615 $ 5,091,016 $ 1,938,215 657,498 $ 690,967
Consolidated
Totals
$ 1,271,626
$ 8,754,582
10,026,208
$ 113,032
S 487865
600,897
S 0425311



Costs:
Intragovernmental
With the Public

Total Costs (Note 20)

Less:

Earned Revenue, Federal

Earned Revenue, non Federal
Total Earned Revenue (Note 20)

NET COST OF
OPERATIONS (Note 20)

Costs:
Intragovernmental
With the Public

Total Costs (Note 20)

Less:

Earned Revenue, Federal

Earned Revenue, non Federal
Total Earned Revenue (Note 20)

NET COST OF
OPERATIONS (Note 20)

Environmental Protection Agency
Consolidated Statement of Net Cost by Goal
For the Period Ending September 30, 2012
(Dollars in Thousands)

Land Healthy Compliance &
Clean & Safe Preservation & Communities & Environmental
Clean Air Water Restoration Ecosystems Stewardship

$ 184,695 $ 380,760 $ 358,603 $ 184,459 $ 216,865
1,027,551 5,177,804 2,175,713 593,659 605,163
1,212,246 5,558,564 2,534,316 778,118 822,028
12,171 8,220 79,371 12,092 5,877
1,372 33,654 255,421 37,106 76,542
13,543 41,874 334,792 49,198 82,419
$ 1,198,703 $ 5,516,690 $ 2,199,524 $ 728,920 $ 739,609

Consolidated
Totals

$ 1325382

S 9579890
10,905,272

$ 117,731
404,095

©

521,826

$ 10,383,446

The accompanying notes are an integral part of these financial statements.
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Environmental Protection Agency
Consolidating Statement of Changes in Net Position
For the Periods Ending September 30, 2013 and 2012
(Dollars in Thousands)

FY 2013
Funds from FY 2013 FY 2013
Dedicated All Other Consolidated
Collections Funds Total
Cumulative Results of Operations:
Net Position - Beginning of Period 4,504,199 677,051 5,181,250
Beginning Balances, as Adjusted $ 4,504,199 $ 677,051 $ 5,181,250
Budgetary Financing Sources:
Appropriations Used - 9,160,169 9,160,169
Nonexchange Revenue - Securities Investment (Note 34) 28,717 - 28,717
Nonexchange Revenue - Other (Note 34) 195,107 - 195,107
Transfers In/Out (Note 30) (12,594) 29,885 17,291
Trust Fund Appropriations 1,087,088 (1,087,088) -
Total Budgetary Financing Sources $ 1,298,318 $ 8,102,966 $ 9,401,284
Other Financing Sources (Non-Exchange)
Imputed Financing Sources (Note 31) 25,151 125,776 150,927
Total Other Financing Sources $ 25,151 $ 125,776  $ 150,927
Net Cost of Operations (1,250,726) (8,174,585) (9,425,311)
Net Change 72,743 54,157 126,900
Cumulative Results of Operations $ 4576942 $ 731,208 $ 5,308,150
Unexpended Appropriations:
Net Position - Beginning of Period - 9,811,870 9,811,870
Beginning Balances, as Adjusted - 9,811,870 9,811,870
Budgetary Financing Sources:
Appropriations Received - 8,782,272 8,782,272
O