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1.1  Purpose

The purpose of this guidance document is to provide Toxics Release Inventory (TRI) reporters with useful instructions on how to resolve

issues associated with gaining access to the Reporting Year (RY) 2015 version of the TRI-MEweb application. This document identifies the
most common questions and answers associated with Internet browser settings, how to resolve issues with electronic signature agreement
processing, and other tips that new and returning TRI-MEweb preparers and certifying officials will find useful when accessing TRI-MEweb

via CDX. TRI reporting facilities may visit the TRI-MEweb Resources and TRI-MEweb Tutorials webpages to learn more about the general
functionality associated with TRI-MEweb.

Troubleshooting Matrix

Section Screenshot of Issue Description of Issue Possible Cause/Solution

Potential issues when user opens CDX login page for the first time in the current reporting year.

1.2.1 e e My browser cannot display or access | The CDX Login page cannot be viewed (shown as a 404
TRl e onco: ERE o
? er e Femtm Tk b B i the CDX login page at error page) because your Internet browser does not
B S Bttty ot tmtnmiom | ] SRR https://cdx.epa.gov/ have the security setting needed to process data through
Intermet Expl t display the webpag y .
L ] | «  Tip: Go to the TRI website to verify if EPA systems. Your Internet browser’s security transport

layer must have TLS1.0 settings enabled. Follow these

steps to enable TLS1.0 settings in Internet Explorer or

the disruption has been announced

and when webiste should be back to

. Mozilla Firefox on your local machine.
S normal operations (rare ocurrence).

L — — If a valid outage, the CDX Login Page will display a

notice if experiencing a service disruption.
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Section

Screenshot of Issue

1.2.2

rnet Enploses provided by CGI Federal

Description of Issue

Possible Cause/Solution

oD ENEE]

Fie Edt Vew Faortes Took el

Unks i Home - Process Asset Ubeary | C B Detek e

xﬁmw—-mwm | | 0-8-

o o T

Central Data Exchange

Log In
Invalid user name or password combination. Please try again

User D

LesishexisFer
Passu

eSugnature vidgel

swer Secret Question 3. Sign File

L.

1. Login into CDX

All CDX account holders: During
CDX user account login, | forgot my
CDX user account password.

Only Certifying Officials: During the
new certification process, | forgot the
answer to one of the five security
questions (only 3 attempts allowed)
used to verify my identity when | am
required to provide an e-signature (as
shown in second screenshot to the
left).

e All CDX account holders: Resetting your CDX
account password requires the user to answer
randonly one of three security questions that is
provided during the registration process or
whenTRI-MEweb is accessed for the first time
in RY 2015. Learn how to reset your own

assword.

e  Only Certifying Officials: In addition to the
previous three password reset question and
answer requirement, new e-signature
functionality in TRI-MEweb requires Certifying
Officials to provide one of five answers to 20
possible questions to verify user identity when
e-signatures are required during the
certification setup and approval processes.

View screenshot for more details

EPA recommends that all passwords be recorded
separately and safeguarded for future reporting.
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Section Screenshot of Issue Description of Issue Possible Cause/Solution
Potential issues when | have logged into my CDX user account and | am filling out my new CDX registration requirements
1.2.3 ,...w.n..“..m Facresah Interre tpters vt by CEl et i Only Certifying Officials: During Only Certifying Officials: LexisNexis verification
o = [ s icon wpe greideetiyeroctr st tamancrmmroet =] 8 | 4 %[ e
Y= y) - . e CDX account registration, | attempted | Service requires that your Web broswer have the most
LR It [ B L EO L to complete the electronic identity recent version of Javascript downloaded and enabled.
verification using the LexisNexis To verify which Java version you have or to download
third-party service but when | click the current version of Java, please view solution.
“Proceed to Verification” (see red
arrow) button nothing happens. . . .
) g happ Alternatively, you may not be able to view the Lexis
e Only Certifying Offcials: | cannot Nexis window because your browser’s pop-up blocker is
B L e o re-open the LexisNexis third-party enabled,. To resolve this issue, click here to view
identity verification window. solution.
1.2.4 ~ioix Only Certifying Officials: | am Only Certifying Officials: You only have one-attempt at
6@" [e] eps:irea =1L & |42 x| [verzon 2=

Fle Edt Vew Favories Took Help
Links & Home - Process Asset Library & CGI Enterprise Portal 2 Deltek Time & Expense - Login e EPA TRI Reporting Materils TRI Program EPA

- | @Electronic Sinature Agre... X | B httpfjwww.epa.govtrirep...

T - B - ém - FPage - (G Tods » 7

Print to Mail

U.S. Envirommental Protection Agency
ELECTRONIC SIGNATURE AGREEMENT

In accepting the electronic signature credential issued by the U1.S. Environmental Protection Agency (EPA)
to sign electronic docurnents subitted to EPA's Central Data Exchange (CDI0), and as a representative
for:

Electronic Signature Holder Company Information
Orgarization Wame CGIFEDERAL TEST 2
Address 12601 FAIRLAKES CIRCLE
City, State, Zip: FATRFAX, VA 22033
Province.

Cennter Riic] 02
3

oare

S—
T T | [ [ wmemer SCa) |

prompted to print, sign, and mail a
paper CDX Electronic Signature
Agreement (ESA) after attempting to
electronically process a CDX ESA
using LexisNexis for real-time
approval. | print the form but,
MyCDX page has a deactivated TRI-
MEweb link. | can’t open TRI-MEweb.
What do | do?

getting your identity verified and obtaining real-time
approval of an ESA using the LexisNexis widget. There
is no message from LexisNexis if you failed identity
proofing either. If you have failed identitfy verification
through LexisNexis, you may either submit a paper ESA
form or request a re-attempt of the identity verification
through LexisNexis again by following these steps.

EPA does not collect any private personal
information. This information is used only by
LexisNexis to verify identity of user.
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Section Screenshot of Issue Description of Issue Possible Cause/Solution
Potential issues when | can view MyCDX page
1.2.5 — After | completed the CDX Issue 1: This issue may be due to the version of Java

G: ~ [] Mttpsijjed.epa.goviCacitycDx

(=108 [[ ) x] frercon s

File Edt Wew Favorites Tods Help

Links & | Home - Process Asset Library & | CGl Enterprise Portal g | Deltek Time & Expense - Login - {13 EPA TR Reporting Materials TRIProgram EPA >

Central Data Exchange
Last |

MyCDX ‘ Inbox (4 ‘ ‘ My Profile | ‘Submissinn His(nrv‘

Manage Your Program Services T |MEwebs: If the TRI-

the Rale colurnn does n

Status  Program Service Name Role(s) the "TRI-MEweb Hyperl
2 TRIMEweb: Toxic Release Inventory Made Easy Web TRI-MEweb TRI-MEweb Hyperlink

March 15 2013, 0115 Pl

News and Updatd

Ho news fupdates.

Pl I >

X | U5 hitp:fjwum epa.govirirep %3 - B - @ - - Page - () Took -

|1 F T [ [ [ i @umene [F100%
=

registration process and have added
TRI-MEweb to my user account, |
openned the My CDX page (view
screenshot). The link to launch the
TRI-MEweb application on MyCDX
page is disabled. How do | open TRI-
MEweb?

installed on your computer does not meet the
requirements to run TRI-MEweb, view the solution to

verify you have Java downloaded and enabled on your
browser.

Issue 2: This may also be due to a session timeout
during your registration process, to resolve this issue,

please view the solution.

Or Issue 3: Only applies to Certifying Officials:
Lastly, you may have failed LexisNexis identity
verification, which requires the signing of a paper
electronic signature agreement, please view the
solution.
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Possible Cause/Solution

Section Screenshot of Issue Description of Issue
1.2.3 | clicked on the TRI-MEweb link on This issue may be caused by the pop blocker being
e W B T » the My CDX page and the TRI- enabled. In Firefox, an alert window will appear
3 Firefox prevented this site from opening a pop-up windaw. Qptions [ =
MEweb application does not seem to | indicating that a pop-up window is being prevented from
be opening or seems to be taking a opening. Click within the yellow window to always allow
long time. pop-up windows to open from the CDX website. The
TRI-MEweb application will appear in a new browswer
window on your computer screen.
C:start | @ sceenshot ..
Potential issues within the TRI-MEweb application:
1.2.7 F — — < e Iclicked “Yes” when this prompt Content in TRI-MEweb is provided over open https
2CUrT aming - . - -
appears in TRI-MEweb after clicking connections when a user has already securely accessed
% ety 0 view only the that vas on alink to the User Guide, or the TRI-MEweb application. There is no need to have

This webpage contains content that will not be delivered using a secure HTTPS
connection, which could compromise the security of the entire webpage.

H

Waterbody map in Section 5.3, and

nothing happens

secured connections. View more screenshots of issues

this setting may be causing within the TRI-MEweb

View the solution to get security warning pop-ups to

reappear if links appear not to work.
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Section Screenshot of Issue Description of Issue Possible Cause/Solution
1.2.8 e T Only for New Certifying Officials: | | Only for New Certifying Officials: EPA integrated the
Pending Signature am a new certifying official that has certification module into TRI-MEweb. In RY 2015, new
SWRD e :J,“F:j?f s processed the CDX ESA, upon certifying officials will need to complete a one time,
Houston, TX, 76772
opening TRI-MEweb the certification | electronic TRIFID Certification Agreement under the
Signature Received status of TRI facilities listed as “Certify” tab’s “Manage TRIFIDs for Certification” page
You have successfully signed the TRIFID Certification Agreement for the following TRIFIDs:
IRED Faclity Name Location <« sign TRIFID Certification table for each individual facility account in TRI-MEweb.
Agreement”. Review the process for completing this task.
1.2.9 | peg © Only Certifying Officials: | cannot Only Certifying Officials: EPA recommends printing
[Sign ]
i | certify forms or sign my TRIFID and saving your secret challenge questions. To learn
LLD?\HI"IDEDX :Ani\ve‘rsecrelﬂueslmn 3. S\gt\FHe‘ Certlflcatlon Agreement because | do more‘ C“Ck here
N o r— not remember the answers to my
.......... [renss
“Secret Questions” (or 20-5-1
] Or contact the CDX Help Desk at (888) 890-1995 to
Challenge Questions). .
reset your secret challenge questions.
1.2  Frequently Asked CDX Access Questions

All users reporting to TRI are required to have a CDX user account prior to being granted access to the TRI-MEweb application. Click on the

following links to learn more about the general process for registering for a new CDX user account, or associating an exising account with

the TRI-MEweb application, as a TRI Form Preparer or Certifying Official.

The following questions and answer sections provide a more extensive explanation of the most common issues associated with registration

and access to CDX user accounts, opening the TRI-MEweb application, effectively using all TRI-MEweb functionality, and using the new

TRI-MEweb certification module:
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121

When | try to access the CDX website, | receive a message stating my browser cannot display the webpage or
it appears the CDX website is not working. Is my Internet browser required to have specific security settings
enabled to access CDX?

/2 Internet Explorer cannot display the webpage - Microsoft Internet Explorer provided by CGI Fedel

An announcement of an outage should be posted on the main TRI web site and on the '
{5 o w e resiieipnger ] K e

TRI-MEweb Resources Web page, if the CDX login website is not displayed on your i
browser or not available for a legitimate reason (i.e., due to scheduled maintenance, R e ot o et I SR Al
SyStem SOftWare Update) .@ Internet Explorer cannot display the webpage
Iost likely causes

« You are not connected to the Internet,

« The website is encountering problems.

» There might be a typing error in the address
If CDX login webpage is functional, but is still not displaying on your browser, you may What you can t

® Diagnose Connection Problems

have to set your security setting in your browser to TLS 1.0 to view secured web site

@ More information

content. Depending on your browser, please follow these instructions to enable TLS 1.0
security settings:

[pone [ [ [ [ [ mtemet [How -,

Figure 1: CDX login page appears not to be working.

t—-e Internet Explorer e'
” Firefox

1. Go to Tools — Internet Options.
1. Go to Tools — Options.
2. Select the "Advanced" tab.
2. Then, select the "Advanced" group and the "Encryption” tab.
3. Scroll down to the "Security" group of checkboxes.
3. Ensure that "Use TLS 1.0" is checked.
4. Ensure that "Use TLS 1.0" is checked.

4. Refresh the CDX login page by pressing F5 on your keyboard.

5. Refresh the CDX login page by pressing F5 on your keyboard.
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1.2.2

When attempting to log into CDX or when using the e-signature widget, | received an invalid user name and
password message because | have forgotten my password, what should | do?

Log In - “crosoft Infernet Explarer provided by CGI Federal Password Reset - Internet Explorer, optimized for Bing and MSN

G— [e Hetpsfech.epa ovicdsfLogi Bt yi=4 AT 4y D E IR £ G- wibs ooy #L 8] 2% Al ]2 fova levn prg 2R G- wibs ooy L8] 2/ |7 jova icon png 2E
I Favorites Tools Help

Fle Ed Vew Favordes Todk Hep
s B

= “BSearch - | Wishare | Morew

3 scarch - | Wishere | Morer Py
‘B-a®-3-0-E0- FE]
0 o EXOREEN * v e i e G0 o -

o m - page Sefetyv Tosls~ @+ * rw # Password Reset - Confiom Account 8 o w - page~ Sefety~ Tools~ @~ *

E
{
5
]
|2
{
H

Central Data Exchange

Log In

Invalid user name or password combination. Please try again

G e i+ Pt [ et rurints) (3 7rn 3 iy oot U~ i ™

Figure 2: Forget your password? Figure 3: Provide CDX login name and registered Figure 4: Answer security question
email address
Resetting your CDX user account password: If your receive an invalid username and password message when trying to log into your CDX user
account, follow this procedure:
1. You can reset your password by clicking on the “Forgot Your Password?” link located at the bottom of the CDX login page at:
(https://cdx.epa.gov/CDX/Login). See red box in Figure 2.

2. You must provide email address and CDX login name as shown in Figure 3.

Answer one of the three security question to reset your CDX password. Enter new password if anwer is successful (only 3 attempts allowed).

4. Otherwise, contact the CDX HelpDesk directly at (888) 890-1995 or at 970-494-5500 to have your password reset. Please note that the CDX
HelpDesk cannot perform a password reset via an email request as the user must verify identity of caller.

5. CDX will send an email to registered email address to reset your CDX user account password. Open email and click on link to reset CDX
password. Your CDX password reset questions and answers can only be changed by the CDX Helpdesk.
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Only Certifying Offcials: Security questions and answers for using the e-signature widget
(known as Challenge questions)

Central Data Exchange EContact Us
Last Login: /672012 12:0%:08 FM

EPA has built a new certification procedure within the TRI-MEweb application that uses an e-

CDX Registration: Additional Verification

signature widget (view Figure 4) to verify user identity last year. The answers to five challenge s vencae KON [

You are registered for a program that
should be guestions that you can remember, bue difficult for anyone else to guess

questions (view five example answers in Figure 3) is provided by all users with the Certifying

Select 5 Challenge Questions and Answers

Official’s role After logging into CDX for the first time in RY 2015, all newly appointed Certifying [ [me s s moerare eryouraces i

[ What is your fa ook? ~ | [animats

Officials must select five different questions from a list of 20 and provides answers to each [hers a

guestion. EPA recommends that all passwords be recorded separately and safeguarded for future

reporting as users can not edit their answers after leaving the CDX registration process. Contact

the CDX HelpDesk directly at (888) 890-1995 to reset your Challenge answers.

Figure 5: Five answers to five selected e-signature security
e . guestions. EPA recommends recording all answers by
1. Login into COX 2. Amswer Secret Question 3 sign File capturing and printing this page. CDX account users cannot
I edit answers.

1.2.3 Figure 2: e-signature widget

| am a certifying official and created my CDX user account. | have added the TRI-MEweb application. | am
attempting to access the identification verification procedure (called LexisNexis) to obtain real-time
approval of my ESA but the LexisNexis pop-up does not appear.

1. InInternet Explorer, click the “Tools” tab, and then click “Pop-up Blocker”.
2. To turn off the Pop-up Blocker, click “Turn off Pop-up Blocker”.
3. Press F5 to reload the pop-up window to re-start the identity verification LexisNexis widget (view Figure 6).
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1.2.4

| am a certifying official who has failed the third-party LexisNexis identification verification. What do | do

now?

The most common reasons for LexisNexis verification failure:

In the event of a verification failure, the user has two options:

1.2.5

LexisNexis®  Verification for EPA

Entering incorrect or outdated personal information.

Last Hame * First Hame * Middlc lame SSH (Last 4 *

Not entering home address or may have moved recently to home address
Entering incorrect last name or date of birth (mm/dd/yyyy format)

Closing browser before all fields are filled in

Option 1: Print and sign the paper CDX ESA screen and mail it to EPA’s Data Processing
Center. This will take up to 5 business days to be approved by EPA. The Certifying Official

will not be able to prepare or certify any forms until approval is granted, or

@ LexisNexis* About Laxisexs | Privasy Poliay

Option 2: Call the CDX Helpdesk at 888-890-1995 to request a reset of the LexisNexis
identity verification pop-up. The Certifying Official can then reattempt to pass the Figure 6: LexisNexis identity verification widget
verification. If successful, the Certifying Official will obtain real-time approval of their

CDX Electronic Signature Agreement.

| was unable to complete registration of my CDX user account and now the link to access TRI-MEweb on
MyCDX Page is disabled. How do | complete registration and enable access to TRI-MEweb?

If the TRI-MEweb link in MyCDX is disabled (see Figure 7- red box), this indicates that you were unable to complete the CDX registration process. There

are a few reasons this may have occurred:

Browser has outdated or disabled Java - See how to determine your Java version (link does not depict the JAVA install when clicked)

You experienced a session timeout. - view timeout screenshot
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e You failed identity verification using LexisNexis. —view the two options to resolve

Session has timed-out:
Your session has timed out after 15 minutes of non-continual use. Log back into CDX at

https://cdx.epa.gov/ to resume the registration process.

Failed real-time identity verification (LexisNexis) process:

Option 1: If you encountered this situation due to not passing the real-time identity verification
process, you must complete a paper CDX Electronic Signature Agreement (ESA). While
awaiting approval of your ESA, the TRI-MEweb link will remain disabled.

Or

Contact the CDX Helpdesk at 888-890-1995 to request reset of the LexisNexis attempts.

Resume registration process:

/= MyCDX - Microsoft Internet Explorer provided by CGI Federal - (O] x|

@_: ~ [&] tttps:fieche.epa.govicainycox =1l & |[#2)] x| Jrerizon Pt

Fle Edt Vew Favortes Tooks  Help
Links @ Home - Process Asset Lbrary g | CGIErterprise Portal 2| Deleek Time & Expense - Login - 4% EP# TR Reporting Materials TRI Program EPA

- B - o - - rPage - () Took +

v & 5| @wox X | 5 hittps fowme, spa. govitrifrep. .

Central Data Exchange
Last I

MvCDX| |Inhnx (4)‘ |Mv Profile ‘ ‘Submissinn Histnrv|

Services Alert

—

Kanage Your Program Services  |pIMEweb: If the TRI-

the Role column does n

- he "TRI-MEweb Hyperl
TRI-MEweb TRI-MEweb Hyperlink,

hiarch 15 2013, 01:15 Pht

Status Program Service Name

2 TRIMEweb: Toxic Release Inventory Made Easy Web

News and Updatg

Mo news/updates.

Pl | »

[ [T [ [ [@mtemet [ -~

Figure 7: MyCDX page with disabled TRI-MEweb link

To continue the registration process and resolve this issue, follow the steps below or visit the instructional document:

Log back into your CDX user account.

o M wDd e

From here, you will be able to continue where you left off in the CDX registration process.

Click the "Manage Program Services" hyperlink from the MyCDX page (see green arrow and box in Figure 7).
From the "Manage Program Services" page, select the "Request New Role" hyperlink associated with the corresponding organization.

From the "Request a New Role" page, select “Certifying Official” from the dropdown list and click the "Add Selected Role" button.

If you require additional assistance completing registration, please contact the CDX Help Desk at (888) 890-1995 or by email at

helpdesk@epacdx.net.
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1.2.6

| am unable to open the LexisNexis indentity verification window. Do |
need to have Java installed on my computer?

( Reporting EPA TRI data through CDX requires a minimum Java version of 6.11. The easiest way

P 7 to determine the Java version in your browser is through the Java Control Panel.
p—
Java n _ o _

1. Start by bringing up the Windows Control Panel (in Windows XP and Windows 7,

choose Start, Control Panel; in Windows 8, right-click in the lower-left corner of the screen

and choose Control Panel).

2. If you see a Java icon, click on it. Click the “About” button on the “General” tab to find out

which version you have .

~ java.com: Java + You - Internet Explorer, optimized for Bing and MSN

¥ “Bsearch - Wshare More»

v 2
B W acebockc -

Favortes 4 fava.com: Java + You

E(’lava’

JAVA +YOU,
DOWNLOAD
TODAY!

© biemet
B Migosoft Po...

 Mozila Firefo... "B 2 Micosolt. ~ '/ MyCDX - Inte.. 7~ jova.com: Jaw

st
Figure 8: Java.com website to download most
current version

Z3| Java Control Panel

3. If you encountered this situation due to a Java compatibility issue, please go to the
Java website, download and install software, reboot your computer and ensure Java is
enabled by going back to Step 1, look for the JAVA icon, open JAVA, check to make
sure Java is enabled by going to the “General” tab (See Figure 9) If Java is not

enabled, you must enable Java within your Internet browser prior to logging back into

CDX to resume the registration process above.

For further assistance, please contact your network administrator.

{Benera | update | Java | security | advanced

About

View version information about Java Control Panel.

Metwork Settings
Metwork settings are used when making Internet connections. By default, Java will
use the network settings in your wel

these settings.

Only advanced users should modify
MNetwork Settings. ..

e stored in a special folder for quick execution
files or modify these settings.

bbbbbbbbbb

Temperary Internet Files

Files you use in Java applca
later. Only advanced users should dea

<
1]
£

Java in the browser is enabled.

Figure 9: Java is confirmed enabled in your browser
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1.2.7

When opening TRI-MEweb or when | click a link within the TRI-MEweb application, | am prompted by a
mixed content pop-up window asking if | want to view only the webpage content that was delivered securely.
| click “yes” but nothing happens; what do | do to view content from the link?

— =
- TRI-MEweb Application - Internat Explorer, optimized for Bing and MSN E i i M
PP plorer, op 2 . Security Warning - - -

% Do you want to view only the wel that was deli
i securely?

This webpage contains content that will not be delivered using a secure HTTPS
connection, which could compromise the security of the entire webpage.
il

| - -

Figure 11: Mixed content pop-up window that
user must click “No” to view TRI-MEweb content

In order to successfully access all the functionality in TRI-MEweb, when prompted if you want to view only the webpage content that was delivered

securely, select "No".

Resolution if user accidently clicks “Yes” to the mixed content pop-up window:
User must log out and close the Web browser. Log back into your CDX user account and open the TRI-MEweb application and navigate to where you

left off. The pop-up window will reappear and then answer “No”. The pop-up will not reappear if you click additional links.

Resolution if mixed content pop-up window does not appear and | still cannot view content from User Guide, TRI Assistance Library
(TRIAL), or view the Section 5.3 Water Body Map:

If you are unable to open the TRI-MEweb User Guide, TRIAL pages, or view the Section 5.3 Water Body map, the mixed content pop-up window may

be disabled in your internet browser. To re-enable this pop-up window, please execute the following steps:
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_ 1. Click "Tools" within your internet browser.
e Ot e —— [ | . . Security Settings - Trusted Sites Zone. [
d 2. Click "Internet Options" from the dropdown menu. _ E—
General | Security | privacy | Content | Connections | Programs | Advanced | Settings
3. Click the "Security" tab. & e i
Select a zone to view or change seaurity settings. ] Wl websites to open windows without sddress or status b
@ & v O 4. Click the "Trusted sites" icon (see Figure to left). © vese
Localintranet Trusted sites  Restricted 0 I‘I;\'splay mixed content I
sites H n n H ®
— 'I 5. Click the "Custom Level" button (see Figure to left). O e f
This zone s for Internetwel] |, == | . [ m
0 re:sc;i;eﬂ;u:n\;s;ad in (Iusj_E 6 SCI'0|| down tO the “MIS Cel | an eo u S ” Category ™) gjnéii‘;?tfm dient certificate selection when no certifical |
l -1:3- able
Security level for this zone ] EEragE:nZIdrop or copy and paste files

() Disable
Custom -4 =
Custom settings. lE2] = = ] |
-To change the settings, dick Custom level. —
-To use the recommended settings, dlick Default level. *Takes effect after you restart Internet Explarer

Reset custom settings

[ Enable Protected Mode {requires restarting Internet Explorer) I

|—>[ Customlevel... | [ Defautievel |

Resetto: [ecium (default) v [ Reser. |

@@ Some settings are managed by your system administrator. fl

Reset all zones to default level
L

Figure 2: Add to Trusted sites Figure 13: Setting to trigger pop-up of
mixed content

7. Under “Display Mixed Content”, select “Allow” or “Prompt” (see Figure to right).

8. Click “Ok” to close the window and proceed to access the UserGuide, TRIAL, or Water Body Map.
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1.2.8

| am a pre-existing certifying official but have not signed a TRIFID Certification Agreement for any of my TRI
facility accounts. Do | need to submit a new Electronic Signature Agreement?

gm.ME

,,,,,,,,

ngME Vmdors e s

Manwge 1IH1Da| et Suemmsens | Susmasce ity
Manage TRIFIDs for Certification

Figure 14: Action to provide Certifying official’s title
and association to pending TRIFID facility accounts

Toic Releass ivarsory )
TRIFID Caniir Agresmer Ducumsat

Figure 3: TRIFID Certification Agreement that
requires e-signature

Figure 15: TRIFID facility accounts successfully transferred
under “Signature Received” heading

[Sign

1. Login into CDX. 2. Answer Secret Question 3. Sign File:

User: Question: ¥ sign
ROBERT. SUITH Uihat is your faverite TV show?

Password: Answer:

Figurel7: e-signature to verify transfer of TRIFIDs
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Only Prior Year Certifying Officials: Prior year Certifying Offcials will not need to apply for a new Electronic Signature Agreements (ESA) in RY 2015. How if your
ESA status is “ ¥’ Sign TRIFID Certification Agreement”, you will not be able to certify any pendingforms until the TRIFID Certification Agreement is signed.

Applies to All Certifying Officials with approved CDX ESAs, but a ESA status of ““#& Sign TRIFID Certification Agreement”:
1. New Certifying Official will need to provide their job title after clicking “Edit” button beside the “Official Title” field. Title entered is displayed
beneath their name (section 1 in Figure 14).
2. Certifying Official will need to check the checkbox that corresponds to the pending TRIFID to be transferred and click the “Sign Agreement”
button (section 2 in Figure 16).
3. The Certifying Official will need to click on the “Sign Agreement” button after reading the TRIFID Certification Agreement (red box in Figure 16) to
open the e-signature widget to certify transfer.
4. User will be prompted to electronically sign the agreement via e-signature pop-up (Figure 17).
TRIFID Certifier Agreement document is available in PDF format under the “Signature Received” section (Figure 15).
6. The new Certifying Official is ready to certify any pending submissions transmitted by the preparer under the “Certify” >“Pending Submissions”
subtab.

o

All Certifying Officials: How do | certify a pending form? All prior year Certifying Officials will only need to login into their CDX user account, open TRI-
MEweb, and navigate to the “Certify” tab to open the “Pending Submissions” Page. Based upon your results from the validation report and form review,
the Certifying Official may certify, cancel, or take no action on the form. If they identified errors on the submission, or need to cancel it. The Certifying
Offical should select the "Cancel and Return Form to TRI-MEweb" radio button to correct any incorrect data on a TRI form that has ben transmitted.
Otherwise, the Certifying Official should select the "Certify and Submit to EPA" radio button to e-sign their form before submitting it to EPA.

1.2.9

| am a certifying official attempting to sign a TRIFID Certification Agreement or certify a pending form
submission but | do not remember the answers to my “Secret Questions” (or 20-5-1 Challenge Questions).
What do | do?

fi '@ | Only Certifying Officials: Certifying Officials will not be able to complete the CDX ESA, TRIFID
[sign issi |

Certification Agreement, or certify any pending chemical form submission without the correct

breanmecr 2 ananer s Gussen i answers to your five Challenge questions (view Figure 5 above). If you exceed your maximum

User:
ROBERT. SMITH

 — S — number (3) of CDX e-signature attempts, your CDX account will be locked, and will need to be
unlocked by the CDX Help Desk.

Question: + Sign
What is your favorite TV show?

Figure 18: e-Signature widget
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In the event that you forget the answers to the Challenge questions previously answered during registration, please contact the CDX Help Desk at (888)

890-1995 or email helpdesk@epacdx.net for assistance to reset your answers. Certifying officials cannot edit their Challenge answers within their CDX

user account profile.

EPA recommends that all passwords be recorded separately and safeguarded for future reporting as users cannot edit their answers after leaving the CDX

registration process.
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