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Issued by the EPA Chief Information Officer,  
Pursuant to Delegation 1-19, dated 07/07/2005 

Limited Personal Use of Government Office Equipment Policy 

1. PURPOSE

Why EPA is Issuing this Policy:

The Environmental Protection Agency’s (EPA or Agency) intent in authorizing limited
personal use of Government office equipment is to provide you with a professional and
supportive work environment while meeting taxpayer expectations that tax dollars will be
spent wisely. By authorizing this policy, EPA assumes that you are a responsible
individual, capable of balancing this privilege with the expectations of American taxpayers.
It also recognizes the importance of implementing this policy in a consistent and equitable
manner based on available resources.

2. SCOPE

This document provides the EPA policy permitting limited personal use of Government
office equipment.

3. AUDIENCE

Who is Covered by This Policy:

If you are a representative of one of the unions that represent EPA employees, use of
government equipment for representational and other union functions is a matter subject
to negotiation, and the applicable bargaining agreement should be consulted. Where such
use has been negotiated, it is considered authorized rather than “personal” use of
equipment. Use of equipment falling outside such bargaining agreements, however, is
considered “personal” and is covered by this policy.

EPA limits issuing Government office equipment to contractors, except in highly unusual
and select circumstances. However, contractors and other recipients of federal financial
assistance (e.g., grantees) are authorized limited personal use of Government office
equipment to the extent specified by related contracts, assistance agreements (e.g., grant,
grant program guidance), or memoranda of agreement. Under extraordinary, unusual or
emergency circumstances, contractors and visitors to an EPA facility for official business
with EPA may be granted limited personal use of Government office equipment by
expressed permission, and proper oversight, of a responsible, on-site EPA employee. In
all cases, use must be within the boundaries of EPA policy.
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4. BACKGROUND 
 

 

 

 

 
 

 

 

This document provides the EPA policy permitting limited personal use of Government 
office equipment during non-work time (See Definitions).  It replaces EPA’s interim de 
minimis (limited) personal use policy1, the clarification memorandum related to the interim 
policy2, the Frequently Asked Questions (FAQs) document covering the de minimis 
personal use policy3, and any previous memoranda and policies regarding personal use of 
Government office equipment, including the April 29, 1994 memorandum from Alvin M. 
Pesachowitz pertaining to Appropriate Use of the Internet. This new policy is based on 
both the Federal Government’s Chief Information Officers (CIO) Council model policy 
(approved in May 1999) and the Office of Personnel Management (OPM) Policy on 
Personal Use of Government Office Equipment (approved in June 2000). 

This policy supplements but does not supersede any statutes, regulations or collective 
bargaining agreements on the authorized use of Government office equipment. 

5. AUTHORITY 

The following authorities support this policy and can be found at the Web locations 
given: 
 

5 C.F.R. 
Part 
2635.704A 

Standards of Ethical Conduct for Employees of the 
Executive Branch 
 

E.O. 12674 
and 
E.O. 12731 

Principles of Ethical Conduct for Government Officers 
and Employees 
 

E.O. 13011 Federal Information Technology 

6. POLICY 

You may use Government office equipment only for authorized purposes. Limited 
personal use is authorized during non-work time: 

• if it involves minimal additional expense to the Government; 
• if it does not reduce your productivity or interfere with your official duties 

or the official duties of others; 
• if you are already authorized to use the equipment for official 

Government business; and 
• if it is legal and appropriate (See part C for examples of inappropriate 

 
1 Personal Use of Agency Equipment. EPA Memorandum from Alvin M. Pesachowitz. January 18, 1998. 
2 Additional Guidance on EPA’s Interim Policy on Personal Use of Agency Equipment. EPA Memorandum 

from Margaret N. Schneider. July 26, 2000. 
3 Frequently Asked Questions (FAQs) on “Additional Guidance on EPA’s Interim Policy on Personal Use of 

Agency Equipment.” March 19, 2001. 

https://www.govinfo.gov/content/pkg/CFR-2008-title5-vol3/pdf/CFR-2008-title5-vol3-sec2635-704.pdf
https://www.govinfo.gov/content/pkg/CFR-2008-title5-vol3/pdf/CFR-2008-title5-vol3-sec2635-704.pdf
https://www.justice.gov/archives/ncfs/page/file/761076/download
https://www.justice.gov/archives/ncfs/page/file/761076/download
https://www.federalregister.gov/presidential-documents/executive-orders
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uses). 

Managers and supervisors may further restrict personal use based on the needs of the 
office or problems with unauthorized or inappropriate use in the office. In such cases 
affecting bargaining unit employees, the union may need to be notified. 

A. LIMITED PERSONAL USE OF GOVERNMENT OFFICE EQUIPMENT DOES
NOT INCLUDE PRIVACY DURING THAT USE:

You must not have any expectation of privacy while using any Government office 
equipment. While using Government office equipment, your use may be monitored or 
recorded, read, copied, and disclosed in accordance with all applicable laws and 
regulations. If Government office equipment is involved at any point in the transmission or 
receipt of personal information, then this policy applies, and your use may be monitored, 
recorded, read, copied, and disclosed. For example, if you use Government office 
equipment for personal email, your use may be monitored, read, copied, and disclosed. 
Use of any Government office equipment must be consistent with Agency security and 
information management policies. An official Notice banner appears during every log-on to 
an EPA computer system. It provides the user with a warning about authorized use, 
potential consequences of unauthorized use, activities and disclosures that may occur, 
and terms of consent. 

Business telephone calls may be monitored or recorded for legitimate business purposes 
such as providing training and instruction, or protection against abusive calls. Personal 
telephone conversations and business telephone calls will not be routinely monitored. EPA 
will notify affected employees and their unions if the Agency proposes to change its 
existing practice not to routinely monitor employees' telephone calls. 

B. DO NOT GIVE THE APPEARANCE THAT PERSONAL USE IS IN AN OFFICIAL
CAPACITY:

You must ensure that your personal use does not give the appearance that you are acting 
in an official capacity. For example, you may not post EPA information to external news 
groups, bulletin boards or other public forums without EPA program authorization. Further, 
you must not give the appearance that EPA endorses or sanctions your personal 
activities. If your actions leave the impression that your personal activities are endorsed by 
EPA, you may be in violation of the standards of ethical conduct for executive branch 
employees. 

If there is any potential for confusion, you must provide an appropriate disclaimer. Even 
with a disclaimer, an inappropriate message may interfere with official government 
business. If there is any question or confusion about the need for a disclaimer or even 
sending the message, you should consult your Office’s Deputy Ethics Official and/or 
supervisor for guidance. The following statement is an example of a disclaimer that may 
be used: "The content of this message is mine personally and does not reflect any position 
of the Government or of EPA." 
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C. EXAMPLES OF INAPPROPRIATE PERSONAL USES: 
 
You must not use Government office equipment for activities that are inappropriate. If you 
have questions about appropriate use, consult with your supervisor or the Office of 
Mission Support, Office of Information Technology Operations. If you have any ethics-
related questions regarding personal use of Government equipment, consult with your 
Office’s Deputy Ethics Official. 
 
Some examples of inappropriate activities include: 
• Transferring or storing large electronic computer files using government 

equipment. Your activities might reduce the effectiveness of an EPA 
system if you use large files. For example, sending or opening personal 
electronic greeting cards, video, sound, interactive games or other large 
files as attachments may hinder the performance of an entire network. 
Exceptions, such as business-oriented training videos, should be approved by 
Program managers and by your Senior Information Resources Management 
Official (SIRMO). 

• Using Internet services that automatically download information, such as 
sports scores, stock prices, music or videos, or other continuous data 
streams such as radio stations. 

• Loading personal software onto your Government office equipment or 
making any related configuration changes, unless approved by an 
appropriate information technology manager. For the purposes of this policy, 
“appropriate information technology manager” is defined as the: 
o Director of the Office of Information Technology Operations in the Office 

of Mission Support for approvals that apply across EPA Program Offices 
and/or Regions; or 

o Senior Information Resources Management Officials and Information 
Resources Management Branch Chiefs for approvals that apply within 
their respective Program Offices or Regions. 

• Making long distance telephone calls. There are limited exceptions, such 
as: 
o in an emergency; 
o brief calls to locations that can only be reached during working 

hours (e.g., car repair shop, doctor, family matters); and 
o brief calls home (e.g., to arrange transportation, check on a sick 

child). 
 Note: EPA’s Travel Manual 2550B addresses personal telephone 

calls when in travel status. 
• Using Government office equipment to gain unauthorized access to other 

systems. 
• Creating, copying or transmitting chain letters or mass mailings unrelated to 

official business, either as e-mail or hard copies, regardless of the subject 
matter. 

• Creating, copying, or transmitting any material or communication that is illegal, 
inappropriate or offensive to fellow employees or to the public. 

• Voluntarily viewing, downloading, storing, transmitting or copying, either 
electronically or from a hard copy, materials that are sexually explicit or sexually 
oriented. 
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• Engaging in or promoting hacking, gambling, terrorist activities, activities related 
to illegal weapons, or any activity prohibited by law, rule, or regulation. 

• Using Government office equipment for commercial purposes or in support of 
other "for profit" activities such as outside employment or businesses (e.g., 
selling real estate, preparing tax returns for a fee). 

• Engaging in any fund raising or non-profit activities, endorsing any product or 
service, participating in lobbying or prohibited partisan political activity (e.g., 
expressing opinions about candidates, distributing campaign literature). 

• Unauthorized acquisition, use, reproduction, transmission, or distribution of any 
information, including computer software and data that is copyrighted, 
trademarked, or protected by other laws governing intellectual property or 
privacy. 
 

D. CONSEQUENCES FOR MISUSE OF GOVERNMENT OFFICE EQUIPMENT: 
 
Unauthorized or inappropriate use of Government office equipment may result in the loss 
or limitation of your privilege to use Government office equipment. You may also face 
administrative disciplinary action ranging from closer supervision to removal from the 
Agency, as well as any criminal penalties or financial liability, depending on the severity 
and nature of the misuse. If you receive a message that harasses or threatens you, report 
it as soon as possible to your supervisor for technical and/or managerial follow up. 

 

7. ROLES AND RESPONSIBILITIES 
  

All EPA employees and other authorized users are expected to exercise common sense 
and good judgement in the personal use of Government office equipment. Employees 
must safeguard, protect and conserve Government property and are responsible for the 
care, safety, and effective use of that property in accordance with this policy. 
 

 

 

 

Managers and supervisors are responsible for addressing incidents of non-
noncompliance with this policy and may further restrict personal use based on the needs 
of the office or problems with unauthorized or inappropriate use in the office. Supervisors 
and managers also are responsible for answering questions from employees regarding 
this policy. 

Deputy Ethics Officials are responsible for addressing questions and concerns from 
employees related to any ethics-related issues inherent in this policy. 

Information Security Officers are responsible for addressing questions and concerns 
related to any security-related issues inherent in this policy. 

The Office of Mission Support, Office of Information Technology Operations (OMS-
OITO) is responsible for addressing questions and concerns regarding interpretation of 
this policy. 
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8. RELATED INFORMATION 
 
Related Documents: The following related documents support this policy and can 
be found at the Web locations given: 

 
Information Directive 
Policy 
CIO 2150.5 

Information Security Policy 
 

EPA’s Ethics Guidance EPA ethics program and training 
 

From the CIO 
Council 

Recommended Executive Branch Model Policy/Guidance 
on Limited Personal Use of Government Office 
Equipment Including Information Technology 
 

General Services 
Administration Policy on 
the Authorized Use of 
Long Distance 
Telephone Services 

41 C.F.R. § 101-35.201, 65 FR 48392 (August 8, 2000) 
 

EPA Travel Manual 
2550B 

Travel Resources  
Travel Manual 2550B  

  
Related policies and other information can be viewed at: 
Information Technology (IT) Policies (policies issued by OMS) or 
Policies (Official Agency Directives). 
 

 

 

 

Protecting the Security of EPA’s Systems: 

If you are using Government office equipment, particularly computer systems, you share 
the responsibility for protecting the security of this equipment and systems with all other 
users. You must be aware of and follow appropriate security provisions concerning logging 
on or off EPA computer systems and networks. You are responsible for maintaining the 
confidentiality of your password and for all data that you place on or delete from an EPA 
computer. Because most EPA computers and systems are protected from unauthorized 
users by passwords, it is particularly critical that you not divulge your User ID or password 
to anyone. 

Report all security breaches, including compromised passwords, to your Information 
Security Officer or your supervisor. Potentially serious security or password to anyone. 
 

9. DEFINITIONS 

Government office equipment includes, but is not limited to: computers, computer 
related equipment, computer software, Internet services, email, library resources, 
telephones, facsimile machines, photocopiers and related office supplies. This also 

https://www.epa.gov/sites/default/files/2019-09/documents/information_security_policy_20190820_508_vwn.pdf
https://usepa.sharepoint.com/sites/OGC_Work/ethics/SitePages/Administration/Home.aspx
https://s3.amazonaws.com/sitesusa/wp-content/uploads/sites/1151/2016/10/limited_personaluse_memo_policy.pdf
https://s3.amazonaws.com/sitesusa/wp-content/uploads/sites/1151/2016/10/limited_personaluse_memo_policy.pdf
https://s3.amazonaws.com/sitesusa/wp-content/uploads/sites/1151/2016/10/limited_personaluse_memo_policy.pdf
https://www.govinfo.gov/app/details/CFR-2000-title41-vol2/CFR-2000-title41-vol2-sec101-35-201
http://intranet.epa.gov/fmdvally/finservices/travel.htm
http://intranet.epa.gov/fmdvally/policies/direct/2550/2550b_official_travel.pdf
https://www.epa.gov/irmpoli8/current-information-directives
https://intranet.epa.gov/ohr/policy/index.htm
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includes government office equipment provided for use while in official travel status and 
for a flexiplace or other alternative work space arrangement. 
 

 

 

 

 

 

 

 

 

 

 

Minimal additional expense means the expense incurred when the Government is 
already providing equipment, supplies, or services, and you use only limited additional 
amounts of electricity, ink, toner, paper, or services. Wear and tear from normal use is 
also considered minimal additional expense. 

Non-work time means the time when you are not performing an activity for the benefit of 
the Agency and under the control or direction of the Agency. Examples of non-work time 
include off-duty hours, such as lunch periods, time before or after a workday, weekends or 
holidays, but only if your duty station would normally be available to you at such times. 

Personal use means use other than for official Government business. 

Privilege means that the Agency, through this Policy, has authorized limited personal use 
of Government office equipment within the guidelines of the policy. There is no inherent 
right to personal use of Government office equipment. 

10. WAIVERS 

There will be no waivers to this policy. 

11. MATERIAL SUPERSEDED 

CIO 2101.1 dated 08/10/2020 

12. CONTACTS 

An employee may direct any questions concerning this Policy to his/her supervisor or 
contact the Office of Mission Support – Environmental Information, Office of Information 
Technology Operations (OMS-OITO). 

Vaughn Noga 
Deputy Assistant Administrator for Environmental Information 

and Chief Information Officer 
U.S. Environmental Protection Agency 


	Limited Personal Use of Government Office Equipment Policy
	1. Purpose
	2. Scope
	3. Audience
	4. Background
	5. Authority
	6. Policy
	A. Limited personal use of Government office equipment does not include privacy during that use:
	B. Do not give the appearance that personal use is in an official capacity:
	C. Examples of inappropriate personal uses:
	D. Consequences for misuse of Government office equipment:

	7. Roles and Responsibilities
	8. Related Information
	9. Definitions
	10. Waivers
	11. Material Superseded
	12. Contacts




Accessibility Report


		Filename: 

		CIO_2101.2_Limited_Personal_Use_of_Government_Office_Equipment_Policy.pdf




		Report created by: 

		

		Organization: 

		GDIT




 [Personal and organization information from the Preferences > Identity dialog.]


Summary


The checker found no problems in this document.


		Needs manual check: 2

		Passed manually: 0

		Failed manually: 0

		Skipped: 0

		Passed: 30

		Failed: 0




Detailed Report


		Document



		Rule Name		Status		Description

		Accessibility permission flag		Passed		Accessibility permission flag must be set

		Image-only PDF		Passed		Document is not image-only PDF

		Tagged PDF		Passed		Document is tagged PDF

		Logical Reading Order		Needs manual check		Document structure provides a logical reading order

		Primary language		Passed		Text language is specified

		Title		Passed		Document title is showing in title bar

		Bookmarks		Passed		Bookmarks are present in large documents

		Color contrast		Needs manual check		Document has appropriate color contrast

		Page Content



		Rule Name		Status		Description

		Tagged content		Passed		All page content is tagged

		Tagged annotations		Passed		All annotations are tagged

		Tab order		Passed		Tab order is consistent with structure order

		Character encoding		Passed		Reliable character encoding is provided

		Tagged multimedia		Passed		All multimedia objects are tagged

		Screen flicker		Passed		Page will not cause screen flicker

		Scripts		Passed		No inaccessible scripts

		Timed responses		Passed		Page does not require timed responses

		Navigation links		Passed		Navigation links are not repetitive

		Forms



		Rule Name		Status		Description

		Tagged form fields		Passed		All form fields are tagged

		Field descriptions		Passed		All form fields have description

		Alternate Text



		Rule Name		Status		Description

		Figures alternate text		Passed		Figures require alternate text

		Nested alternate text		Passed		Alternate text that will never be read

		Associated with content		Passed		Alternate text must be associated with some content

		Hides annotation		Passed		Alternate text should not hide annotation

		Other elements alternate text		Passed		Other elements that require alternate text

		Tables



		Rule Name		Status		Description

		Rows		Passed		TR must be a child of Table, THead, TBody, or TFoot

		TH and TD		Passed		TH and TD must be children of TR

		Headers		Passed		Tables should have headers

		Regularity		Passed		Tables must contain the same number of columns in each row and rows in each column

		Summary		Passed		Tables must have a summary

		Lists



		Rule Name		Status		Description

		List items		Passed		LI must be a child of L

		Lbl and LBody		Passed		Lbl and LBody must be children of LI

		Headings



		Rule Name		Status		Description

		Appropriate nesting		Passed		Appropriate nesting






Back to Top
		2022-09-13T09:01:24-0400
	VAUGHN NOGA




