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Committee
EPA’s Small Community Advisory Subcommittee (SCAS) Meeting Summary
May 21st, 2024 
8:00 AM – 9:30 AM Eastern Time

	Agenda 

	Meeting Welcome and Roll Call
SCAS Co-Chair Supervisor Ann Mallek opened the meeting welcoming members in person and virtually. Roll call was taken for in person attendees and for attendees online. 


	[bookmark: _Hlk135300431]EPA Welcome & Program Updates
Tim Del Monico, Associate Administrator, EPA’s Office of Congressional & Intergovernmental Relations welcomed SCAS members on behalf of EPA. Mr. Del Monico provided an overview of the Office of Congressional and Intergovernmental Relations emphasizing a central purpose of the Program, which supports local governments, including small communities. Mr. Del Monico thanked members for collaborating with EPA, delivering local results, and advising the Agency on best practices to support small communities. 


Jack Bowles, Director, EPA’s Office of Intergovernmental Relations welcomed members, expressed his deep appreciation for the service as local officials and provided updates on funding and policy announcement relevant to local governments. 


	Cyber Security - Federal and State Efforts
Nushat Thomas, Branch Chief, Office of Groundwater Drinking Water presented on EPA’s Cyber Security Program and latest efforts to combat cyber security threats to small water systems. 

Ms. Thomas’ presentation captured latest statistics of cyber security incidents as of April 2024 with majority of the incidents resulting in ransomware and unauthorized access by outside parties. EPA offers a variety of assessments and technical assistance resources for local governments to prevent cyber security attacks. A primary resources is EPA’s Water Cybersecurity Assessment Tool (WCAT) which features a free cybersecurity assessment for water and wastewater systems to identify gaps, a cybersecurity checklists, and an assessment report and risk mitigation plan template. 

EPA also offers a Cybersecurity Technical Assistance Program for the Water Sector. Under this program, water and wastewater systems, state primacy agencies, and technical assistance provides can submit questions or requests to consult with a subject matter expert regarding cybersecurity. EPA strives to have a subject matter expert respond within two business days and assistance is remote.  

Ms. Thomas presented EPA’s Cybersecurity 101 Webinar for Water systems training. The webinar reviews basic cybersecurity topics included account security, device security, data security, training and more. EPA plans to release their Cybersecurity 102 Training sometime in 2024. 

Other resources presented includes:
· EPA’s Free Cybersecurity Tabletop Exercise
· Where and how to report an Incident
· EPA’s Cybersecurity Funding opportunities ( & )
 



	SCAS Topics 
SCAS Co-Chair Ann Mallek and Lynzi Barnes, EPA briefly previewed a set of topics that will be discussed amongst SCAS members in the forthcoming months. 

	
Public Comments
There were no comments from members of the public. 

	
Meeting Wrap Up and Closing
SCAS Co-Chair Supervisor Ann Mallek thanked members for their comments and input, thanked EPA for presenting valuable information to the Subcommittee and adjourned the meeting. 
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