Step-by-step guide for New CDX and Login.gov Users

1. Go to https://cdx.epa.gov/

2. Click on "Register with CDX"
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Log in to CDX

User ID

Forgot your User TD?
Warning Natice and Privacy Policy

Welcome

Welcome to the Environmental Protection Agency (EPA) Central Data Exchange (CDX) - the Agency’s electronic reporting site. The
Central Data Exchange concept has been defined as a central point which supplements EPA reporting systems by performing new
and existing functions for receiving legally acceptable data in various formats, including consolidated and integrated data.

3. Terms and Conditions:

The access and use of CDX Registration for the electronic submittal of environmental information require
the creation of a user ID and password that you must maintain and keep confidential.
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The access and use of CDX Reglstration for the electronic submittal of environmental information require the creation of a user

1D and password that | must maintain and keep confidential. [ will review the following steps concerning the creation and
maintenance of a user ID and password.

Warning Notice

In proceeding and accessing U.S. Government information and Information systems, you acknowledge that you fully
understand and consent to all of the following:

-

. you are accessing U.S, Government information and information systems that are provided for official U.S. Government
purposes only;

. unauthorized access to or unauthorized use of U.S. Government information or information systems is subject to criminal,

civil, administrative, or other lawful action;

the term U.S, Government information system includes systems operated on behalf of the U.S. Government;

you have no reasonable expectation of privacy regarding any communications or information used, transmitted, or stored

on U.S. Government information systems; v
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1 am the original registrant and owner of the User ID requested

WARNING: It is a federal crime to submit identifying information for anyone other than yourself, or to use or share
information with or without another user’s consent. Accordingly, by checking the box, above, you attest that you are
the named account holder and sole registrant to whom account information belongs.

Cancel


https://cdx.epa.gov/

4.Core CDX Registration:

Begin typing a program service name or related keywords to filter the list of available services
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Bagin byping & program service name of related keywords to filter the kst of pvailable services (e.q. air quality system, AQS, or
Clean Air Act),

Active Program Services List

[Fos |

CEPP; Submissions for Chemical Safety and Pesticide Programs
DIPE: Exchangs Network Grant Semi-Annual Reporting Forms

EV-CIS: Engines and Vehicks - Compliance Information System (2)

FORS: FARR Online Reporting System ¢

HeT: NPDES eReporting Tool {11)

RCRAInfo: Resource Conservation and Recovery Act Information

5. Select Program Service from drop-down list

6. Select a role from the drop-down list and provide any required additional information, if applicable.

Click on "Request Role Access" to continue
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1. Program Service v ’ 2. Role Access ’ 3. Identity Credentials 4. User and Organization

Program Service FARR. Online Reporting System
Role Mot selected

Select a role from the drop down list and provide any required additional information, if applicable.

Select Role

et Role Access

CDX Help Desk: 888-890-1955 | (370) 494-5500 for international callers

EPA Home | Privacy and Security Notice | Accessibility About CDX | Frequently Asked Questions | Terms and Conditions | Contact Us




7. Create User ID and enter email address

Click on "Continue Registration" to continue
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Please fill out 2ll required fields marked with an asterisk(*)

Part 1: User Information

User Id *

Email Address * example@example.com

8. Leaving CDX:

You will be redirected to Login.gov to either set up or log in to an existing account. Please use the work

email associated with your role (which may already be registered in login,gov).

Once you've logged in to login.gov successfully you will be automatically returned to CDX to continue

your registration process
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Leaving CDX
You are belng redirecked to Login.gov to either set up or login to an existing account. Once you've logged in successfully, you wil
returmn to CDX to continue your registration process.

COX Help Desk: A&R-FO0- 1995 | (970) 4%4- 5500 for Inbemational callers

CFA flane | Privacy and Seourty Notioe  Aoressibility about COX | Frequently Asked Questions | Termes and Condibons | Contact us

9. New Login.gov account creation.

Click on "Create an account"
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EPA CDX Smoke Test is using
Login.gov to allow you to sign in to
your account safely and securely.

Sign in for existing users

Email address

Password

[ Show password

Sign in with your government employee 1D

10. Important! Use same email used in your CDX registration in step 7
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EPA CDX Smoke Test is using
Login.gov to allow you to signin to
your account safely and securely.

Create an account for new users

Enter your email address

Select your email language preference
Login.gov allows you to receive your email communication in

English, Spanish or French.
O English (default)
Q Espanol

O Frangais

I read and accept the Login.gov Bules of Use &

11. Check your email:




Login.gov will send an email to email with a link to confirm your email address.
Follow the link to continue creating your account.

You can close this window when you are done

U LOGIN.GOV

Confirm your email

ink will expire In 24 hours

Confirm email address

12. Email confirmed.
13. Authentication method setup

Add an additional layer of protection to your Login.gov account by selecting a multi-factor authentication
method.

IMPORTANT! We recommend you save this information where it can be retrieved. Also, select at least
TWO different authentication options in case you lose one of your methods.

See all four options and descriptions below:
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Authentication method setup

Add an additional tayer of protaction to your Login gov

account by selecting a multi-factor authentication method

D Authentication application

Download or usa an authentcation app of

your chowce [o generate secure codes

O % Text or voice message
Receive 3 sec od

secure code by (SMS) text or

phone call

O $ Backup codes
A list of 10 codes you can ¢ save 10

ast code

anew list. Keap in mand

your device. When

we will gener

backup codes are sasy to losa

[ @ Security key

Connect your physical security key to your

dewce You won | need Lo enter 4 code

[ E Government employee ID

PIVICAC cards for government and military

employess, Desktop only.

Although Login.gov recommends deleting an account if the authentication method(s) is/are lost for any
reason, CDX will not offer a means to relink the account due to security implications. Revocation or loss
of a Login.gov account will render the associated CDX account defunct, and retrieval of the account’s
submission history (Copy of Records) will require submitting a notarized request on company letterhead
via paper mail to EPA with proper certification of authorization.

14. Continue to registration by clicking in "Agree and continue"
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& Backup codes were added 1o your account

&

Continue to EPA CDX Smoke Test

Warll share your mbormation with EPA CDX Smoke Test (o
connect your account.

& Email addresses on your account

" e ———
Agree and continue

15. Click on "Proceed to login.gov" to return to CDX
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You are being redirectod to Loginugoy for authentication and will reburn to COX upon successful login,

CDX Help Desic 888-890-1995 | (970} 494-5500 for Inbomational callers
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16. Upon returning to CDX, you will have to complete user registration by entering User Information



Please fill out all required fields marked with an asterisk(*)

Part 1: User Information

The program you are registering for requires additional proof of identity. Later in the registration process you will be given the
option to use LexisNexis, an identity proofing service. LexisNexis will pull your first, middle and last name exactly as it is
entered on this page.

User ID * TEST2
Title * Please Select- v
First Name * |

Middle Initial | |

Last Name * |

Suffix -Please Select- »
Security Question 1 * Pleage Galart- o

17. After entering your personal information, type in your organization. Click "Search"

Part 2 Organization Info

Enter organization or organization ID

18. A list of similarly named organizations may appear, select your correct organization by looking at the

address and city.

Click the correct Organization ID hyperlink on the left-hand side to add your organization.

If your organization can not be found, you may request it be added by clicking on "request that we add
your organization"

[TESTING [ Search
Enter organization or organization ID

%rga"'z‘“m" Organization Name Address City State (Z:I‘fd .
g 123

21328 TESTINGREVOKE TESTINGREVOKE TESTINGREVOKE co 12345

23122 Testing Company 123 South Street Fairfax VA 22033
- CDX TESTING

35240 COMPANY 123 FAIRFAX AL 19147

Can't find your organization? Use advanced search or request that we add your organization.

19. If your organization is found, enter additional information and click "Submit Request for Access"

20. After adding organization, a message will load instructing you to check the email account that you
registered with for a confirmation message with a link to activate your user account.

Upon receipt of the email, copy the included verification code and paste it into the verification code
field.
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A few more steps...
You will soon receive an email confirmation message at [ . ] with a validation code. Enter the validation

code below or follow the link provided in the email to activate your user account.
Resend validation code

User 1D: CDXUSER2

Code: | |

.‘ '—‘-‘Eii'ul i Reh to CDX Ha

If you have selected a Certifier role, you will have to complete Identity verification. If You selected the
Preparer role, you can continue to the application.

Identity verification allows the EPA to confirm applicants have provided sufficient identity information in
order to conduct business safely and securely. Your options are to use the electronic identity proofing
service for immediate access to your program service or to print and submit a signed form through U.S.
Postal Mail to the U.S. Environmental Protection Agency. Note: Additional LexisNexis® Information
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The program you are registering for requires additional proof of identity. Identity verification allows the EPA to confirm applicants
have provided sufficient identity information in order to conduct business safely and securely. Your options are to use the electronic
identity proofing service for immediate access to your program service or to print and submit a signed form through U.S. Postal

Mail to the U.S. Environmental Protection Agency. Note: Additional | exisMexis@® Information

LexisMNexis® Instant ID

Legal Name
|cox |[m__J[user |

Home Address
|Addre55 Line 1* |'I1|is field is required.

|Addre55 Line 2 |

[aiy* | state=  + |[zip Code*

Home or Personal Phone
Home or Personal Phone

Date of Birth
Month® ~ | Day® ~ || Year*® W

Last 4 of SSN
Last 4 of SSN* [ Show SSN

T The name above is me. Please proceed with LexisMNexis® Validation.

Sign Signature Agreement.

Orgenization Name CDX TESTL

Address 777 BRISBANE

City, State, Zip HOUSTON, TX 77061
Province

Countrv Us

Phone Number (202) 533-5

T el A dduans PR F JR P




| certify, under penalty of law that the
information provided in this document is, to the
best of my knowledge and belief, true, accurate,
and complete. | am aware that there are
significant penalties for submitting false
information, including the possibility of fines and
imprisonment for knowing violations.

Signing an electronic document on behalf of
another person is subject to criminal, civil,
administrative, or other lawful action.

Accept Decline

Paper and Electronic signing options available

e If you choose paper, a Signature Agreement will appear. Print it, sign it, and mail it to the address
on the Signature Agreement. You will be notified by email when the role is approved.

If you require any assistance with this process, please call the Helpdesk at 888-890-
1995 or 970-494-5500 or email us at helpdesk@epacdx.net. We are available M-F
from 8-6 EST except on federal holidays.

Thank you,
EPA CDX Help desk
Staffed by CNSS
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