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response. Specific lessons learned focus on three main response areas: 1) response management system and 
implementation; 2) data and information management; and 3) outreach, communications and notification. 

Ten recommendations were outlined in the report, all of which were implemented by the December 2016 
deadline, including: 

• A National Incident Management Assistance Team (44 members) has been formed to help quickly establish 
Regional Incident Management Teams for nationally significant incidents and ensures the incident is managed 
appropriately using the federally mandated National Incident Management System for U.S. 
departments/agencies. 

• The agency continued to focus on critical Data and Information Management Team efforts and products. A 
recently hired Data Management Coordinator will provide focused HQ leadership and support of the national 
data management efforts. 

• Three Public Information Assistance Teams (18 members) are in place. Led by EPA public affairs directors across 
the country, the team mission is to strengthen the agency’s public affairs capabilities, provide national 
consistency, and provide communications assistance in the earliest days of an incident. 

• Notification procedures have been upgraded to ensure timely notification to the accurate contacts so that 
potentially-impacted communities are prepared to respond to a release. 

• A senior agency official Incident Management and Communications training plan has been established. 

The agency has gained considerable experience since 2016—particularly from Hurricane Harvey in 2017—in the areas 
of environmental justice, environmental data, and risk communication. The Crisis Communication Plan (CCP) is currently 
being updated to reflect those lessons learned. The current draft version of the agency’s CCP has been modernized to 
achieve a nimbler communications process and better utilize advances in technology. The plan incorporates process 
excellence principles and incorporates digital media platforms and data review and dissemination standards. 

 

FEMA’s National Continuity Programs mandate is to minimize the disruption of essential operations to guarantee an 
enduring constitutional government. Continuity of Operations Program (COOP) capabilities, including alternative 
facilities, ensure government agencies can continue to provide essential services in a crisis or catastrophic event that 
may disrupt normal operations. Any event that makes it impossible for employees to work in their regular facility could 
result in COOP activation. The criterion is focused on whether EPA can function from its regular location and is not 
limited to whether the incident involves an oil or hazardous substance release. OLEM manages COOP for EPA, and the 
agency’s COOP facility is located about 90 minutes away from EPA HQ offices in the National Capital Region. 

FEMA specifies Mission Essential Functions that must be continued throughout or resumed rapidly after a disruption of 
normal activities. EPA’s Primary Mission Essential Function (PMEF) is to “prevent, limit, mitigate or contain chemical, oil, 
radiological, biological, and/or hazardous materials/agents during and in the aftermath of an accident and/or natural or 
man-made disaster in designated zones of the United States, and provide environmental monitoring, assessment, and 
reporting in support of overall domestic incident management.” EPA is expected to perform its PMEF as soon as 
possible, but within 12 hours of being activated. 

The incoming Administrator, Deputy Administrator, and all Assistant/Associate Administrators will need to be briefed on 
the COOP program and their roles associated with it. Upon appointment, FEMA will ask the Administrator to name the 
Assistant Administrator-level Continuity Coordinator for the agency. The Administrator is also able to review EPA’s 
current order of succession, which designates EPA authority and responsibility if the Administrator and Deputy 
Administrator become unavailable, to determine if succession changes should be made. Federal Continuity Directive 1, 
which provides directions on continuity planning, was updated by FEMA in 2017. Both HQ and regional COOP plans must 
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be updated annually. The EPA COOP plan is usually signed every five years. It was last signed in March 2020. Presidential 
Policy Directive- 40, which outlines the COOP requirement, is expected to be completed in late fall of 2024. A National 
Continuity Exercise involving EPA and other agencies is also expected in the spring/summer of 2025. 

 

The Office of National Security (ONS) coordinates EPA’s national security-related White House policy engagements, 
facilitates agency policy contributions to these efforts, and engages with the intelligence community to alert agency 
leadership and programs to threats and other national security matters relevant to EPA’s equities. 

EPA has been tasked by a variety of Presidential Directives to lead two national security functions: (1) protection of 
critical water infrastructure (drinking water and wastewater); and (2) cleanup up after a chemical, biological, or 
radiological (CBR) incident, to include conducting research and development to advance scientific capabilities in these 
areas. ONS leverages all relevant intelligence community and other executive branch partners to provide reporting and 
analysis that support EPA’s efforts to prevent and protect against these types of incidents, both of which could have 
significant public health and environmental consequences. 

 
Given growing threats, the Presidential transition may be a particularly vulnerable period requiring heightened EPA 
involvement with the Department of Homeland Security and the Intelligence Community. Several Administrator, 
Deputy Administrator and Assistant Administrator-level meetings with the White House, coordinated by ONS, will 
likely occur in the first 90 days on a variety of national security issues, including the new Administration’s national 
security priorities. 

 
As the Sector Risk Management Agency (SRMA) for the Water and Wastewater Sector, ONS has responsibilities to 
work with utilities, share threat information (intelligence), provide support and feedback to the intelligence 
community, and work with other departments and agencies to develop and deploy mitigation strategies to address 
threats against the water sector. ONS and the Office of Water share information and work with water utilities to 
prevent, prepare for, respond to, and recover from incidents and threats (physical and cyber) that impact public 
health and the integrity of our drinking water systems. 

 
White House national security policies and national security directives increasingly emphasize the importance of 
resilience across the federal government, state, local, tribal, and territorial entities, as well as the private sector in a 
“whole of society” approach. Resilience is currently defined as the ability to prepare for threats and hazards, adapt to 
changing conditions and disruptions. EPA provides support throughout all stages of a disaster (response, mitigation, 
and recovery) as laid out in the National Response Framework, National Mitigation Framework, and National Disaster 
Recovery Framework. ONS provides intelligence and threat information to our law enforcement, emergency response, 
and water security/critical infrastructure colleagues within and outside the agency and coordinate efforts that support 
the prevention and protection efforts. ONS communicates across the agency to coordinate mitigation and recovery 
activities across programs and regions, including representation of at federal mitigation and recovery planning 
leadership groups, and coordination with FEMA and other federal agencies on specific disaster mitigation and 
recovery efforts. 
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Many of EPA’s steady state programs support mitigation and disaster recovery efforts which are led by our partners at 
the state and local level. The goal of ONS’ program is to build long-term resilience to disasters by applying EPA’s 
expertise and to streamline federal action to support communities with both pre-disaster planning and promoting 
sustainable and resilient rebuilding after disasters. With the right planning and community engagement, our mitigation 
and recovery investments have the potential not only to strengthen resilience to disasters at the local level, but also to 
protect human health and the environment. 


