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Introduction

This template, developed by the U.S. Environmental Protection Agency i

(EPA), assists drinking water and wastewater systems with developing @ CIRP

a Cybersecurity Incident Response Plan (CIRP). To access the CIRP TEMPLATE
template, click on the Word document icon to the right.

A CIRP describes your utility’s strategies, resources, plans, and procedures to prepare for and
respond to a cybersecurity incident that threatens life, property, or the environment. A CIRP
supplements your utility’s Emergency Response Plan.

When a cybersecurity incident occurs that requires a response, you will need to activate the
procedures and protocols described in your CIRP. This can include implementing personnel
emergency roles and responsibilities, and notifying external contractors (e.g., Operational
Technology (OT) and Information Technology (IT) vendors) and others such as your local law
enforcement and state regulatory agencies.

As you respond to an incident, you should immediately begin documenting your decisions,
actions, and expenditures. This step is important for justifying incident costs and potentially
seeking reimbursement once the incident is resolved and a claim is filed with your cybersecurity
insurance provider. Good incident documentation involves creating a paper trail for receipts,
records, photographs, and personnel timesheets.

For more information and resources related to cybersecurity for utilities, please visit the EPA
Cybersecurity for the Water Sector website.

How to use this Template

This customizable template is designed to help your system respond to a cybersecurity incident
and can be used as a starting point for building your utility’s CIRP. Since each utility’s OT and IT
systems are unique, feel free to delete template sections or include additional sections with
information tailored to your system’s specific needs.

Throughout the template, bracketed, italicized text is explanatory text only. Text both bracketed
and highlighted in yellow is to be accepted/updated as you develop your CIRP. Before starting
your CIRP, save the CIRP template to your computer, delete the first page, delete bracketed
and italicized instructional text, update bracketed and highlighted yellow text, and follow the
steps below to gather the key information you’ll need to develop or update your CIRP:

1. Conduct a Risk and Resilience Assessment (RRA) on your OT and IT systems:
The findings and countermeasures identified in your RRA should be incorporated into
your CIRP". If your utility would prefer to have assistance assessing its cybersecurity
preparedness, consider participating in EPA’s Water Sector Cybersecurity Evaluation
Program. Under this program, EPA will conduct a free cybersecurity assessment using
EPA’s Cybersecurity Checklist for Drinking Water and Wastewater Systems to identify
cybersecurity gaps and vulnerabilities. Utilities that participate in the program will receive

' American’s Water Infrastructure Act (AWIA) Section 2013 amends Section 1433 of the Safe Drinking
Water Act, requiring community water systems serving more than 3,300 people to develop or update risk
and resilience assessments and emergency response plans.


https://www.epa.gov/waterresilience/epa-cybersecurity-water-sector
https://www.epa.gov/waterresilience/epa-cybersecurity-water-sector
https://www.epa.gov/waterresilience/forms/epas-water-sector-cybersecurity-evaluation-program
https://www.epa.gov/waterresilience/forms/epas-water-sector-cybersecurity-evaluation-program

an Assessment Report and Risk Mitigation Plan in a secure file that can be added to
their RRA and used to help develop the CIRP.

2. ldentify state regulatory and other requirements: Many states have privacy laws
governing the protection of personally identifiable information (PIl). These requirements,
as well as others relevant to preparing for, responding to, and recovering from a
cybersecurity incident, should be incorporated into the CIRP.

3. Identify and integrate existing plans and documents: Your CIRP should align with
other plans, policies, and procedures at your utility as much as possible. These may
include an Emergency Response Plan (ERP), communication plans, emergency
operations plans, inventory lists, network diagrams, and configuration settings.

4. Coordinate with external contractors: External contractors, such as vendors, third-
party suppliers, and integrators, should be included in developing the CIRP, as they will
be key response partners.

5. Planning for cybersecurity incident response: Planning for a cyber incident involves
a structured approach to mitigate risks, respond effectively, and recover from incidents.
As you develop your CIRP, you may find you need to document processes, gather
information from contractors, and implement mitigation measures. More information
about how to prepare your cybersecurity response program is provided in Appendix I.

See Appendix Il for common terms and acronyms used in these instructions and the CIRP
template. Appendix Il outlines potential roles and responsibilities that can be implemented in
the CIRP. Appendix IV provides information about cybersecurity incident types that should be
reviewed as you develop your CIRP. Appendix V provides additional resources and references
that you can use while developing your CIRP.

Once the CIRP is developed, it should be stored securely as it may contain sensitive
information. Print and provide physical copies of the CIRP to all personnel involved in the
incident response and recovery process, including any OT and/or IT Contractors. Consider
storing one copy on-site and one copy off-site in case you are unable to access your facilities
during an incident. You may also want to store an electronic copy on a shared drive or other
digital platform (protected by a firewall) that is easily accessible.

Your CIRP should be viewed as a living and evolving document with established maintenance
guidelines for routine and non-routine updates. These guidelines outline the circumstances
under which updates will occur and specify the personnel or departments responsible for the
updates.

Lastly, once your CIRP is complete, consider training your personnel and response partners on
its contents and their individual roles and responsibilities. A multi-year training and exercise plan
can help you schedule periodic trainings for both experienced and new personnel to help ensure
that your CIRP procedures will be effectively implemented during an actual response. Tabletop
exercises are also an effective means to practice and test your response procedures. Access
EPA’s Tabletop Exercise Tool to learn more. The EPA also offers free cybersecurity tabletop
exercises for water and wastewater utilities to test incident response procedures and provide
resources for developing and improving incident response plans. EPA partners with primacy



https://www.epa.gov/waterresilience/develop-water-utility-training-and-exercise-plan
https://ttx.epa.gov/

agencies, state agencies, water sector associations, Water and Wastewater Agency Response
Networks (WARNSs), CISA, and FBI to offer these tabletop exercises. Email
watercyberta@epa.gov to request a tabletop exercise.



mailto:watercyberta@epa.gov
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PLAN INFORMATION

This section in the CIRP is to ensure that your utility’s CIRP is reviewed and acknowledged
accordingly, and all modifications are documented. Assign an Incident Response Lead and
Incident Response Team. If your utility cannot staff an Incident Response Team, designate one
individual as the Incident Response Lead who can also perform the functions of the Incident
Response Team. Refer to Appendix Ill for a recommended list of responsibilities for the Incident
Response Lead and other response roles.

i. Plan Approval
The CIRP should be reviewed and approved by the Incident Response Lead. By approving the
document, the Incident Response Lead is acknowledging their responsibility for managing any
cybersecurity incident. Anytime the CIRP is updated, the Incident Response Lead should review
and acknowledge the latest version.

ii. Revision History
Document the plan’s revision history so that all CIRP users can ensure they have the most up to
date, approved version of the CIRP.

iii.  Plan Distribution
The CIRP is distributed to all users of the plan, including members of the Incident Response
Team, and other internal and external personnel. When changes to the CIRP are made and
approved by the Incident Response Lead, document the distribution of the revised plan.

1.0 PURPOSE

This section provides information about the purpose of the CIRP. Your utility will reference other
existing plans, policies, procedures, and documents that will help you respond to and recover
from a cybersecurity incident. Examples of existing documents that may be useful to reference
include the utility’s ERP, external communications plan, network topology diagram,
cybersecurity insurance policy, and contractor/vendor contract documents.

2.0 INCIDENT HANDLING PROCESS

This section should contain the actions your utility
will take both during and after a cyber incident. Another resource that can help
Recommended actions are already provided in the you develop your CIRP is EPA’s
tables that correspond to the incident management Cybersecurity Incident Action

steps: identification, containment, eradication, Checklist, a rip-and-run style
recovery, and lessons learned. However, these checklist with actions for utilities to
listed actions may not all apply to your utility or take to prepare, respond to , and
there may be other actions that would apply recover from a cybersecurity
specifically to your utility. Update the actions in the incident.

provided tables accordingly.



https://www.epa.gov/sites/default/files/2017-11/documents/171013-incidentactionchecklist-cybersecurity_form_508c.pdf
https://www.epa.gov/sites/default/files/2017-11/documents/171013-incidentactionchecklist-cybersecurity_form_508c.pdf
https://www.epa.gov/sites/default/files/2017-11/documents/171013-incidentactionchecklist-cybersecurity_form_508c.pdf

2.1. ldentification

When an abnormality or deviation from normal OT or IT operations is detected, a cybersecurity
incident is likely occurring. The actions included in this table should be taken to better identify
the type of incident, its potential origin, and the affected utility system(s).

2.2. Containment

Once an incident is identified, it must be contained before it spreads further across utility
networks and causes more damage. The actions included in this table should be taken to
contain the incident.

2.3. Eradication

Once an incident is contained, any resulting effects (e.g., breached user accounts) must be
eradicated from infected utility systems. The actions listed in this table should be taken to
remove any malware, corrupted files, and other changes resulting from the incident.

2.4. Recovery

Once eradication is complete, the actions in this table should be taken to restore utility systems
and operations back to normal.

2.5. Lessons Learned

Documenting lessons learned from each cyber incident and performing follow-up corrective
actions will enhance resilience and response efforts. Once an incident is closed, the actions
included in this table should be taken to debrief from the incident, review lessons learned, and
update the CIRP and any other policies and procedures as needed.

3.0 CONTACT LIST

Communication during an incident is crucial for relaying information to personnel, contractors,
response partners, the public, and others about potential risks to data, health, and the
environment. This section provides the key points of contact for response and recovery, along
with their contact information. Identify priority points of contact for reporting a cyber incident and
requesting assistance with response and recovery. Include these contacts and their contact
information in this table. You should include in this list any internal staff and external response
partners, including contractors/vendors, government agencies, law enforcement, and media
partners.

4.0 INCIDENT DATA COLLECTION

It is critical to document incident data for reporting and sharing with external response partners.
Documenting incident information is also required for most cybersecurity insurance policies.
This section includes an example form for the utility to document key information about the
incident. Update this form based on your utility’s specific needs.



5.0 APPLICABLE REGULATIONS AND REQUIREMENTS

Your utility may be required to comply with privacy laws and other cybersecurity regulations.
Most states have laws that specify how to protect and manage PIl. These legal requirements
should be documented for easy reference in the event of an incident. If your system has a
cybersecurity insurance policy, you may also need to comply with specific incident-handling
requirements as described by your insurance provider. Ensure that you document any legal or
other requirements that impact the way you prepare for and manage a cybersecurity incident.

6.0 TESTING AND UPDATES

Reviewing and testing the CIRP and making any necessary updates as needed will keep the
plan relevant and effective. Update this section with any specific plans to keep your CIRP
updated.



APPENDIX | - PLANNING FOR CYBERSECURITY INCIDENT
RESPONSE

To prepare your utility to respond to a cybersecurity incident, it is essential to implement the
priority cybersecurity mitigation actions outlined in EPA’s Emergency Response Plan template,
as detailed in the Checklist of Priority Cybersecurity Practices (see Section 3.2 of EPA’s ERP
template).

In addition to implementing the priority cybersecurity mitigation actions, you may consider
implementing the following actions to develop your cybersecurity incident response program
further:

1. ldentify and catalog all mission-critical OT and IT systems, considering business
enterprise, process control, and communications. Document the key functions of the
mission-critical systems and identify the personnel or entity responsible for operating
and maintaining each system. Appendix A to the CIRP template provides an outline to
document this information. If this information is maintained in other utility documents,
reference those documents in the table in Section 1.0 of the plan.

2. Document and map network data flows and access points to and from critical systems.
Include a reference to this document in the table in Section 1.0 of the plan.

3. Catalog all OT systems configured for remote access and document the staff members
who have remote access privileges to these systems. Include a reference to this
document in the table in Section 1.0 of the plan.

4. Conduct frequent cybersecurity assessments to identify and address existing gaps or
vulnerabilities. Below are two free cybersecurity assessment programs:

a. EPA — Water Sector Cybersecurity Evaluation Program

b. CISA - CISA's Free Cyber Vulnerability Scanning for Water Utilities

5. Conduct annual training with staff to ensure that mission critical functions can be
performed. For example, train on manual operation of water collection, storage,
treatment, and conveyance systems without OT.

6. Conduct drills and exercises for responding to a cyber incident. Below are three free
cyber incident response training exercise resources:

a. EPA’s Tabletop Exercise Tool for Drinking Water and Wastewater Utilities helps
utilities self-evaluate and strengthen their incident response capabilities. The tool
includes a cybersecurity module and allows users to customize exercise details
and generate a presentation to guide conducting their own tabletop exercise. It
supports planning, facilitates discussion, and helps identify gaps in
preparedness.

b. EPA also conducts free cybersecurity tabletop exercises for water and
wastewater utilities to test incident response procedures and to provide
resources to develop and improve incident response plans. EPA partners with
primacy agencies, state agencies, water sector associations, Water and


https://www.epa.gov/system/files/documents/2024-10/community-water-system-emergency-response-plan-template-and-instructions.pdf
https://www.epa.gov/waterresilience/forms/epas-water-sector-cybersecurity-evaluation-program
https://www.cisa.gov/resources-tools/resources/cisas-free-cyber-vulnerability-scanning-water-utilities
https://ttx.epa.gov/

10.
11.

12.

13.

14.

15.

Wastewater Agency Response Networks (WARNSs), CISA, and FBI to offer these
tabletop exercises. Email watercyberta@epa.gov to request a tabletop exercise.

c. CISA’s Tabletop Exercise Packages include cybersecurity-based threat vector
topics including ransomware, insider threats, phishing, and Industrial Control
System compromise, featuring a Water and Wastewater Systems Situation
Manual.

Register for cybersecurity alerts and advisories. Below are a few sources of
cybersecurity alerts:

a. EPA — Water Sector Alerts
b. CISA - Cybersecurity Alerts & Advisories

c. CISA - Known Exploited Vulnerabilities Catalog
d. MS-ISAC — Cybersecurity Threat Advisories

e. WaterlSAC — All-threats security information source for utilities

Set up an automatic backup for critical systems and ensure the process produces a
readable, uncorrupted restore file on a routine basis.

Ensure logging is enabled on critical systems.

Meet your CISA state and regional team and your local law enforcement agency.

Create and implement comprehensive cybersecurity policies that address measures
such as:

a. Acceptable use of utility resources

b. Data security and privacy

c. Password management and security

d. Third-party contractor/vendor security requirements

Define security standards and guidelines for all systems, applications and networks
within the utility. Implement security controls to meet these standards, such as firewalls,
antivirus software, and intrusion detection systems.

Establish clear reporting procedures for utility personnel to report suspected
cybersecurity incidents to the Incident Response Lead.

Establish clear reporting procedures to external entities to report suspected
cybersecurity incidents.

Disconnect all OT and IT system components to the Internet unless absolutely
necessary. For OT systems that cannot be disconnected due to operational
requirements, develop contingency measures such as alternate operational modes (e.g.,
manual operations) or fail-safe configurations.


mailto:watercyberta@epa.gov
https://www.cisa.gov/resources-tools/services/cisa-tabletop-exercise-packages
https://public.govdelivery.com/accounts/USEPAOGWDW/subscriber/new?qsp=USEPAOGWDW_1
https://www.cisa.gov/news-events/cybersecurity-advisories
https://www.cisa.gov/known-exploited-vulnerabilities-catalog
https://www.cisecurity.org/cybersecurity-threats
https://www.waterisac.org/membership#:%7E:text=Join%20Now%20Or%20start%20your%2060-day
https://www.cisa.gov/about/regions

APPENDIX Il - ACRONYM LIST

Term Definition

AAR After Action Report

CIRP Cybersecurity Incident Response Plan

CISA Cybersecurity and Infrastructure Security Agency
DHS Department of Homeland Security

EPA Environmental Protection Agency

FBI Federal Bureau of Investigation

HVAC Heating, Ventilation, and Air Conditioning

IT Information Technology

MS-ISAC Multi-State Information Sharing and Analysis Center
NGAV Next-Generation Antivirus

oT Operational Technology

Pl Personally Identifiable Information

SAFE Security Assessment at First Entry

SOC Security Operations Center

WARN Water/Wastewater Agency Response Network
WaterlSAC Water Information Sharing and Analysis Center




APPENDIX IIl - POTENTIAL ROLES AND RESPONSIBILITIES

The Incident Response Lead is responsible for:

Making sure that the Cybersecurity Incident Response Plan is current, reviewed and
tested at least once each year.

Maintaining access to an electronic and physical copy of the Cybersecurity Incident
Response Plan.

Making sure that staff with Cybersecurity Incident Response Plan responsibilities are
aware of their role and responsibilities and are properly trained accordingly at least once
each year.

Leading the investigation of a suspected breach or reported cybersecurity incident and
initiating the Cybersecurity Incident Response Plan when needed.

Reporting to and liaising with external parties, including pertinent business partners,
legal representation, law enforcement, etc., as required.

Authorizing on-site investigations by appropriate law enforcement or third-party
security/forensic personnel, as required during any cybersecurity incident investigation.
This includes authorizing access to/removal of evidence from site.

Developing organizational policies and procedures related to incident response.
Identifying operational impacts to the organization in the event of an incident.

Acting as an expert resource on cybersecurity threats and vulnerabilities.
Understanding or delegating safeguards for OT systems.

File a claim with the cybersecurity insurance provider, as applicable.

Incident Response Team members are responsible for:

Making sure that all staff understand how to identify and report a suspected or actual
cybersecurity incident.

Advising the Incident Response Lead of an incident when they receive a cybersecurity
incident report from staff.

Acting as the point of contact for all internally reported incidents or suspected incidents.
Investigating and documenting each reported cyber incident.

Taking action to limit the exposure of sensitive data and to reduce the risks that may be
associated with any incident.

Gathering forensic information to support analysis and any legal actions.

Gathering, reviewing, and analyzing logs and related information from various central
and local safeguards, security measures and controls.

Documenting and maintaining accurate and detailed records of the incident and all
activities that were undertaken during the response.

Assisting law enforcement during the investigation process. This includes any forensic
investigations and prosecutions.

Initiating follow-up actions to reduce the likelihood of recurrence.

Leading cyber exercises for the utility based on the determined frequency.

Determining if policies, processes, technologies, security measures or controls need to
be updated to avoid a similar incident in the future.



OT/IT Operations and Support Staff are responsible for:

o Privilege management, enterprise password protection, and role-based access control.

o Discovering, auditing, and reporting on all privileged account usage.

e Conducting random checks to audit privileged accounts, validating whether they are
required, and re-authenticating those that are.

e Monitoring privileged account uses and proactively checking for indicators of
compromise, such as excessive logins or other unusual behavior.

¢ Informing the Incident Response Team of potential attacks that compromise privileged
accounts, validating and reporting on the extent of attacks.

e Taking action to prevent the spread of a breach by updating privileges.

e Managing access to systems and applications for internal staff and partners.

¢ Centrally managing patches, hardware and software updates, and other system
upgrades to prevent and contain a cyberattack.

e Providing security bulletins and technical guidance to employees in case of a breach,
including required software updates, password changes, or other system changes.

e Providing security bulletins and technical guidance to external users in case of a breach.

Technical Partners (e.g., contractors) are responsible for:

e Security controls to limit the progression of a cyberattack across third-party systems and
organizations.

e Coordinating with the Incident Response Team to manage risks.

e Assisting with cyber incident prevention and recovery.

State and Local Government Regulatory Agencies are responsible for:

¢ Receiving necessary information about a cyber incident according to timeline and format
mandated by state and local regulatory requirements.

Federal Threat Response (i.e., FBI) is responsible for:

¢ Conducting appropriate law enforcement and national security investigative activity at
the affected water and/or wastewater system’s site.

o Collecting evidence and gathering intelligence; providing attribution; linking related
incidents; identifying additional affected entities; identifying threat pursuit and disruption
opportunities; developing and executing courses of action to mitigate the immediate
threat; and facilitating information sharing and operational coordination with asset
response.

Federal Asset Response (i.e., DHS CISA) is responsible for:

¢ Furnishing technical assistance to affected water and wastewater entities to protect their
assets, mitigate vulnerabilities, and reduce the impacts of cyber incidents.

¢ Identifying other water and wastewater utilities that may be at risk and assessing their
risk to the same or similar vulnerabilities.



e Evaluating potential risks to the water sector or region, including potential cascading
effects, and developing courses of action to mitigate these risks, facilitating information
sharing and operational coordination with threat response.

e Guiding how best to utilize federal resources and capabilities in a timely, effective
manner to speed recovery.

The Sector Risk Management Agency (i.e., EPA) is responsible for:

e Ensuring the utility receives the necessary support at the federal level to recover from
the incident.

e Coordinating with the FBI, DHS CISA, state and local government, and the utility to
capture and document detailed information about the incident and to confirm that the
appropriate federal agencies are involved in the incident response process.

e Collaborates directly with the utility or indirectly through the state and local government,
FBI, and DHS CISA to determine if there was an impact on water/wastewater
production/treatment.

¢ Providing technical assistance and tools to assist the utility in preparing for a cyber
incident.

Utility Legal Counsel (if available) are responsible for:

¢ Confirming requirements for informing employees, customers, and the public about
cyber breaches.
e Checking in with local law enforcement.

Utility Audit & Compliance (if available) are responsible for:
o Communicating with regulatory bodies, following mandated reporting requirements.
Utility Human Resources (if available) are responsible for:

o Coordinating internal employee communications regarding breaches of personally
identifiable information (PII) and responding to questions from employees.

Utility Marketing and Public Relations (if available) are responsible for:

o Communicating externally with customers, partners, and the media.

e Coordinating all communications and requests for interviews with internal subject matter
experts and Incident Response Team.

e Maintaining draft crisis communications plans and statements that can be customized
and distributed quickly in case of a breach.

Utility Web and Social Media Lead (if available) is responsible for:

e Posting information on the utility website, email, and social media channels regarding
the cyberattack, including utility response and recommendations for customers.

e Monitoring across social media channels to ensure utility receives feedback or questions
sent by customers through social media.



APPENDIX IV — COMMON INCIDENT TYPES

Type

Description

Unauthorized
Access or Usage

An attacker gains physical or logical access to network, system, or data
without permission.

Service Interruption
or Denial of Service

An attack that prevents service access or otherwise impairs normal
operation.

Ransomware Attack

An ever-evolving form of malware designed to encrypt files on a device,
rendering any files and the systems that rely on them unusable.
Attackers then demand ransom in exchange for decryption.

Malicious Code

Installation of malicious software (e.g., virus, worm, Trojan, or other
code).

Network System
Failures
(widespread)

An incident affecting the confidentiality, integrity, or availability of
networks.

Application System
Failures

An incident affecting the confidentiality, integrity, or availability of
applications or systems.

Unauthorized
Disclosure or Loss
of Information

An incident affecting the confidentiality, integrity, or availability of data.

Privacy Breach

Incident that involves real or suspected loss of personal information
(e.g., staff social security numbers).

Information
Security/Data
Breach

Incident that involves real or suspected loss of sensitive information.
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[bookmark: _Toc195530075]PURPOSE

This Cybersecurity Incident Response Plan (CIRP) describes the overall approach for responding to cybersecurity incidents at [Water/Wastewater System Name]. It identifies the structure, roles and responsibilities, incident types, and the approach to preparing for, identifying, containing and eradicating threats, recovery, and conducting post-incident lessons learned debriefings.

This CIRP applies to all networks, systems, and data, as well as the employees and contractors that access the networks, systems, and data. Staff who may be called upon to lead or participate as part of the Incident Response Team must familiarize themselves with this plan and be prepared to collaborate.

This CIRP references and incorporates the following plans, policies, and procedures. 

[Update the table below and list the existing plans, policies, procedures, and other documents that your water system will reference during a cybersecurity incident.]

		Plan/Policy/Procedure/Document Name

		Version Number

		Last Date Updated



		[Emergency Response Plan]

		[Version 1.1]

		[April 15, 2025]



		

		

		



		

		

		





[bookmark: _Toc195530076]INCIDENT HANDLING PROCESS

During and after an incident, the Incident Response Lead/Incident Response Team will follow the Identification, Containment, Eradication, Recover, and Lessons Learned process:

[bookmark: _Toc195530077]Identification 

[Update the table below and insert the specific actions that your utility will follow to identify and determine that a cyber incident is taking place.] 

		Action

		Responsible Staff Member or Team



		Notify Incident Response Lead, Incident Response Team, and/or OT/IT staff as applicable when a deviation from normal operations is detected.

		All



		Identify and document key information about the incident (see incident report form Section 4.0), including any suspicious calls, emails, or messages before or during the incident.

		Incident Response Lead/Incident Response Team/OT&IT Staff/Contractor



		Identify and document damage to utility systems.

		Incident Response Lead/Incident Response Team/OT&IT Staff/Contractor



		Identify and document steps taken in response to the incident (including dates and times).

		Incident Response Lead/Incident Response Team/OT&IT Staff/Contractor



		Review system and network logs.

		Incident Response Lead/Incident Response Team/OT&IT Staff/Contractor



		Use virus and malware scans to identify affected equipment, systems, accounts, and networks.

		Incident Response Lead/Incident Response Team/OT&IT Staff/Contractor



		If possible, identify any malware used in the incident. 

		Incident Response Lead/Incident Response Team/OT&IT Staff/Contractor/DHS CISA



		If possible, identify any remote servers to which data may have been sent during the incident.

		Incident Response Lead/Incident Response Team/OT&IT Staff/Contractor/DHS CISA



		If possible, identify the origin of the incident.

		Incident Response Lead/Incident Response Team/OT&IT Staff/Contractor/DHS CISA



		Report the cyber incident to law enforcement and regulatory agencies (e.g., local and state government authorities, FBI, DHS CISA, EPA). See the contact list in Section 3.0. 

		Incident Response Lead



		Notify any external entities (e.g., contractors, vendors, other local departments) that may have remote connections to the affected network(s).

		Incident Response Lead



		Notify utility personnel of the incident. 

		Incident Response Lead/Incident Response Team



		Restore mission critical processes (e.g., switch to manual operation), and notify the public (as needed/required).  

		Incident Response Lead/Incident Response Team













[bookmark: _Toc195530078]Containment

[Update the table below and insert the specific actions that your utility will follow to contain a cyber incident.]

		Action

		Responsible Staff Member or Team



		Isolate the infected computer(s) or system(s) by disconnecting from the network (unplug connecting cables and turn off Wi-Fi) but leave power on. 

		Incident Response Lead/Incident Response Team/OT&IT Staff/Contractor



		Use contingency measures to safeguard critical operations, such as continuous monitoring tools and fail-safe mechanisms, for OT systems that cannot be isolated due to operational dependencies.

		Incident Response Lead/Incident Response Team/OT&IT Staff/Contractor



		Determine if there is evidence that the malware or threat actor has spread across the network. 

Note: this includes any physical access control systems, HVAC systems, etc. that may be connected to the network. 

		Incident Response Lead/Incident Response Team/OT&IT Staff/Contractor 



		Take a “forensic image” of the affected OT/IT systems to preserve evidence, if possible. 

		Incident Response Lead/Incident Response Team/OT&IT Staff/Contractor/Law Enforcement







[bookmark: _Toc195530079]Eradication

[Update the table below and insert the specific actions that your utility will follow to eradicate a cyber threat.]

		Action

		Responsible Staff Member or Team



		Scan affected systems for malware using anti-malware software, or Next-Generation Antivirus (NGAV), if available.

		Incident Response Lead/Incident Response Team/ OT&IT Staff/Contractor



		Remove any malware, corrupted files and other changes made to OT/IT systems by the incident.

		Incident Response Lead/Incident Response Team/ OT&IT Staff/Contractor



		Restore systems back to previous configuration settings to eradicate unwanted changes.  

		Incident Response Lead/Incident Response Team/ OT&IT Staff/Contractor



		Disable breached user accounts.

		Incident Response Lead/Incident Response Team/Contractor



		Install patches/updates. 

		Incident Response Lead/Incident Response Team/ OT&IT Staff/Contractor



		Disable unused services.

		Incident Response Lead/Incident Response Team/ OT&IT Staff/Contractor



		Perform other mitigation actions to harden against known vulnerabilities that may have been exploited.

		Incident Response Lead/Incident Response Team/ OT&IT Staff/Contractor



		Restore compromised files from a clean system back-up.

		Incident Response Lead/Incident Response Team/ OT&IT Staff/Contractor



		Block communication to any identified domains or IP addresses that were used by the threat actors.

		Incident Response Lead/Incident Response Team/ OT&IT Staff/Contractor







[bookmark: _Toc195530080]Recovery

[Update the table below and insert the specific actions that your utility will follow to recover from a cyber incident.]

		Action

		Responsible Staff Member or Team



		Restore OT/IT systems as required (e.g., re-image hard drives, reload software). 

		Incident Response Lead/Incident Response Team/ OT&IT Staff/Contractor



		Change account passwords (both administrators and users).

		Incident Response Lead/Incident Response Team/ OT&IT Staff/Contractor



		Identify how the attacker(s) gained access to your systems/network. 

		Incident Response Lead/Incident Response Team/ OT&IT Staff/Contractor/Law Enforcement



		Increase network perimeter security accordingly.

		Incident Response Lead/Incident Response Team/ OT&IT Staff/Contractor



		Review segmentation and boundary rules for maintaining network security and isolating critical systems. 

		Incident Response Lead/Incident Response Team/ OT&IT Staff/Contractor



		Test and verify that impacted systems are clean and fully functional.

		OT&IT Staff/Contractor



		Return affected systems to an operationally ready state.

		OT&IT Staff/Contractor



		Notify affected employees and customers if any PII was compromised. 

		OT&IT Staff/Contractor



		Notify the state regulatory agency if required by state privacy laws (See Section 5.0).

		OT&IT Staff/Contractor







[bookmark: _Toc195530081]Lessons Learned

[Update the table below and insert the specific actions that your utility will follow to capture and document lessons learned following a cyber incident. The overall goal is to learn from incidents and improve response performance while providing reference materials in the event of a similar future incident.]

		Action

		Responsible Staff Member or Team



		Hold a debrief meeting lead by the Incident Response Lead involving members of the Incident Response Team and other key stakeholders that were involved in the incident response efforts, no more than two weeks after the incident.

		Incident Response Lead



		Develop a lessons learned document and/or an after action report (AAR) to document your utility response activities, successes, and areas for improvement. 

		Incident Response Lead/Incident Response Team



		Update this CIRP based on the lessons learned document and or AAR. 

		Incident Response Lead/Incident Response Team











[bookmark: _Toc195530082]CONTACT LIST

The following table shows cybersecurity response and recovery priority points of contact and their contact information. 

[Update the table below with your utility’s priority contacts for a cyber incident]. 

		[bookmark: _Hlk191042150]Responsible Staff Member or Team

		Contact Information

		When to Notify



		Incident Response Lead

		[Name, Phone and Email Address]

		The Incident Response Team and any utility staff should contact the Incident Response Lead when they believe that your utility may be the victim of a cyber incident.





		Incident Response Team members (as applicable) 

		[Name(s), Phone and Email Addresses]

		The OT or IT staff should contact the Incident Response Team when they suspect that your utility may be a victim of a cyber incident.





		OT staff/contractor (as applicable)

		[Name(s), Phone and Email Addresses]

		Users should contact the OT staff/contractor if there is a suspected incident on an OT device or network.



		IT staff/contractor (as applicable)

		[Name(s), Phone and Email Addresses]

		Users should contact the IT staff/contractor if there is a suspected incident on an IT device or network.



		Public Affairs/Public Relations

		[Name(s), Phone and Email Addresses]

		Notify your utility’s or the state/local/tribal/territorial public affairs/public relations specialist to assist with reporting the details of the incident to employees and the general public. Additionally, they can assist you with any interactions with the news media.  



		Local law enforcement

		[Name(s), Phone and Email Addresses]

		Local law enforcement officials should be notified by the Incident Response Lead when they suspect that your utility is a victim of a cyber incident.



		Local Emergency Management Agency

		[Name, Phone and Email Address]

		The local emergency management agency should be notified by the Incident Response Lead when they suspect that your utility is a victim of a cyber incident.





		State Primacy  Agency

		[Name, Phone and Email Address]

		The state regulatory agency should be notified by the Incident Response Lead when they suspect that your utility is a victim of a cyber incident that may impact public health or other parameters established by the primacy agency.



		State cybersecurity agency (as applicable)

		[Name, Phone and Email Address]

		The state cybersecurity agency should be notified by the Incident Response Lead when they have confirmed that your organization is a victim of a cyber incident.



		FBI

		http://www.ic3.gov/ 

		The FBI should be notified by the Incident Response Lead when they have confirmed that your utility is a victim of a cyber incident.



		Department of Homeland Security (DHS) Cybersecurity & Infrastructure Security Agency (CISA)

		https://www.cisa.gov/report

888-282-0870 and report@cisa.gov

		DHS CISA should be notified by the Incident Response Lead when they have confirmed that your utility is a victim of a cyber incident.





		U.S. EPA

		WICRD-outreach@epa.gov 

		U.S. EPA should be notified if your utility requires any assistance preparing, responding, reporting, and/or recovering from a cyber incident. 



		Multi-State Information Sharing and Analysis Center (MS-ISAC) Security Operations Center (SOC)

		866-787-4722 or soc@cisecurity.org

		Utilities should consider contacting the MS-ISAC. The MS-ISAC operates a SOC, which is a 24x7x365 joint security operations and analysis unit that monitors, analyzes, and responds to cyber incidents targeting state, local, tribal, and territorial entities. 



		WaterISAC

		866-H2o-ISAC (1-866-426-4722) or https://www.waterisac.org/report-incident

		Utilities should consider reporting incidents and suspicious activity to WaterISAC. Reporting incidents and suspicious activity helps strengthen sector resilience, because it allows WaterISAC to identify threats and vulnerabilities and to warn other members and partners.



		State Emergency Management Agency/State National Guard 

		State emergency management agencies | USAGov

		In the event of a cyber incident, utilities should consider contacting their state emergency management agency who in certain cases can leverage the State National Guard to provide cyber response and support services.  









[bookmark: _Toc195530083]INCIDENT DATA COLLECTION

[Utility Name] will collect critical information about the incident to have the necessary data available to report and share with the local, state, and federal reporting authorities, law enforcement, and any third party or external entities while also facilitating and expediting the process to receive assistance from these entities. 

[Use the form on the next page to collect and document the necessary information that should be collected and shared with appropriate external parties involved in the cybersecurity incident response process. This form should be completed by the Incident Response Lead/Incident Response Team.]

 

CYBERSECURITY (OT/IT) INCIDENT REPORT FORM

Use this form to document any cybersecurity issues, breaches, hacks, malware, or any other incidents. Please note: Some states may have regulations restricting how and what information can be disclosed to non-state entities. 

Date of Report: [DATE]

		CONTACT PERSON







Full Name: [NAME] Address: [ADDRESS]

Job Title: [TITLE]

Phone: [PHONE] E-Mail: [E-MAIL]



		THE INCIDENT







Date of Incident: [DATE] Time: [TIME] ☐ AM ☐ PM

Type of Incident: ☐ Malware ☐ Data Breach ☐ Phishing ☐ Other: [OTHER]

How was the incident detected / discovered? [DESCRIBE]



		NOTIFICATION







Were other personnel notified? ☐ Yes ☐ No

If yes, describe: [DESCRIBE]



		CONTAINMENT







Were any containment measures made? ☐ Yes ☐ No

If yes, describe: [DESCRIBE]



Can systems safely fail-over or continue operating? [DESCRIBE]



		IMPACTED SERVICES







Was anything permanently impacted by the incident? ☐ Yes ☐ No

If yes, describe: [DESCRIBE]



Was there an impact to the utility’s Operational Technology (OT) systems? ☐ Yes ☐ No If yes, describe: [DESCRIBE]



Was there an impact to drinking water or wastewater because of the incident? ☐ Yes ☐ No

If yes, describe: [DESCRIBE]



Was there an impact on the utility’s ability to provide drinking water or process wastewater because of the incident? ☐ Yes ☐ No If yes, describe:  [DESCRIBE]



What networks and systems are affected by the attack vector, and can the problem spread to other sites and customers? [DESCRIBE]



		ATTACK VECTOR







Do you know how the attack was made? ☐ Yes ☐ No

If yes, describe: [DESCRIBE]



Was this internal or external to the organization? [DESCRIBE]



		INFORMATION IMPACT







Was there any data, records, or information breached? ☐ Yes ☐ No

If yes, describe: [DESCRIBE]



Are there legal or safety issues caused by the attack? ☐ Yes ☐ No

If yes, describe: [DESCRIBE]



		OTHER







Is there any other information you would like to include in this report? ☐ Yes ☐ No

If yes, describe: [DESCRIBE]



[bookmark: _Toc195530084]APPLICABLE REGULATIONS AND REQUIREMENTS

The following applicable requirements will be referenced during a cybersecurity incident:

[Update the table below based on your utility’s location and corresponding local and state cyber regulations or laws]. 

		Requirement/Standard

		Relevant Law/Policy



		[Notification requirements for PII data breach]

		[Local/State Code] 



		[Notification requirements for incident potentially affecting public health]

		[State regulatory agency regulation and Public Notification Rule]



		

		







[bookmark: _Toc195530085]TESTING AND UPDATES

[Select one: annual, bi-annually, quarterly] testing of the CIRP using tabletop exercises and practical simulations of potential incident scenarios is necessary to ensure the Incident Response Lead/Incident Response Team, utility staff, OT/IT contractors, and any vendors (e.g., third party billing provider) are aware of their obligations during a cyber incident at [Utility Name], unless actual cyber incidents occur which test the full functionality of the CIRP.

· The CIRP will be tested [Select one: annual, bi-annually, quarterly]. 

· The Incident Response Lead/Incident Response Team will record observations made during the testing, such as steps that were poorly executed or misunderstood by participants and those aspects of incident response that need improvement.

· The Incident Response Lead will ensure that the CIRP is updated and distributed to Incident Response Team members (as applicable).






[bookmark: _Toc195530086]APPENDIX A – OT/IT System Overview

[If any of the information listed in this appendix is maintained elsewhere (e.g., in other utility documents), please feel free to reference those information sources in the table in Section 1.0 of this plan. There is no need to duplicate this information here.]

Network Topology

[Attach a high-level diagram of the application/system data flow and data storage, including all interconnected OT and IT system names and networks (e.g., public vs. private)]

System Hardware Inventory

[Please update the table below with all your utility’s OT and IT network assets and devices. Please add or remove any rows or columns as needed. If you have an external system/software that manages your inventory, feel free to insert the link here or replace the table with a graphical list of the hardware inventory.]

		Asset or Serial #

		Item Description

		Make and Model

		Contractor

		Location

		Date Purchased or Leased



		

		

		

		

		

		



		

		

		

		

		

		







System Software Inventory

[Please update the table below with all your utility’s OT and IT device software. Please add or remove any rows or columns as needed. If you have an external system/software that manages your inventory, feel free to insert the link here or replace the table with graphical list of the hardware inventory.]

		Name

		Description

		Version

		Developer

		Date installed
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