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Can You Spot the Phishing Email?

Instructions: Below are four email screenshots. One of them is a phishing attempt designed to look legitimate. Review each email carefully and mark which one (1–4) you believe is the phishing email. For the email you select, list the clues that made you suspicious (e.g., sender address mismatch, unusual link, urgent language, grammar errors, unexpected attachment). 
There is an answer key at the end of the images but DO NOT CHEAT.  This exercise is meant to test your knowledge and help you understand what to look for when identifying a phishing email.
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Answer Key
Phishing email: Image 3 (page 3 of the document)
Reasons:
- Sender domain mismatch: the display name shows 'Acme Utilities Support' but the sender address is support@acmewb.com (notice the misspelling of the domain).
- Suspicious visible URL: the link shown (http://acme-pay.verify-account.com/update) does not match the company domain and contains extra segments that are commonly used in phishing URLs.
- Urgent language and threats: the message pressures the recipient to act within a short timeframe (24 hours) to avoid disconnection — common phishing tactic.
- Inconsistent technical headers: the Reply-to and Message-ID fields suggest different domains (reply-to uses acmeutilities.com while the message ID uses acmewb.com).
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From: Acme Utilities News <newsletter@acmeutilities.com> Sep 12, 2025
Subject: New energy-saving tips + September community update

Hello,

We're excited to share seasonal tips to lower your energy bill and recap our recent community events.
Tip: Schedule a free home energy audit this fall to identify easy savings.

Learn more and sign up for the audit below.

Sign up for audit
https://acmeutilities.com/community/audit-signup
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From: Acme Utilities Billing <billing@acmeutilities.com> Aug 27, 2025

Subject: Your monthly invoice is ready - August 2025

Hello Customer,

Thank you for being an Acme Utilities customer. Your invoice for August 2025 is now available.
Amount due: $123.45

You can view the full invoice and payment options by clicking the link below.

View invoice
https://portal.acmeutilities.com/invoice/VD-4392




image3.png
From: Human Resources <hr@company.internal> Sep 02, 2025
Subject: Open Enroliment: Benefits Info Session - Sept 2025

Team,

Open enroliment for health and dental benefits begins October 1. We will host two live sessions to walk through the changes.
Session 1: Oct 3 at 10:00 AM (Zoom)
Session 2: Oct 5 at 4:00 PM (Teams)

Please RSVP using the link below so we can reserve your spot.

RSVP for session
https://company.zoom.us/meeting/123-456-789
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From: Acme Utilities Support <support@acmewb.com> Sep 09, 2025
Subject: IMMEDIATE: Payment failed — verify now to avoid disconnection

Attention:

We could not process your payment. Your service will be suspended within 24 hours unless you verify your billing information.
Please click the secure link below to update your details immediately.

Failure to act may result in immediate service interruption.

Update payment details
http://acme-pay.verify-account.com/update

Reply-to: support@acmeutilities.com
Message-ID: <alert-2948@acmewb.com>




