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System Name: Business Automation Platform - 
Salesforce 

System Owner: Khadijah Jones and John 
Kahanek IV 

Preparer: Khadijah Jones/Helen Lewis Office: OFA 

Date: 6/12/2026 Phone: 281-983-2129 

Reason for Submittal: 

New: ☐ Revised: ☐X Annual Review: ☐ Rescindment: ☐ 

System Lifecycle Stage(s): 

Definition: ☐ Development/Acquisition: ☐ Implementation: ☐ 

Operation & Maintenance: ☐X Rescindment/Decommission: ☐ 

 
Note: New and Existing Systems require a PIA annually, when there is a significant modification to the system or where 
privacy risk has increased to the system. For examples of significant modifications, see OMB Circular A-130, Appendix 
1, Section (c) (1) (a-f). 

 
The PIA must describe the risk associated with that action. For assistance in applying privacy risk see OMB Circular No. 
A-123, Section VII (A) (pgs. 44-45). 

Provide a general description/overview and purpose of the system: 
The Business Automation Platform, the Agency-wide implementation of Salesforce Inc.’s 
Lightning Platform (a.k.a., “salesforce.com”) application Platform as a Service (aPaaS), is 
the Agency’s strategic platform for business process automation.  It provides database, 
workflow processing, user interface generation, declarative development, and other 
capabilities that are leveraged by applications consisting of configuration specifications that 
implement business logic.  Several forms from the now-retired WebForms system were 
migrated into the Business Automation Platform (BAP), as have various other applications 
from Lotus Notes/Domino.  Additional applications have been and continue to be 
implemented on the platform. 

https://www.whitehouse.gov/omb/circulars_a130_a130appendix_i
https://www.whitehouse.gov/omb/circulars_a130_a130appendix_i
https://obamawhitehouse.archives.gov/sites/default/files/omb/memoranda/2016/m-16-17.pdf
https://obamawhitehouse.archives.gov/sites/default/files/omb/memoranda/2016/m-16-17.pdf
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In most cases, no personal information such as address, telephone number, etc., is collected 
aside from Agency information that is publicly available, such as employee name, Agency 
office telephone number, Agency office address, Agency employee ID, LAN ID, etc. This 
agency data, copied routinely by the ETL infrastructure into the BAP from the Privileged 
Account Status Tracking and Approval (PASTA) system, which has received it in turn from 
other Agency systems such as Active Directory, Oracle Internet Directory, the Federal 
Personnel Payroll System (FPPS, which is not PeoplePlus), etc., is stored in the platform as 
shared reference data. 

One application within the BAP environment has sensitive information with an associated 
approved PDL.  

• EPA Ethics Management System (EEMS).  EEMS has 2 SORNs where BAP 
environment does contain PII data elements. 

 
Information in BAP is retrieved by applications. 

1.1 What specific legal authorities and/or Executive Order(s) permit and define the 
collection of information by the system in question? 

The BAP is not a system but rather an environment within which systems/applications can be 
built.  In the event that something is built that requires additional security than the BAP 
already has (such as an increased need for managing PII) that system/application will go 
through individual authorizations, just as any system/application would in another 
environment such as Java or C.  Configuration of the BAP has been performed under authority 
of Section 8(a) of the Small Business Act (15 U.S.C. 637(a)), Federal Acquisition Regulation 
(FAR) Part 19.8, Contracting with the Small Business Administration "The 8(a) Program,", 
and General Services Administration Manual (GSAM) Part 519.870-4, Sole source 
requirements, in accordance with 41 U.S.C. 253(c)(5) and 15 U.S.C. 637(a). 

One application within the BAP environment has sensitive information with an associated 
approved PDL.  

1.2 Has a system security plan been completed for the information system(s) 
supporting the system? Does the system have, or will the system be issued an 
Authorization-to-Operate? When does the ATO expire? 

The BAP operates under Agency Authority to Operate (Expires June 26, 2027) at the FISMA 
Moderate level.  The person-related data in the Platform comes from PASTA through the 
Agency’s extraction, transformation, and load (ETL) infrastructure from other Agency 
systems, including Active Directory, Oracle Internet Directory, Locator, and FPPS, each of 
which has its own security plan and, where necessary, SORN.  Individual applications 
operating on the platform are responsible for execution of their own Privacy Threshold 
Assessment, and, if warranted, Privacy Impact Analysis and SORN. The BAP is a secondary 
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user of the data.  The BAP does not reach out to the user to gather unique information that 
hasn’t already been collected.  The BAP centralizes information from the Active Directory 
(AD), PASTA, eIDW, and other resources in order to make it easier to find and locate an 
individual’s information than is currently possible by having to go through multiple systems to 
find everything. 

1.3 If the information is covered by the Paperwork Reduction Act (PRA), provide the 
OMB Control number and the agency number for the collection. If there are 
multiple forms, include a list in an appendix. 

No ICR is required. 

1.4 Will the data be maintained or stored in a Cloud? If so, is the Cloud Service 
Provider (CSP) FEDRAMP approved? What type of service (PaaS, IaaS, SaaS, 
etc.) will the CSP provide? 

Yes.  Salesforce Government Cloud Plus maintains a FedRAMP High Provisional 
Authority to Operate (P-ATO) from the Joint Authorization Board (JAB).  The Lightning 
Platform is PaaS. 

Section 2. Characterization of the Information 
The following questions are intended to define the scope of the information requested and/or collected, as 
well as reasons for its collection. 

 
2.1 Identify the information the system collects, uses, disseminates, or maintains (e.g., 

data elements, including name, address, DOB, SSN). 
In most cases, no personal information such as address, telephone number, etc., is collected 
aside from Agency information that is publicly available, such as employee name, Agency 
office telephone number, Agency office address, Agency employee ID, LAN ID, etc.  This 
Agency data copied routinely by the ETL infrastructure into the BAP from PASTA, which has 
received it in turn from other Agency systems such as Active Directory, Oracle Internet 
Directory, FPPS, etc., is stored in the Platform as shared reference data.   
 

One application within the BAP environment has sensitive information with an associated 
approved PDL.  

• EPA Ethics Management System (EEMS).  EEMS has 2 SORNs where BAP 
environment does contain PII data elements. 

 
In the case of these applications with sensitive information, dissemination is further 
restricted on a need to know through limited authorization.  “Government Cloud Plus 
includes enhanced encryption capabilities with full data at rest encryption and end to end 
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encryption as well as authentication of both users and Salesforce personnel.” 
(https://help.salesforce.com/s/articleView?id=000389115&type=1)  Hence, all data 
including PII is encrypted. 
A full identification of the shared reference data in the Platform is available in the BAP 
Application Deployment Guide (ADG).  The BAP is a secondary user of the information 
resources. 

2.2 What are the sources of the information and how is the information collected for 
the system? 

The information in the platform is integrated from other Agency systems and refer to the BAP 
Integration List titled “What Data Integrations are Available in the BAP”. 

2.3 Does the system use information from commercial sources or publicly available 
data? If so, explain why and how this information is used. 
NO 

2.4 Discuss how accuracy of the data is ensured. 

Accuracy of the platform data is ensured at its Agency source systems.  As data is updated 
in the source systems, the new data updates the BAP in the regular process of data 
integration listed in the BAP Integration List titled “What Data Integrations are Available 
in the BAP”. In case of information change, the new data flows from the source system to 
update the BAP on the standard cycle of download of data from that system. 

 
2.5 Privacy Impact Analysis: Related to Characterization of the Information 

Discuss the privacy risks identified for the specific data elements and for each risk explain how it was 
mitigated. Specific risks may be inherent in the sources or methods of collection, or the quality or 
quantity of information included 

Privacy Risk: 
Privacy risk is introduced by copying sensitive Agency data into the Platform. The ETL 
process of data load from PASTA to the BAP is automated. 

Mitigation: 

Privacy risk mitigation is a function of the source systems and for BAP after receipt of the 
sensitive Agency data. The Business Automation Platform requires multifactor login using 
Agency LAN ID and password in accordance with FISMA Moderate level controls 
specified in the BAP security plan. Also, dissemination of sensitive information is further 
restricted based on restricted authorization to those users specifically with a need-to-know 
based on permission sets. 

Section 3. Access and Data Retention by the System 

https://help.salesforce.com/s/articleView?id=000389115&type=1
https://usepa.sharepoint.com/:b:/s/oei_Community/BAP/EcwsauRu7ZhLhY0eyCLlD3gBDoqe0lgDfltkzQzm-tc2NA?e=kWowzF
https://usepa.sharepoint.com/:b:/s/oei_Community/BAP/EcwsauRu7ZhLhY0eyCLlD3gBDoqe0lgDfltkzQzm-tc2NA?e=kWowzF
https://usepa.sharepoint.com/sites/oei_Community/BAP/SitePages/What%20Data%20Integrations%20Are%20Available%20In%20The%20BAP.aspx?xsdata=%3D&sdata=a2t1MDAyNWpVZ2svT3ZYOHNxVXg2OHRFVEdoVzUvWG8rWjVBTWVaWFB2TT0%3D&ovuser=88b378b3-6748-4867-acf9-76aacbeca6a7%2Ckahanek.johns%40epa.gov&OR=Teams-HL&CT=1675969948691&clickparams=eyJBcHBOYW1lIjoiVGVhbXMtRGVza3RvcCIsIkFwcFZlcnNpb24iOiIyNy8yMzAxMDEwMDkxMyIsIkhhc0ZlZGVyYXRlZFVzZXIiOmZhbHNlfQ%3D%3D
https://usepa.sharepoint.com/sites/oei_Community/BAP/SitePages/What%20Data%20Integrations%20Are%20Available%20In%20The%20BAP.aspx?xsdata=%3D&sdata=a2t1MDAyNWpVZ2svT3ZYOHNxVXg2OHRFVEdoVzUvWG8rWjVBTWVaWFB2TT0%3D&ovuser=88b378b3-6748-4867-acf9-76aacbeca6a7%2Ckahanek.johns%40epa.gov&OR=Teams-HL&CT=1675969948691&clickparams=eyJBcHBOYW1lIjoiVGVhbXMtRGVza3RvcCIsIkFwcFZlcnNpb24iOiIyNy8yMzAxMDEwMDkxMyIsIkhhc0ZlZGVyYXRlZFVzZXIiOmZhbHNlfQ%3D%3D
https://usepa.sharepoint.com/sites/oei_Community/BAP/SitePages/What%20Data%20Integrations%20Are%20Available%20In%20The%20BAP.aspx?xsdata=%3D&sdata=a2t1MDAyNWpVZ2svT3ZYOHNxVXg2OHRFVEdoVzUvWG8rWjVBTWVaWFB2TT0%3D&ovuser=88b378b3-6748-4867-acf9-76aacbeca6a7%2Ckahanek.johns%40epa.gov&OR=Teams-HL&CT=1675969948691&clickparams=eyJBcHBOYW1lIjoiVGVhbXMtRGVza3RvcCIsIkFwcFZlcnNpb24iOiIyNy8yMzAxMDEwMDkxMyIsIkhhc0ZlZGVyYXRlZFVzZXIiOmZhbHNlfQ%3D%3D
https://usepa.sharepoint.com/sites/oei_Community/BAP/SitePages/What%20Data%20Integrations%20Are%20Available%20In%20The%20BAP.aspx?xsdata=%3D&sdata=a2t1MDAyNWpVZ2svT3ZYOHNxVXg2OHRFVEdoVzUvWG8rWjVBTWVaWFB2TT0%3D&ovuser=88b378b3-6748-4867-acf9-76aacbeca6a7%2Ckahanek.johns%40epa.gov&OR=Teams-HL&CT=1675969948691&clickparams=eyJBcHBOYW1lIjoiVGVhbXMtRGVza3RvcCIsIkFwcFZlcnNpb24iOiIyNy8yMzAxMDEwMDkxMyIsIkhhc0ZlZGVyYXRlZFVzZXIiOmZhbHNlfQ%3D%3D
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The following questions are intended to outline the access controls for the system and how long the 
system retains the information after the initial collection 

 
3.1 Do the systems have access control levels within the system to prevent authorized 

users from accessing information they don’t have a need to know? If so, what 
control levels have been put in place? If no controls are in place, why have they 
been omitted? 
The BAP uses all the extensive access controls of the Salesforce Lightning Platform, including 
user and group profiles, permission sets, object-level permissions, record-level permissions, 
field-level permissions, and other fine-grained access controls.  Detailed information is 
available at http://login.salesforce.com/help/pdfs/en/salesforce_security_impl_guide.pdf.  The 
BAP enforces access control levels on data and functions available to any user according to the 
user’s role, based on need to know.  Access control levels include Administrator, Delegated 
Administrator, and application-specific levels.  Each application in the BAP has a unique 
security permission set restricting access to its data to those with a need to access it.  The BAP 
enforces access restrictions by roles for each application, granting access to specific 
functionality and particular data as required by the application’s design approved by the 
application owner. 

3.2 In what policy/procedure are the access controls identified in 3.1, documented? 

The procedure for requesting access to an application through its permission set(s) is documented in the 
BAP User Provisioning Guide in the BAP Community Site. 

3.3 Are there other components with assigned roles and responsibilities within the 
system? 

Yes.  Various application-specific security roles such as superuser and user exist with a more 
refined authorization within applications can be set for each role to allow the user access based 
on need-to-know. 

3.4 Who (internal and external parties) will have access to the data/information in the 
system? If contractors, are the appropriate Federal Acquisition Regulation (FAR) 
clauses included in the contract? 

Only EPA federal and contractor personnel with EPA network credentials, obtained through the 
Agency’s standard process of network credential control and management, have access to the BAP.  The 
BAP is a platform, such as SharePoint or the National Computer Center.  Applications, each owned and 
managed by Application Owner, run on it.  If an Application Owner grants access to the Application 
Owner’s application to a contractor and FAR clauses need to be in their contract, the Application Owner 
is responsible for ensuring compliance.  The platform administrator does not have insight into the status 
of FAR clause inclusion in the contracts of contractors among the application's user base.   

 

3.5 Explain how long and for what reasons the information is retained. Does the 
system have an EPA Records Control Schedule? If so, provide the schedule 

http://login.salesforce.com/help/pdfs/en/salesforce_security_impl_guide.pdf
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number. 
Information is retained if it is provided and not deleted by the source system responsible for 
following the EPA Records Control Schedule when applicable.  The BAP contains no 
Agency Records and has no EPA Records Control Schedule.  The terms of use of the BAP 
include the agreement that the user does not place Agency Records in the BAP, which is 
not an approved Agency Records Management System. Each BAP application from a 
source system is different and may need to undergo a PTA, then possibly a PIA leading to a 
PDL.  If an application requires Agency-approved record-keeping, however, it is not 
suitable for the BAP, which is not an Agency-approved records management system.  (We 
are working with the Enterprise Content Management System team to allow data from the 
BAP to be sent to ECMS, which is an Agency-approved Records Management System, for 
retention as records in accordance with applicable schedules, but the BAP will continue not 
to be itself a record-keeping system even once that interface is developed.) 

 
3.6 Privacy Impact Analysis: Related to Retention 

Discuss the risks associated with the length of time data is retained. How were those risks mitigated? 
The schedule should align the stated purpose and mission of the system 

Privacy Risk: 
Applications hosted on the platform would keep data longer than needed. 

Mitigation: 
Applications will follow their corresponding records control schedule regarding courtesy or reference 
data placed in the BAP (as no Agency records are managed in the BAP).  

Section 4. Information Sharing 
The following questions are intended to describe the scope of the system information sharing external to 
the Agency. External sharing encompasses sharing with other federal, state and local governments, and 
third-party private sector entities. 

 
4.1 Is information shared outside of EPA as part of the normal agency operations? If 

so, identify the organization(s), how the information is accessed and how it is to be 
used, and any agreements that apply. 
Yes. BAP data is shared with the FedRAMP approved system called Salesforce Government 
Cloud Plus outside the Agency.  The Agency has contractual agreements with Salesforce. 

4.2 Describe how the external sharing is compatible with the original purposes of the 
collection. 
External sharing with Salesforce is based on contractual agreement with Salesforce. 
 

4.3 How does the system review and approve information sharing agreements, MOUs, 
new uses of the information, new access to the system by organizations within EPA 
and outside? 
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Contract arrangements with Salesforce, Interconnection Security Agreements (ISAs), and Memorandum 
of Understandings (MOUs) are used as needed for other systems with dedicated interconnections.  As 
stated in supplementary guidance in CA-3 Interconnection agreement, interconnection security 
agreements would be set up for “dedicated inter-connections”. 

4.4 Does the agreement place limitations on re-dissemination? 
Salesforce has a contractual agreement and provides data on a need-to-know basis as defined 
between roles and refined permission sets. 

4.5 Privacy Impact Analysis: Related to Information Sharing 
Discuss the privacy risks associated with the sharing of information outside of the agency. How were 
those risks mitigated? 

Privacy Risk: 

Data is shared externally within FedRAMP approved system called Salesforce Government Cloud Plus. 

Mitigation: 

 
EPA has agreements with Salesforce, and Salesforce Government Cloud Plus maintains a FedRAMP High 

Provisional Authority to Operate (P-ATO) from the Joint Authorization Board (JAB). 
 

Section 5. Auditing and Accountability 

The following questions are intended to describe technical and policy-based safeguards 
and security measures. 

 
5.1 How does the system ensure that the information is used as stated in Section 6.1? 

EPA ensures that the practices stated in the PIA are followed by leveraging training, policies, EPA 
Rules of Behavior, and auditing and accountability. EPA security specifications require auditing 
capabilities that logs the activity of each user to reduce the     

possibility of misuse and inappropriate dissemination of information. All user actions are tracked 
via audit logs to identify required audit information by user identification, network terminal 
identification, date and time. All EPA systems must employ auditing measures and technical 
safeguards to prevent the misuse of data and Genesys CX Cloud is compliant with EPA policies. 

 

5.2 Describe what privacy training is provided to users either generally or 
specifically relevant to the system/collection. 

The Business Automation Platform Program Office monitors the design, maintenance, 
administration, and use of the Platform for adherence to security and privacy standards.  The 
BAP Program Office holds a Conceptual Review of each application as it is being architected 
and designed for use of the BAP, in which we review the application’s data entities and 
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relationships, user community, including roles and responsibilities, license requirements, etc.  
We review with the application owner the use of shared objects and any restrictions on use of 
their data.  The application owner must commit to adherence to any such restrictions and to 
passing those restrictions to the application and its users.  The BAP Program Office (PO) next 
holds an Architectural Review of the application once it has been designed in detail, to assure 
that the application’s structure and data is in accordance with the approved conceptual design, 
including any restrictions on data use.  Finally, the BAP PO holds a Production Readiness 
Review to assure that the application has been tested and found in compliance with the 
approved design and all applicable data restrictions. 

5.3 Privacy Impact Analysis: Related to Auditing and Accountability 
Discuss the privacy risks associated with the technical and policy-based safeguards and security 
measures. How were those risks mitigated? 

 

This is a function of the Agency source systems that collect the data. This is an agency 
requirement to ensure all employees take the annual Security and Privacy Awareness 
Training.   

Privacy Risk: 
The risk exists that applications being hosted on the BAP could have inadequate privacy controls at 
the application level, not taking sufficient advantage of the control capabilities provided by the 
platform. Auditing may expose risks.  Application owners are accountable to mitigate risks.  

Mitigation: 
In conducting Conceptual Review, Architectural Review, and Production Readiness Review for 
an application, the BAP Program Office reinforces that the application must have sufficient 
privacy auditing and accountability controls in place.  These reviews are described in section 5.1. 

Section 6. Uses of the Information 
The following questions require a clear description of the system’s use of information. 

 
6.1 Describe how and why the system uses the information 

List each use (internal and external to the Department) of the information collected or maintained. 
Provide a detailed response that states how and why the different data elements will be used. If Social 
Security numbers are collected, state why the SSN is necessary and how it was used. 
 

The Platform allows Agency personnel and applications to access the shared reference data 
for reference and integration purposes.  The Platform does not, strictly speaking, use the 
information for any purpose other than to support applications built upon it.   The source 
systems provide data.  Applications on the BAP using that data are different than source 
systems providing it.  The source systems have various forms of documentation and 
agreements, including Memoranda of Understanding (MOU), Interconnection Security 
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Agreements (ISA), ATO’s, etc.  Each application has documentation of its uses, including 
the use of data it accesses. 

6.2 How is the system designed to retrieve information by the user? Will it be 
retrieved by personal identifier? Yes: ☐ No: X☐ If yes, what identifier(s) will 
be used. 

A personal identifier is a name, social security number or other identifying symbol assigned to an 
individual, i.e. any identifier unique to an individual. Or any identifier that can be linked or is linkable 
to an individual. 

The primary organization of the BAP is not by person, but by application. 

 
6.3 What type of evaluation has been conducted on the probable or potential effect of 

the privacy of individuals whose information is maintained in the system of 
records? 

The goal here is to look at the data collected, how you plan to use it, and to ensure that you have limited 
the access to the people who have a need to know in the performance of their official duties. What 
controls have you erected around the data, so that privacy is not invaded? ex. administrative control, 
physical control, technical control. 
 

The BAP Program Office (PO) holds an Architectural Review of the application once it 
has been designed in detail, to assure that the application’s structure and data is in 
accordance with the approved conceptual design, including any restrictions on data use. 

Additionally, each source system could have its own SORN, but as a secondary user of the 
information, no SORN is known to apply to the Platform.  In cases where BAP stores and 
transmits sensitive data collected by a source system, the source system is responsible for 
the SORN. 

6.4 Privacy Impact Analysis: Related to the Uses of Information 
Describe any types of controls that may be in place to ensure that information is handled in accordance 
with the uses described above. 

Privacy Risk: 

 

Privacy risk is introduced by uploading Agency sensitive data into the Platform. 

Mitigation: 
 

Privacy risk mitigation is a function of both the source systems and the BAP security plan, which 
describes in detail the controls in place for the BAP.  For example, the Business Automation 
Platform requires multifactor login using Agency LAN ID and password in accordance with 
FISMA Moderate level controls specified in the BAP security plan. 
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Also, dissemination of sensitive information is further restricted based on authorization to those 
users specifically with a need-to-know.   

 

If no SORN is required, STOP HERE. 
The National Privacy Program (NPP) will determine if a System of Records Notice (SORN) is required. 

If so, the following additional sections will be required. 

Section 7. Notice 
The following questions seek information about the system’s notice to the individual about the 
information collected, the right to consent to uses of information, and the right to decline to provide 
information. 

 
7.1 How does the system provide individuals notice prior to the collection of 

information? If notice is not provided, explain why not. 
Any individual who wants to know whether this system of records contains a record about him 
or her, should make a written request to the Attn: Agency Privacy Officer, MC 2831T, 1200 
Pennsylvania Ave., NW., Washington, D.C. 20460, privacy@epa.gov. 

7.2 What opportunities are available for individuals to consent to uses, decline to 
provide information, or opt-out of the collection or sharing of their information? 
 

7.3 Privacy Impact Analysis: Related to Notice 
Discuss how the notice provided corresponds to the purpose of the project and the stated uses. Discuss 
how the notice given for the initial collection is consistent with the stated use(s) of the information. 
Describe how the project has mitigated the risks associated with potentially insufficient notice and 
opportunity to decline or consent. 

Privacy Risk: 

 

Mitigation: 

 

Section 8. Redress 
The following questions seek information about processes in place for individuals to seek redress which 
may include access to records about themselves, ensuring the accuracy of the information collected about 
them, and/or filing complaints. 

 
8.1 What are the procedures that allow individuals to access their information? 

mailto:privacy@epa.gov
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Individuals seeking access to information in this system of records about themselves are 
required to provide adequate identification (e.g., driver’s license, military identification card, 
employee badge or identification card). Additional identity verification procedures may be 
required, as warranted. 

Requests must meet the requirements of EPA regulations that implement the Privacy Act of 
1974, at 40 CFR part 16. 

8.2 What procedures are in place to allow the subject individual to correct inaccurate 
or erroneous information? 
Requests for correction or amendment must identify the record to be changed and the corrective 
action sought. Complete EPA Privacy Act procedures are described in EPA’s Privacy Act 
regulations at 40 CFR part 16. 

8.3 Privacy Impact Analysis: Related to Redress 
Discuss what, if any, redress program the project provides beyond the access and correction afforded 
under the Privacy Act and Freedom of Information Act (FOIA). 

Privacy Risk: 

 

Mitigation: 

 

 

I attest as the Agency Privacy Officer that Business Automation Platform - Salesforce (BAPS) 
Privacy Impact Assessment (PIA) has been reviewed. The privacy implications have been adequately 
identified with appropriate mitigation statements included for implementation in the development or use of 
information technology systems.  

  

Respectfully,  

  
Lee Kelly  
Agency Privacy Officer  
Cybersecurity Planning & Risk Mgmt. Branch 
EPA/OFA 
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	1.1 What specific legal authorities and/or Executive Order(s) permit and define the collection of information by the system in question?
	1.2 Has a system security plan been completed for the information system(s) supporting the system? Does the system have, or will the system be issued an Authorization-to-Operate? When does the ATO expire?
	The BAP operates under Agency Authority to Operate (Expires June 26, 2027) at the FISMA Moderate level.  The person-related data in the Platform comes from PASTA through the Agency’s extraction, transformation, and load (ETL) infrastructure from other...
	1.3 If the information is covered by the Paperwork Reduction Act (PRA), provide the OMB Control number and the agency number for the collection. If there are multiple forms, include a list in an appendix.
	No ICR is required.
	1.4 Will the data be maintained or stored in a Cloud? If so, is the Cloud Service Provider (CSP) FEDRAMP approved? What type of service (PaaS, IaaS, SaaS, etc.) will the CSP provide?
	Yes.  Salesforce Government Cloud Plus maintains a FedRAMP High Provisional Authority to Operate (P-ATO) from the Joint Authorization Board (JAB). The Lightning Platform is PaaS.

	Section 2. Characterization of the Information
	2.1 Identify the information the system collects, uses, disseminates, or maintains (e.g., data elements, including name, address, DOB, SSN).
	In most cases, no personal information such as address, telephone number, etc., is collected aside from Agency information that is publicly available, such as employee name, Agency office telephone number, Agency office address, Agency employee ID, LA...
	2.2 What are the sources of the information and how is the information collected for the system?
	2.3 Does the system use information from commercial sources or publicly available data? If so, explain why and how this information is used.
	2.4 Discuss how accuracy of the data is ensured.
	2.5 Privacy Impact Analysis: Related to Characterization of the Information
	Privacy Risk:
	Mitigation:


	Section 3. Access and Data Retention by the System
	3.1 Do the systems have access control levels within the system to prevent authorized users from accessing information they don’t have a need to know? If so, what control levels have been put in place? If no controls are in place, why have they been o...
	3.2 In what policy/procedure are the access controls identified in 3.1, documented?
	3.3 Are there other components with assigned roles and responsibilities within the system?
	3.4 Who (internal and external parties) will have access to the data/information in the system? If contractors, are the appropriate Federal Acquisition Regulation (FAR) clauses included in the contract?
	3.5 Explain how long and for what reasons the information is retained. Does the system have an EPA Records Control Schedule? If so, provide the schedule number.
	3.6 Privacy Impact Analysis: Related to Retention
	Privacy Risk:
	Mitigation:


	Section 4. Information Sharing
	4.1 Is information shared outside of EPA as part of the normal agency operations? If so, identify the organization(s), how the information is accessed and how it is to be used, and any agreements that apply.
	Yes. BAP data is shared with the FedRAMP approved system called Salesforce Government Cloud Plus outside the Agency.  The Agency has contractual agreements with Salesforce.
	4.2 Describe how the external sharing is compatible with the original purposes of the collection.
	External sharing with Salesforce is based on contractual agreement with Salesforce.
	4.3 How does the system review and approve information sharing agreements, MOUs, new uses of the information, new access to the system by organizations within EPA and outside?
	4.4 Does the agreement place limitations on re-dissemination?
	Salesforce has a contractual agreement and provides data on a need-to-know basis as defined between roles and refined permission sets.
	4.5 Privacy Impact Analysis: Related to Information Sharing
	Privacy Risk:
	Data is shared externally within FedRAMP approved system called Salesforce Government Cloud Plus.
	Mitigation:


	Section 5. Auditing and Accountability
	5.1 How does the system ensure that the information is used as stated in Section 6.1?
	5.2 Describe what privacy training is provided to users either generally or specifically relevant to the system/collection.
	5.3 Privacy Impact Analysis: Related to Auditing and Accountability
	This is a function of the Agency source systems that collect the data. This is an agency requirement to ensure all employees take the annual Security and Privacy Awareness Training.
	Privacy Risk:
	Mitigation:


	Section 6. Uses of the Information
	6.1 Describe how and why the system uses the information
	6.3 What type of evaluation has been conducted on the probable or potential effect of the privacy of individuals whose information is maintained in the system of records?
	6.4 Privacy Impact Analysis: Related to the Uses of Information
	Privacy Risk:
	Mitigation:


	Section 7. Notice
	7.1 How does the system provide individuals notice prior to the collection of information? If notice is not provided, explain why not.
	7.2 What opportunities are available for individuals to consent to uses, decline to provide information, or opt-out of the collection or sharing of their information?
	7.3 Privacy Impact Analysis: Related to Notice
	Privacy Risk:
	Mitigation:


	Section 8. Redress
	8.1 What are the procedures that allow individuals to access their information?
	8.2 What procedures are in place to allow the subject individual to correct inaccurate or erroneous information?
	8.3 Privacy Impact Analysis: Related to Redress
	Privacy Risk:
	Mitigation:
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